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Internet Protocol (TCP/IP) Properties 3 2=l

General I

‘fou can get [P settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrator
For the appropriste IP settings.

1~ gbtain an IP address automatically

e
IP address: lm

Subnet mask:

Default gateway:

{7 Obtain DS server address autamatizally

—{% Use the Following DNS server addresses:
Preferred DS server: 127, 0 .0 .1

T

Alternate DNS server!

Advanced, .,

Internet Protocol {TCP/IP) Properties 3

%5 %% B:

General |
You can get IF settings assigned automatically if your network supports

this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™ Obtain an IP address automatically

192 .165 . 26 . 3
255,255 . 255 . 224
192 . 168 , 26 . 2

7 Obbain DG server address autaomatically

IP address;
Subnet mask;

Default gateway:

—{% Use the following DMS server addresses:

Preferred DS server: 127. 0 .0 .1

Advanced. .. |

Alcernate DNS server:
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Fie Edt Wiew Go |Captwe Analyzs Statistics Telephony Tooks WSintsmal Help

n e+ w T LB a Elaéamm -

i Options... etk
Filter: E Start CHr+E
GlritE
% Restart ChrlR
i Capture Filers. ..

w | Expression... Clear Apply

4ost Popular Network Protocol Analyzer

&2

k5545 B LT MR A BoRAEs i B 1 LKL 3), 7E2IE
[P~ By Start 444

T Wireshark: Capture Interfaces iy ;Iﬂlﬂ

Description P Packets Packets/s Stop
f;i' Inkel{Ry PRO/1000 MT Metwork Connection 192,.168.26.3 21 i} Start | Options | Details

s |

&l 3

FERRSS %% B L ping A [ TP Huhit, Z5RUZE (B 4D AL B2

WEZ W Wireshark ffi35 -

et Command Prompt -

Microsoft Windows [Uersion 5.2.37981]
(C> Copyright 1985-20083 Microsoft Corp.

C:\Docunments and Settings“Administrator>ping 192.168.26.12%
Pinging 192 _168.26.12% with 32 bytesz of data:

Reply from 192.168.26.129: hwy 32 time{ims TTL=128
Reply from 192.168.26.12%9: by 2 time<{ims TTL=128

Reply from 192.168.26.129: bw 2 time{ims TTL=128
Reply from 192.168.26.129: ]Jytes—32 time{ims TTL=128

Ping statistics for 192.168.26.129:

Packets: Sent = 4. Received = 4, Los Bz loss).
Approximate round trip times in milli-—se

Hinimum = Bms, Maximum = s, Averag

C:“\Documents and Settings“Administrator>

4
7t Wireshark IS 542 |, PR Capture, A )5 H.ili Stop.

{F Wireshark {354~ [, Pl File, P95 Save, ERIZEE IR A7 FIAE 2

b RIS, BRI SR
WS 5 A% MAC il L& 70 A .

o JRZE% Az 00:0¢:29:0¢:22:10

hikese=

MN—1B ]
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o JIR45%% B: 00:0¢:29:51:f1:7b
o ZRIAMIE: 00:50:56:¢7:21:88

IRAETT LA HT I E AL T o Wk 5 371, Wireshark [ 5 T3 E 5 ELWL . 55 L [T 2 Packet
List % 11, ‘EFIH T I MEs4L. 8 Packet List 3% i 1) 9 2% G 2 R4 b 7~ £E )
1] Packet Details & 1/ FHTFKLE Packet List FEEMIE 3 56, FrLlE S HFF
[I5k & Frame 3 f1VER . S¢S [ 2 Packet Bytes Details & -, FAT— A HEIE .

[ wrong_subnet filter.cap

E)
File Edit View Go Capture Analyze Statistics Telephony Tools WSintemal Help
Dudee BEXEE AcsraTLAIEE QA0 #BM %I B /_ Packet List

Filter: Expression... Clear Apply

Ne. = Source Destination Time Pretocel Info

1 vmware_51:f1:7b Eroadcast 2013-04-02 14:18:47.092179 ARP who has 192.168.26.27 Tell 192.168.26.3 B
2 vmware_e7:2f:88 vmware_51:f1:7b 2013-04-02 14:18: ARP 192.168.26.2 is at 00:50:56:e7:2f:88

3192.168.26.3 192.168.26.129 2012-04-02 14: IcMP echo (ping) request 1d=0x0200, seq=4352/17, tt1=128

4 vmware_0c:22:10 Eroadcast 2013-04-02 14: - ARP who has 192.168.26.37 Tell 192.168.26.129 =
5 vmware_51:f1:7b vmware_0c:22:10 2012-04-02 14:18:47.094104 ARP 192.168.26.3 is at 00:0c:29:51:f1:7b

6 192.168.26.129 192.168.26.3 2013-04-02 14:18:47.094393 Icmp echo (ping) reply 1d=0x0200, seq=4352/17,

7 192.168.26.3 192.168.26.129 2012-04-02 14:18: IcMp echo (ping) request 1d=0x0200, seq=4608/18,

£ 192.168.26.129 192.168.26.3 2013-04-02 14: IcMp echo (ping) reply 1d=0x0200, seq=4608/18, i
9192.168.26.3 192.168.26.129 2013-04-02 14: IcMp echo (ping) request 1d=0x0200, seq=4864/19, tt1=128
10 192.168.26.129 192.168.26.3 2013-04-02 14: IcMP echo (ping) reply 1d=0x0200, seq=4864/19, ttl=128 -

<[ i ]

Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, src: vmware_51:f1:7b (00:0c:29:51:f1:7b), Dst: vmware_e7:2f:88 (00:50:56:e7:2f:88)

Packet Details

Internet Control Message Protocol

0000 00 50 56 e7 2f 88 00 Oc 29 51 f1 7b 08 00 Y
(2K J00 3C 12 E5 00 00 B0 01 00 00 c0 a8 1a 02 cO ag
0020 JENCE 08 00 3a 5C 02 00 11 00 61 62 63 64 65 66

o abcae
0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijkimn opgrstuv
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi .
/_ Packet Bytes Details

@ | Interet Protocal (ip), 20 bytes Packets: 12 Displayed: 12 Marked: 0 Load time: 0:00.000 | Prafile: Default

5
B PRBEERD A T LA

154 (WK 6):

No. + Source Destination Time Protocol Info
1 vmware_51:f1:7b Broadcast 2013-04-02 14:18:47.093179 ARP Who has 192.168.26.27 Tell 192.168.26.3

4 .

o Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)

Ethernet II, Src: Vmware_51:f1:7b (00:0c:29:51:f1:7b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

& 6

JRg54% B ik ARP [ HEEIERIAM O 192.168.26.2 1) MAC ik, 43K
ping /&M %545 A 11 1P, B E1L A BN DG MAC HihibWe ? X2k B A4
H O, tFEH AR TARRTM, 857 W BRI G K. i
BOMBOAP OIS, wh 75 2R H MAC Hidik.



254 (LE 7).

Mo. + Source Destination Time

Protocol Info
2 vmware_e7:2f:88 vmware_51:f1:7b 2013-04-02 14:18:47.093476

ARP 192.168.26.2 is at 00:50:56:e7:2f:88
L

o Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) Wiitng
]

<[

# Ethernet II, src: vmware_e7:2f:88 (00:50:56:e7:2f:88), Dst: vmware_51:f1:7b (00:0c:29:51:T1:7b)
Address Resolution Protocol (reply)

&7 M—BmE

BRI 5% 192.168.26.2 1] B 1]% T [ CLY MAC M. Jy 45k MAC sy =7 TR0
(13K B B 2 00:50:56 "853 00:0¢:29 7, Wireshark I {57 H SR H148 &“ Vmware ”? 7

KA MAC HBHEIRT 3 ANFE1R0R] Bi. 110 00:50:56 F1 00:0c:29 #B#Y 7 ELes
Vmware A1) XL ERGE—HIbRUE, FTLL Wireshark THaE R T4 T .

354 (WK 8):

No. + Source Destination

Time Protocol Info
3 192.168.26.3 192.168.26.129  2013-04-02 14:18:47.093500

Icmp  Echo (ping) request id=0x0200, seq=4352/17, ttl=128
i

<

Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, src: vmware 51:f1:7b (00:0c:29:51:f1:7b), Dst: vmware_e7:2f:88 (00:50:56:e7:27:88)
Internet Protocol, Src: 192.168.26.3 (192.168.26.3), Dst: 192.168.26.129 (192.168.26.129)

Internet Control Message Protocol

8

B & ! ping 3., $i 5& Destination IP 4 A, [l 192.168.26.129..1H Destination MAC
FAZERIN IR 00:50:56:¢7:2f:88 (Destination MAC H] LAZEIE 8 i) Packet
Details P&EFD . XEY B AEEBAMALQHE RS A, BT CHRAH
R, BATHHTEMAH, BRAEER ¢ BN,

454 (HLE 9):

No. + Source Destination Time

Protocel Info
4 vmware_0c:22:10 Broadcast 2013-04-02 14:18:47.004076

ARP wWho has 192.168.26.37 Tell 192.168.26.129
m

<

= Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet ITI, Src: vmware_0c:22:10 (00:0c:29:0c:22:10), Dst: Broadcast (ff:ff:ff:ff:FF:FF)
Address Resolution Protocol (reguest)

&9
B R T A I ARP T HE, XA HEEHIE B K MAC Mk, X2
£ A BXK, B JETHIFETH, A7 REEE LR crnzt, RE0in ARP

PAFR T MAC HHESAT T . ii"@iﬂ%%%?ﬁi)\lﬂ%ﬁilﬂi&%ﬂ B J i ping 5 K
MRy AT, BN AASTEGLH N B i
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MN—1BE

2l

8

FAE

554 (LK 10):

Mo. = Source Destination Time Protocol Info
5 Vmware_51:f1:7b Vmware_0c:22:10 2013-04-02 14:18:47.094104 ARP 192.168.26.3 is at 00:0c:29:51:f1:7b

1

<[

o Frame 5: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)

Ethernet II, Src: Vmware_ 51:f1:7b (00:0c:29:51:f1:7b), Dst: Vmware 0c:22:10 (00:0c:29:0c:22:10)
Address Resolution Protocol (reply)

& 10

BHIE T A K ARP ik, #8 A S M MAC #isik2Jf A iX i8] B 7E404T ARP
M I AL E T M. AR ARP iRk A LA 7M1 1P, (HBEFEMIE,

6 st (K 1D:

No. * Source Destination Time Protocol Info

6 192.168.26.129 192.168.26.3 2013-04-02 14:18:47.094393 1cMP  Echo (ping) reply 1d=0x0200, seq=4352/17, ttl=128
<

T

Frame 6: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, src: vmware_0c:22:10 (00:0c:29:0c:22:10), Dst: vmware_51:f1:7b (00:0c:29:51:f1:7b)
Internet Protocol, src: 192.168.26.129 (192.168.26.129), Dst: 192.168.26.3 (192.168.26.3)
Internet Control Message Protocol

# 11

B & TWH T A K ping P15 . M MAC H3ik 00:0¢:29:0¢:22:10 /] LAF H, X
MIJEMN A BEGE R, A E S BRI 3 K .

7+ 8+ 9. 10 56 (WK 12):

Mo.  Source Destinatien Time Protocol Info
7 192.168.26.3 192.168.26.129 2013-04-02 14:18:48.084739 IcMP  Echo (ping)
8 192.168.26.129 192.168.26.3 2013-04-02 14:18:48.085416 ICMP Echo (ping)
9192.168.26.3 192.168.26.129 2013-04-02 14:18:49.098809 1cMP Echo (ping)
10 192.168.26.129 192.168.26. 3 2013-04-02 14:18:49.099351 ICMP Echo (ping)

(T

request id=0x0200, seq=4608/18, tt1=128
reply 1d=0x0200, seq=4608/18, tt1=128
request d=0x0200, seqg=4864,/19, tt1=128

reply 1d=0x0200, seq=4864,/19, tt1=128
<

Frame 7: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
thernet II, src: vmware_51:f1:7b (00:0c:29:51:f1:7b), Dst: vmware_e7:2f:88 (00:50:56:e7:2f:88)
nternet Protocol, Src: 192.168.26.3 (192.168.26.3), Dst: 192.168.26.129 (192.168.26.129)

Internet Control Message Protocol

12
ot B Y ping 155K AN ping A5 A4 A A1 B #f 2 REEXJr RIEER 7 5,
PrLUst Bl 25 ARP T .

IHTSERILAN, FRERT o BURIEF IR XFE: B JGHE ping 1R AL
EERIAMIOG, BRI OGR4t Ao T A BT SK S HHEHT ping MR 4 B, TR
B 13 P =fE3A s . ANFIEIRE X 7 ?

M I, AFHERE S AR T Wireshark AIRHAT? 1 A MRk



—H], ARG, URIEE I A N B M I HEHEIXKIE

ping WML ? GIRARE, R P CAEMEHL 2

pingiF K

ping[F &

# 13

FAGES Wireshark JUZ KRN, EIETTELT22 S ORI UM, B
D BER AR . A5 RSO, FRATREARYS: Wireshark £ESEER TAE AN

N
H

b
B

it

MN—IEmE
BT IA150

9



it eges

AT —
NME BRI
FA=LA)

10

NRFT]: —1iEERRI R L

T EBFH e, HOGEE, AR R RIE CHRZ EBIRAE
WG o A — AL Z e g Sk, W ARG A k. A ET LR, X
R BT S IRCE I o, BOEEEFE T, ARG R P B T AR
ANREIELHE (yao) B (qiw) Al Gia) F (xin) MHLE, LRI HEIES L.

JEOR S EIXFER: B AL ER TR & A, 5 et PR IR RS
e BIAE 7o XM G a5 d L LA N2 B Kt DL TREI 3L I AN
HRDR, BT DA S 8

FEWTEARIFAR T, HBIGRIAERS & A WER, Prel Bl TE ML
B (A Do

[root@A ~]# ifconfig |egrep "HWaddr|inet addr"

etho Link encap:Ethernet HWaddr 00:0C:29:CB:74:A9

inet addr:192.168.26.131 Bcast:192.168.26.255 Mask:255.255.255.0
ethl Link encap:Ethernet HWaddr 00:0C:29:CB:74:B3

inet addr:192.168.174.131 Bcast:192.168.174.255 Mask:255.255.255.0
eth2 Link encap:Ethernet HWaddr ©0:0C:29:CB:74:BD

inet addr:192.168.186.131 Bcast:192.168.186.255 Mask:255.255.255.0
[root@A ~]# route |grep default
default 192.168.26.2 255.255.255.0 UG 0 0 0 etho

&1

4528 B I W4 B R AR %2, AT —> TP Hihik 192.168.182.131, F-M#E
it 2 255.255.255.0.

MIAIE A L ping B I, WERONIZEAE? FEELUN AR AT, B A



Sl RREE .

—AEOL T, B A XKZ IP RS HEXAERC S I B e S —A 1P
RO TR — 7, XA TP BB X T7 o ARWAAT—A 1P AR 7[R
W, B BRI G FEXANIR R, A T3 A TP BARES B JE TARF 7, AlHt
FAZGEBIAM G T o s aeit A FIBRIAR DG IE (5 H i) T We ? FeM A | ping
TG, S5 RERI . METE R W OCRAT IO A R 252 B a2 ping 1H
KOS KEIB T, {H ping [MIEAER ERK? T A D CEEEH I
B TR, B oA B R AE A5 K BAA——Wireshark .

TR IITE ethO. ethls il eth2 [T T 4L, sk 2575 e R A X 1 etho),
T ZRH AR, EITER— MM AT o TIAE ethl EINREEZE 2 1
R A FI ARP J #5774k B (192.168.182.131) 17 MAC i, iR [EIZei 2N
WCHES Bl S, XU T A4 e ?

B cpdumphiercap 0 T TR 1

i Eile Edit View Go Capture Analyze 3Statistics Telephony Tools WSintenal Help

Dudee PEXEE WevaTL Qe el @B H

i [+] Bpression... clesr apply

Mo [ Source Bestinalion g Time: Protocl  Infa
1 vmware_cb:74:b2 Broadcast 2013-05-27 17:16:32.514361  ARP who has 102.168.182.131? Tell 192.168.174.131
2 vmware_cb:74:b3 Broadcast 2013-05-27 17:16:24.515620  ARP who has 102.168.182.131? Tell 192.168.174.131
3 vmware_cb:74:b3 Broadcast 2013-05-27 17:16:35.515602  ARP who has 102.168.182.131? Tell 192.168.174.131
4 vmware_cb:74:b2 Broadcast 2013-05-27 17:16:26.528027  ARP who has 102.168.182.131? Tell 192.168.174.131
5 vmware_ch:74:b3 Broadcast 2013-05-27 17:16:37.528051  ARP who has 102.168.182.131? Tell 192.168.174.131
6 vmware_cb:74:b3 Broadcast 2013-05-27 17:16:38.528220  ARP who has 102.168.182.131? Tell 192.168.174.131

< 1

@ Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: Vmware_cb:74:b3 (00:0c:29:cb:74:b3), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

& 2

XU A _FAEE—T04T4 192.168.182.131 [, {fF A it ethl HiES
Bilf5. BRI SR, BARLKIGIXA T (JLE 3):

[root@A ~]# route |egrep "Dest|168.182"
Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.182.0  * 255.255.255.0 U 0 0 0 ethl

&3

K24 192.168.182.131 J& T~ 192.168.182.0/255.255.255.0, [t LA 23 78 1% 45 1% 1 o
T AEF M ETACH VLAN ANFE, FrLlixde ARP iERMAZEA T B. ping

it

AT —
NME BRI
FAsLA

17



it eges

teETd s —
NME BRI
FA=LA)

12

BEEAHUT, BB AR kI . 2% RIS TIX M, A RS
A BRI YR A

WA A BB ZERZ T IRKEA LW e ? %~ =2, AbATeART
AR FC RS K, JE R IR T, AREE A AR E SO F R IE A . A RINE
ST — R E SO, TR A I T o ARV, ARSI
B A AR A H R 2 IXRE AN R TGRS IE, I A Wireshark #5445 T .
TN AR IXFE S, AR SE P BB AR T . AU AR I B R EE 3
PR, A T A E A k. fEXAEHIT, REE AN
T REITARAS 2k Bt 3R, AHTJC— 5 Zh M 2% 1 HE e I I PR B S
B R AR Z I, AR BEIES N EELERE 2 TR mH
TIRERG AN 255.255.255.0 A EHM . BAIARSCHTHIT 1P fRFFAAE, (HF M
HEAD AR B 255.255.248.0, R T B 4 s IRET

[root@A ~]# netstat -rn
Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface

192.168.168.0 0.0.0.0 255.255.248.0 U 00 0 ethl

192.168.176.0 0.0.0.0 255.255.248.0 U 00 0 ethl

192.168.184.0 0.0.0.0 255.255.248.0 U 00 0 eth2

192.168.24.0 0.0.0.0 255.255.248.0 U 00 0 etho
&4

RN H A, MELL IR 3 192.168.176.0 i H T H Antdl 192.168.182.131,
B /DN BRREAE IXFEI

BATREMIZA B 22 ST B AW ? e FAL AR R (2 Bt R D, 855 s
Lo XRERUT LALEFAIL R SERI N e, OER])™ MU EER 207 ik 7o AR i i
AR 277, IHITURY>) Wireshark M. P 2856 1) T2 AR A JURKM (1 i
16, T Wireshark MoRANSy, BRI B AL G 5 R AR AR, A AT



Excel XH#HIRFHIE
Mitege

Excel ~4

RORFITIZ
HIRAAE Notepad 55 30 A G4 ds_L- 5117 File-->Save HIINx, &2 R #AEAR T .

R B —— iR e N AR B NSO T L Do R SRR ) 3
TS b, AT AT LA Wireshark U0 _F&EFX AN RE CILE 2D,
] "] Wireshark.txt - Notepad

Edit Format View Help
New Ctrl+M F%‘%iﬁﬁFﬂe——>Savemﬁﬂ§ [ERFRIFIFRER—
i

Open.. I resharkila FFIEH-ME

Save Ctrl+5

1

ND‘ Suur(a Destlnatlon Tirne Protocel  Info
0.32.200.41 10 .106.50 2014-06-08 12:16:51 SMB2 Write Request Len:6 Off:0 File: Temp'Wireshark.txt
59 10.32.106. 50 10 32 200.41 2014-06-08 12:16:51 SMB2 Write Response

2
5 58:
B “CIREE 6 /N B/ Temp/wireshark.txt 17,
5 59:

MRo5ds: “HUF 1.

HIEEZ T, K Office PRAFSCAFHIEFEMBA X AT T, BT LAk )™
ke D2 it DA SCPF I A A R TRl e EEATIES 3 PP ) Excel 47 {5 SO AR L,
BV  H], BINORAFAN T o IXFER ) EAE Notepad _E& Ak R

ll Microsoft Office Excel

.
\E) 'S:\VAPAC Infra Review\2014 - APAC - Infrastructure Review - Unlocked- SGP TUAS, xlsx' is currently in use. Try again later.

E 3



hikeses

Excel >4
RFIIRE

14

A Excel FUsE WM GRAFSCIFAONE? AR T S BTN SCRY, (HH 25T
SCAHRAF RN Z A b, AT LUMER) Wireshark B EEANSFE 7o FRAFSEE0 & it 17
Excel 3Cf “wiresharkxlsx”, SRJGAECRAFININ T ML, Bl Tk B HAgoc it
FLAEER LK 4):

MNo.  Source
24 10.32.200.41
25 10.32.106. 50
26 10.32.200.41
27 10.32.106. 50
MNo.  Source
38 10.32.200.41
42 10.32.106. 50

Destination Time Protocol Info

10.32.106.50 2014- SMB2 Create Request File: TempiDCD652B.tmp

10.32.200.41 2014- sSMB2 Create Response, Error: STATUS_OBJECT_NAME_NOT_FOUND
10.32.106.50 2014- sMB2 cCreate Request File: Temp4DCD6528.Tmp

10.32.200.41 2014- sMB2 Create Response File: Temp\DCDE52B.tmp

Destination Time Protocol Info
10.32.106.50 2014- SMB2 Write Request Len:8184 off:0 File: Temp'.DCDG5ZE.tmp
10.32.200.41 2014- sMB2 write Response

& 4

RN ATELg AT R e .

2P “/Temp H T AELE—1Y DCD652B.tmp 3014 ? ”

MRd5 & “AMEAES”

e ORI DCD652B.tmp 1 3CA.

Mg ds: “HiF T

& s “H Excel BN E 2] DCD652B.tmp HL.”

g5 ds: “HBUFT .



ML EISRERT WL, Excel I3 BT SO B A7 2] wireshark.xlsx |, T /&
{7 E]—A~N DCD652B.tmp MK SCAF BT o 8 FKHE (WK 5.

S e
No. Source Destmatlon Time Proto(ul Info
17 10.32.200.41 10.32.106.50 2014-06-08 13 a o w‘ﬁ%t

......... 16-0 01:02 SMB2 Create Request File: Temp'6aF04530.tmp
48 10.32.106.50 10.32.200. 4]. 2014-06-08 13: Ul 02 sSMB2 Create Response, Error: STATUS OBJECT NAME_NOT_FOUND

Ne.  Source Tma Protecol IF
50 5 5

97 10.32.200.41 1 4- o Info Request FILE_INFO/SMB2_FILE_RENAME_INFO File: Temp\Wireshark.xIsx NewName:Temp\6AF04530.tmp

98 10.32.106. .41 2014- sMB2 SetIm‘o Response N
No. Source o Time Protocsl Info Excel ¥ ’Ti
103 10.32.200.41 10.32.106.50 2014- sMB2 Info RequestT FILE_INFO/SMB2_FILE_RENAME_INFO File: Temp\DCDE52B.tmp NewName:Tempiwireshark.x1sx

104 10.32.106.50 10.32.200.41 2014- smB2 SET.InfD Respunse

RRFIE

15

&5

B “/Temp H 3¢ HAFLE—ANY 6AF04530.tmp 3152 7

W55 as: “AMFAE.”

e A, HEJFER I wireshark xIsx HE iy 44 i) 6AF04530.tmp. ”

98 S 14u:

Mads 9. “HEAALTEHE.”

103 541

P FHE— TR IS SO DCD652B.tmp F iy 44 A wiresahrk.xlsx. 7
104 S

MR 55 5. “HmA e

ML Fak FERT 4, Rk wireshark.xlsx #% T i 44 5 — AN s IS S, Y
6AF04530.tmp . 1 2 Y A1 2 i 38 AN I i SC 2 DCD652B.tmp X H iy 44 i
wireshark xlsx. 23t DA IR Ja, BATHA — NS H N A1 wireshark.xlIsx,



A — MG SCPF 6AF04530.tmp (U A2 JEUR A wireshark xIsx) . #4511 N &,
FURIL 6AF04530.tmp MR T (LK 6).

w;‘itsgt MNo.  Source Destinatio Time Protocol Info
115 10.32.200.41 10.32. 106 50 2014- SMB2 SetInfo Request FILE_INFO/SMB2_FILE_DISPOSITION_INFO File: Temp\6AF04530.tmp

116 10.32.106.50 10.32.200.41 2014- swB2 setInfo Response
7

GUID handle File: Temp\6AF04530.tmp
& SMB2_FILE_DISPOSITION_INFO

Excel Y/i ....... 1 = Delete on close: DELETE this file when closed
HRFEIDRZ &6
16 AL RS BB W B e, AR AIRZ AN . AR AT

TEAEREA S 20 Y ) R AR, DR S — 2D A RS DR A7 R bt B33
PIFRAS (S S “...is currently in use. Try again later”, K2 B i i (1) & SO
Al Ay, AR AT IS5 2 Excel bug 50 AR B S 2N . o8t T s
TATHATBEAR T ORAF I AL A, A A REAR I ELAH

Wireshark 1F A& $R75 X L6405 (K0 L 52, AT 200 48 Bt 5 34, 3l
HBET LA Wireshark G F . A TIXFEIIRES, 0 20 ) REEA k2



fR— RIS

it
b
Ik

it e
R—E=E=

e e b ‘ MAIHIS
FIFH 7> Wireshark AN, FUACMERE, 22 8T 1o I A B0 2

AR R ki, PSRRI R, BMESERINA R, M Laek ]/
PSR RSO L, b2 b, FEATRA S TS5 AU LRI
R, FEAEH R DL M.

= }mﬂ

ER MBI, BATE A HER RN PO ERAE AN KO 30,
ARSI WRAERIE# 5087 1GB UL Bt ik gdT i E ok,
Pt AP I 012 R R B 7y o AR 22 A AT BLSEIX — a

1o Hae sk, — BB B CRROy “t” SEEMG, H2H T3
I, ABARE S W T A AU i BB IR ORICRE D 1514
¥, JAM T Jumbo Frame (E M) 2 J5 A1k 9000 =45 LA b, 1 K2 %
I fige AT H 75 2 1P Skl # TCP kit 298 0 #fr T« {E Wireshark | 7] DUIXFf
Pk PR SE AR K Capture-->Options, 4R 5 7E# A% 1 EE X
“Limit each packet to” [If. F&— &M KMEF: 80 F7, Wl /& uih
AALPUHT 80 4T o IXFE TCP 2 W &% 2 RN 4 85 % )2 11 15 5L 4R ) DL 46
fEW (LK D).



it

o A S
M\i/LFTA#

AT

18

Wireshark: Capture Options

|| captore
Interface: Local |Z| Intel(R) B2579LM Gigabit Network Connection: \Device\NPF_{D06 | = |
IP address: 10.32.202.104
Link-layer header type: |Ethemet [+ Wireless Settings

7] Capture packets in pramiscuous mode
piurep P Remote Settings

[”] Capture packets in pcap-ng format (experimental)

Limit each packet to |80| = bytes Buffer size: |1 ] megabyte(s)
Capture Filter: E]
Capture File(s) Display Options

File: Update list of packets in real time

i
[C] Use multiple files
Automatic scrolling in live capture

Next file every 1 megabyte(s)
Nest file every (1 minute(s) HEaETramsniET
Ring bufferwith |2 files
) Name Resolution
Stop capture after |1 file(s)
I Stop Capture .. Enable MAC name resolution
[ .. after H 7] packetis) [7] Enzble network name resolution
O .. after |1 - |megabyte(s)
1
1 . after . = [omimatets) Enable transport name resolution

)
L

&1

TR ) B K N, e NAZ I BN E T SCK R . iR B —
L SO AP BCL K, v U N — ARSI E . BIE ¥ 200 741, ik
1514 FH/ANZ T

PL_E A48 ] Wireshark JUE IS I E . F tepdump iy S IMALI AT L “-s” 2
HOSFIRIFACR. BB F 45U eth0 1AFAMELI0RT 80 18, JHLE A7 5
/tmp/tcpdump.cap LI,

[root@server_1 /]# tcpdump -i eth® -s 80 -w /tmp/tcpdump.cap

2. FYRBEAL . IRssas el fede s 2, ] FHEH P —
/Ni4) » Wireshark [¥] Capture Filter 7] LAZEPUEL I St g8 AT Z AL, L ande e i
BT ER T, RATHX TP 24 10.32.200.131 (¥ L, 5 wT LLLE
Wireshark FIXFEBEE : i At 11 Capture-->Options, #AJ57E Capture Filter
HiE N “host 10.32.200.1317 (LK 2).



r M
[l Wireshark: Capture Options =AAEN X

Capture
Interface: |Local E Intel(R) 82579LM Glgab\tNetworkCunne:tlon:\Dew:e\NPF_{DGGE
1P address: 10.32.202.104

Link-layer header type: |Ethernet E Wireless Settings

Capture packets in promiscucus mode
[] Capture packets in pcap-ng format (experimental)

Remote Settings

[F] Limit cach packet to |65535 2 bytes e [F] megabytets)
Capture Filter:| | host 10.32.200.131] B
Capture File(s) Display Opticns

File: Update list of packets in real time

[] Use multiple files
Automatic scrolling in live capture

Next file every 1 megabyte(s)
Next file every 1 7| | minute(s) Hide capture info dialog
Ring buffer with |2 = files
Name Resolution
Stop capture after [1 + file(s)

Stop Capture Enable MAC name resclution

[ after 1 packet(s) [7] Enable network name resolution
[ ... after 1 = |megabyte(s)

gaby
[ .. after 1 e Enable transport name resolution

oo | oo o |

2
WX 2 filter A UBOGER, 1527 http://wiki.wireshark.org/CaptureFilters .

i tepdump & ANER, BATLLH “host” SEUE R FIZCHE . bl Ny
4 HI5 10.32.200.131 SBAE 6L, FHEZS R A7 /imp/tepdump.cap SCAFH

[root@server_1 /]# tcpdump-i eth@ host 10.32.200.131-w /tmp/tcpdump.cap

EE: &5 F Capture Filter A& =%, U afef e bitjgis, L
RE GBI L., SRAEREQAE BRLLLF, ik A —RIert 7
89 IP 3uibiX A filter, R —ANOAKIRE|. KRB AL ilter HIN, F &
P NAT (&3t dtds ) X &dext 7 69 1P ik Bde 7.

P

IO T I, BAFE AN SRS EAfid. SRE—H T4, 3
BiH. Hliside Windows L3NS = BHAE I RUE, RAKFE.

(1) ping <IP>-n1-11
(2) HAEDHE

(3) ping <IP>-n1-12



(4) #AEPE 2

(5) ping<IP>-n1-13
it

(6) EAELIE 3
R—EL=E

Wl 3 s, WARRTTESNTDE 1, W EE 146~183 Z M AL EIAT . ¥
PINEEas]

EF 146 SHEIE T “Data (1byte)” T15? byte (K140 H a5 L2, b
20 D B AR £ 0 A 2R EL

IEREIHEARZE, ] U — AN ACKRIEAINE, SR BEEF A E
Hafs ke — AL TRENTENAEANGE W 2 08, (HWURAEAG— T4, o — IR
TR

Filter: | icmp E Expression... Clear Apply

No. Source Destination Time Protocol Info
145 10.32.202.104 10.32.106.173 2013-07-04 09:51:17.431478 ICMP echo (ping) reguest
146 10.32.106.173 10.32.202.104 2013-07-04 09:51:17.432158 echo (ping)
183 10.32.202.104 10.32.106.173 2013-07-04 09:51:22.940992 ICMP echo (ping) request
184 10.32.106.173 10.32.202.104 2013-07-04 09:51:22.941829 ICMP echo (ping) reply
192 10.32.202.104 10.32.106.173 2013-07-04 09:51:25.995789 ICMP echoe (ping) request
193 10.32.106.173 10.32.202.104 2013-07-04 09:51:25.996372 ICMP echo (ping) reply

< i

[ Frame 146: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
@ Ethernet IT, Src: Cisco_e3:a8:40 (ec:30:91:e3:a8:40), Dst: Dell_68:80:28 (5c:26:0a:68:80:28)
Internet Protocol, Src: 10.32.106.173 (10.32.106.173), Dst: 10.32.202.104 (10.32.202.104)
= Internet Control Message Protocol
Type: 0 (Echo (ping) reply)
Code: 0
Checksum: 0x%9ed4 [correct]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (0x0100)
Sequence number (BE): 42 (0x002a)
Sequence number (LE): 10752 (0x2a00)
@ Data (1 byte)

& 3
=. Mitigs
Wireshark [1JERIA B & PR A LS, (EANTE P i NS4RS 55 A
[Al, T LA B A5 AR B B RS B T B s AR

1. RAH T ES RS % L H G E], H30 kA n] B R P gs . Bt U
8 Wireshark [ [a] 3 e R IR 45 25 —AF 0O K. il Wireshark 1) View-->Time
Display Format-->Date and Time of Day, tnl DASEILbiE (ULIE 4).



Bl The Wireshark Network Analyzer I B

File Edit Wiew Go Copture Analyze Statistics Telephony Tools WSintemal Help

B &l @ v Moin Toolbar o2 EE aacan #0®% E
v Filter Toolbar
Filter: e Tl |Z|Express|or|‘.. Clear  Apply

v Statusbar

v Packet List Popular Network Protocol Analyzer
v Packet Details

v Packet Bytes

Time Display Format v | * Date and Time of Day: 1970-01-01 01:02:03.123456 Crl+Alt+1

% 4

2. ANFEZEBI M LA nT DL E OB, LLln g 2445 B O n) GE 2 OSPF “51)
W a5 Spanning Tree Protocol (A= SGbs B AH I 1) I 286 £, 1 o fe o IS P i £
113 SO R 55 6 (05 B 53 U B 5G0 FTP SMB Al NFS W it . A vy Lhid it
View -->Coloring Rules K& EZ . WRFF AT —BIEFESIR TI/ENEM
ft 277 %, n] LLE At AN Coloring Rules % 'S H, X5 5 AN FIYR ) Wireshark B (I
50 AT R UFIARRZ R IS = 2 S5, AN B — R IR A B ] BT AN D I (]

-Edit Filter Order

List is processed in order until match is found

Il
L2 Mame String o

Edit... ICMP icmp || icmpve Up

Enable (!ip.dst== ipttl <5 | (ip.dst == 224.0.0.0/
Disable Checksum Errors cdp.checksum_bad==1 || edp.checksum_bad==1 || ip.checksum_bad N
SMB smb || nbss || nbns || nbipx || ipxsap || netbios Move
Delete __ selected filter
e HTTP http || tcp.port == 80 || wpor down
Manage IPX ip || spx 3
DCERPC deerpc
outing hsrp || eigrp | ospf || bgp || cdp | virp || gvrp || igmp | ismp
TCP tep i
= | :

Help [ o< J[ ey || conce

Bl 5

3. WZ M E T LLE Edit-->Preferences & IH 1 58 o 1XAN T 1 ¢ B 2 7T
PLIK 3] — LB PR 40715 o L anfE I % H §4iti Protocols-->TCP g v] LA 3| 24~ TCP
FHOGHEIN, K BRPR S AE B — 00 E#S S TR 4 o RN 5 24T Sequence Number
oz 5, AWik Relative sequence numbers (UL 6), IXFEL Al Sequence
number & b L SR MREZ .



ik

o ma A
f—Es=E

AT

27

Wireshrs rferences Pt DN

SYNCHROPLASOR < \ Control Protacol
138 Show TCP summary in protocel tree:
TACACS+ Validate the TCP checksum if possible:  []
TALl
Teap Allow subdissector to resssemble TCP streams:
. e TP sequencemumbers 1
TCPENCAP i
o Relative sequence numbers:
Teredo Window scaling:
TFTe Track number of bytes in flight:
TIPC
THS Calculate conversation timestamps: ]
Token-Ring Try heuristic sub-dissectorsfirst:  []
TPKT
Display timestamp values in the summary pane: [
TPNCP
l TTE Display SACK ranges in the summary pane:
uce
uop
UDPlite
uLp |E
uma
UNISTIM -

5w [ o

E6

4. WRARAESCAB I X P MR S5 A EANEL, SR T EE] B S farbT, Bedr
18 R I DXV R R I 45 2% — o 3X K, Wireshark W7 I [H] 4" B
Be k55 s b H SIS TR o Beanist, BRg5 4% H & BoR 2/13/2014 13:01:32 47— M
R AE L BT EAE N RN X 2 5, A g F] Wireshark FAS 2 2/13/2014
13:01:32 Ze A7 1A, 5 A4S S 4 S5 1)

=. Tk

IRZ W, Ry g2 2 Ed0E, HERRBH M. miicans
IANEIS 1) Capture Filter Dhfe 1o HSSAEEAN MK 5, EnfLAgt—2id g, i
Hix—)Zrd s shRe s k. ¥ 7 Fox—A “IP 24 10.32.106.50, H. TCP ¥ H
h 4457 B IERIL .

Filter: ip.addr eq10.32.106.50 && tcp.port eq 445 E Expression... Clear Apply

Me.  Source Destination Time Protocol Info
448 10.32.200.48 10.32.106.50 2014-01-27 16:29:14.119762 TCP 49375 > microsoft-ds [SyN] seq=0 win=8192 Len=0
440 10.32.106.50 10.32.200.48 2014-01-27 16:29:14.120660 microsoft-ds > 49375 [SYN, ACK] i

0
450 10.32.200.48 10.32.106.50 2014-01-27 :14.120757 TCP 48375 > microsoft-ds [ACK] Segq=l Ack=l win=65536
451 10.32.200.48 10.32.106.50 2014-01-27 16:29:14.120817 SMBE Negotiate Protocol Request

&7
LULIEMAE I 58, SR 1S AN EA D L. FRIRITRR, AL
g “IIE” B G Y .



AR APPSO A R, T LA A RR I E— TR . L Windows
Domain ¥ 5 3 S0 A0F 1) @5 4 51, G SR CLANZIR S0 E Y iSU2 Kerberos, 84 HiAE
Filter HE4i A\ Kerberos 1EA KB IdUE. B T 20HEH Kerberos {1, RIEKAF
Session Setup Z 3407 Kerberos 0 (LK 8).

Filter: = kerberos Clear Apply

E Expression...

Protocol Info

2012-03-14 15:14:07.320947 KRB5 TG5-REQ
26 10.32.106 32.106.116 2012-03-14 15:14:07.321631 KRB5 TGS5-REP
28 10.32.108 16 5 106.103 2012-03-14 15:14:07.322618 SMB
30 10.32.106.103 10.32.106.116 2012-03-14 15:14:07.323370 SMB

Neo.  Source Destination Time
25 10.32.106. 116 1{} 32.106.103

Session Setup AndX Request
Session Setup AndX Response

& 8

PG DRI 25 0675 FE B PSR A A E . ELan NFS L3k, il i
e R AEAE AU P FH B mount P, AT K A2 7E mount Z FiT[#) portmap 113 iX
PG OL IR 22 “portmap || mount” SKIEPE T LI 9o A SEAVE M 130 R) ) G
KREAI? RWBEALFINEG, KRR NTBGFIENET, ERE T UG P

Filter: = portmap || mount Eapressm... Clear Apply

Ne.  Source Destination Time Protocol Info

112 10.32.106.159 10.32.106.62 2013-07-15 14:21:18.768742 Pportmapv2 GETPORT Call (Reply In 113) NFS(100003) v:3 TCP
113 10.32.106.62 10.32.106.159 2013-07-15 14:21:18.768742 Portmapv2 GETPORT Reply (call In 112) Port:2049

128 10.32.106.159 10.32.106.62 2013-07-15 14:21:18.772649 pPortmapv2 GETPORT call (Reply In 129) MOUNT(100005) v:3 UDP
129 10.32.106.62 10.32.106.159 2013-07-15 14:21:18.772649 Portmapv2 GETPORT Reply (call In 128) Port:1234

2013-07-15 14: .772649 MOUNT w3 NuLL call (rReply In 133)

10.32.106.159 2013-07-15 14: - MOUNT V3 NULL Reply (Call In 132)

134 10.32.106.159 10.32.106.62 2013-07-15 14: 772649 MOUNT w3 MNT call (Reply In 135) /code

135 10.32.106.62 10.32.106.159 2013-07-15 14:21: lﬁ 772649 MOUNT w3 MNT Reply (call In 134)

132 10.32.106.159 10.32.106.62
133 10.32.106.62

9

IP Huhbn port St I E . BT F LA ip.addreq<IP Hiht>
&&tep.porteq<iii 15> KIS IEXRIE T, Wireshark IHRAL T PRy At
JESLERIAL, 4% Follow TCP/UDP Stream (4% TCP i UDP BRI L4 Z s &)
g L

GUCIIPNSEi s 1000 15 H.iZ% Stream (D015 N AR AAEHHEL 18T 1 o ik

on setup AndX Respons,

Mark Packet (toggle)
Ignore Packet (toggle)

P
SMB T, QUERY_PATH (D) Set Time Reference (toggle)
SMB TI'al'ISZ Response, QUERY_PAT
SMB ans2 t, QUERY_PATH|
SMB 5@, QUERY_PAT|

Manually Resolve Address

=0 . QUERY_paTH  ApplyasFilter 4
SMB Transz Response, QUERY_PAT|  PrepareaFilter s
SMB 2 R t, QUERY_PATH Conversation Filter >
SME G FESTOns e QUERY PAT|  Colorize Conversation 4
= 2oauacs o ce o .

I Follow TCP Stream

Follow UDP Stream
Follow SSL Stream

Frame 10: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits)
Ethernet II, src: Cisco_e3:a6:80 (ec:30:91:e3:26:80), Dst: Del1_68:80:28 (5c:26:0a:68:80:28)
Internet protocel, src: 10.32.106.72 (10.32.106.72), Dst: 10.32.200.43 (10.32.200.43)

10
2 A NFERIE L), Wireshark &34 A4
1?7 B S

iy H—4~ TCP/UDP Stream
P ) IP BN port. il Wireshark f¥) Statistics-->Conversations,

it

Ay A e AN ——
f—Es=E

MAIHIS



it

—a =

W\*wf =

XRHI$TS

24

ﬁﬂ

PR TCP 8¢# UDP #5285 vl LAE 2 FTA 11 Stream (L 11).

[ Ethemet: 1 Fibre Channel | Fooi [ eva:6 [ vs [ px [ wxra] e [ rsve [ scre] (TCP: 28 [ Token Ring | upp:3 [ use [ wean]

TCP Conversations
I AddressA 4 PortA 4 AddressB 4 PortB 1 Packets 4 Bytes { Packets A—B 4 BytesA—B 4 Packets A—B 4 BytesA—B » I
[

10.32.106.68 61070 10.32.106.159 51161 2 132 1 66 1 |
10.32108.77 61070  10.32.106159 48389 2 132 1 66 1

| | 103210654 61070 1032106159 53897 2 132 1 66 1
10.32.106.59 61070 10.32.106.159 40652 2 132 1 66 1

[| | 1032108.56 61070  10.32.106.159 48824 2 132 1 66 1 - I
< . O

Name resolution [7] Limit to display filter

e

& 11

3. AR BhLE . FRATA IR, Wireshark 1M1, FAE KA B ThREAS,
M2 SR FIAMEN S I, e ugIsy, AT TS kst HEASA R
GFAEER? B http://www.wireshark.org/docs/dfref/ $2it T2, (HEH Ak
KPR T o Wireshark FIEF TIXANFEK, A8 Fdi Wireshark FJEOGERF A 2%,
SR )G 4F¢ Prepare a Filter-->Selected, #t237E Filter HEH B AE B IERIA K. fEAE
ARG, BT LLESE Andy Or ZEIEITTORAE I — AN LA Hd JERIA .

AT B 2 JEIE R AN AE: Prepare a Filter, 1Mi4& Apply as Filter—->Selected, )
P IERIE A E R S 2 BT B 12 BoR T 45—~ SMB {iff) SMB Command:
Read AndX [ A7#E i, JfESF Selected 2 J5, JTH 1 Read (UHF S I IEHI K .

oo SME and
Expand Subtrees = 5
Expand All =5 o
Collapse All SME An
. SMB Re. AN 3
751 10. 2 Apply as Column SME  Read AndX Reg
98 10.32.106.72 10.32.200.43 Peni=Cis O BT . |
124 10.32.106.72  10.32.200.43 : = , e
150 10.32.106.72  10.32.200.43 i A et et
10.22.106.72 Colorize with Filter » .. and Selected
10. 32 zm) 43 Follow TCP Stream ... Or Selected
10. X Follow UDP Stream .. and not Selected
2 10. & Follow SSL Stream .. Of ot Selected
207 10 32.106. 72 10.32.200.43 amw meau mrma s
235 10. 3 5 10. 32 200.43 Copy ¥ | sMBE Read AndX Res
252 10 10.32.106.72 Export Selected Packet Bytes... sME  Read AndX Req
264 10.3

5 10 32 200.43 5MB  Read Andx Res
<] @ Wiki Protocol Page S —T—
CUETIST IS T ORSRS Oy on e s SEi i g Flter Field Reference =
@ Transmission Control Protocol, Sr st Port: 64944 (64¢
® [23 Reassembled TCP Segments (328  Protecol Help RB), #77(1428), #78(
NetBIOS session service Protocol Preferences 4
= 5MB (Server Message Block Protocol
[ SME Header

'3} Decode As...

Server Component: SMB « Disable Protocol...
[Response to: 37] Resolve Name
[Time from request: 0.0024740|

[ SFE Command: Read Andx (0xZe)'}

Go to Corresponding Packet

& 12

4. FATAT AL P85 15 21 1 28 A7 AE — BT I SCPE L, DRy /S SO S5 (8



4. i Wireshark 1] File-->Save As, £ Displayed HLIEFZEL PR AF, 1521

B R g A sy (I 13D,

[l Wireshark: Save file as

[

Savein: [ | CIFs - of B
= Mame Date modified Type
%
'L,H/am % cifs.cap 10/3/20137:37 AM Wireshark
== I cutesp 10/6/2013 5:07 M Wireshark
|| I windows?. cap 10/6/2013414 M Wireshark
Desitop I xp.cap 10/6/2013 417 PM  Wireshark
=
Libraries
LY
Il Computer
pe )
6.-4-
T < I ] v
- Save

File name: [ftered.capl

Packet Range

& Al packets
¢ Selected packet

-

b

" Range:

r

Save astipe [WiresharkAcpdump/. - ibpeap (~peap:~cap) v | Cancel

€ Captured & Displayed

3
1

Help

13
ARSI, ORI SO RTINS 25 R R 24 . XA I8 S
PFBNIATIE —A5E ) TCP Stream, HUEIMARJEIN TR Z —FF. FrLlEH
Displayed 325 i 221 525 18 .

W A% Wireshark MUAHLIX AN DIRERS 2] 75 File-->Export Specified

Packets.. . 3ETiH, WK 14 iR,
o - —— ———

File Edit Viev Go Capture Analyze Statisics Telephony Tools Intemals Help

[ Open.. o b @ T & ® a
v

Merge..
Import from Hex Dump...

Export Specified Packets...

Open Recent
[+ Bpression... ci

Protocel Info

Cirleyy $3-08-13  TCP 38541 > domain

& 14

SR, S UEfe Wireshark HHigfl, G, BERRAMMEZLL, EERK

(PRI =

® Close
-08-13 TCP domain > 38541
g« Save Ctrl+5 13-08-13  TCP 38541 > domain
§ 3-08-13 DN5  Standard query
SaueAs sy Shift+Ctrl+S |3 5813 pNs  standard query
File Set 3

), 66 bytes captured (528 bits
0:04:23:d4:4d:e2), Dst: Vmware
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M. it Wireshark B9t

AL )L, BATTRAANT ERF TR AT, %ALY Wireshark 73

BT 1o

1. H.; Wireshark [1] Analyze-->Expert Info Composite, ] LAZEA[FFRZE FE 2
ARG RE R CEAA NGt RS E B, 5% g
PEREFIIEZ ) U, AN H FREE X M Dihe. K15 /& TCP W HEAE St

[l Wireshari: 997214 Expert Infos

S=nre

| Erors: 1 (996644) | Wamnings: 3 (48) | Motes: 2 (90) |Chats: 1 (432) | Details: 997214 |

Group 4 Protocol
Sequence TCP
® Sequence TCP

4 Summary 41 Count
Duplicate ACK (1)

Retransmission (suspected)

L

8

Close

15

2. M Statistics-->Service Response Time, i€ Wl HK, AT LALS 21 [
IR STt . A IAEAT SR SS A TERe I 2 T2 gt 25 . B 16 R 2

SMB2 155 5 # 1= 1 Wi J3 I ] o

[l SMB2 Service Response Time statistics: slice_00002_20130911151654.cap

G

SMB2 Service Response Time statistics
Filter:
5MB2 Commands
Index 4 Procedure 4 Calls = MinSRT 4 MaxSRT 4 Awvg SRT

8 Read 4959 0000248  0.272905
9 Write 567 0000183 0117245
17 Setinfo 261 0000119 0.219478

Close

4
0.040351
0044321
0029874

& 16



3. i Statistics-->TCP Stream Graph, 1] PAIZERJLRG TR han3 s 2/
Time-Sequence Graph (Stevens)EJ% T & 17,

r | 3. L
[l TCP Graph 1: 2013.pcap 10.111.47.4:49165 -> 10.111.9.41:445 = | B - Wﬁtsgt

Sequence

number[B] Time/Sequence Graph (Stevens)

R—pls
1500000000 —| F—Ee=

] RV TS

1 27

ﬁ

1000000000 —

500000000 —

& 17

MWE 17 ] LA 25~40 7, DL 65~75 b 2 [0 3% B AL 5 s . it —
WS, RIVKIETT WAFA L, PSR IS, O8I0 P A7 )i [
T .

4 Wireshark ZEFEXANEFR A “Stevens” We ? TS5 8 T 11 { TCP/IP
Illustrated) [I7E# Richard Stevens B4, X 2RAET SR —E1, fEILHESRE
HTHIEA .

4. Hiifi Statistics--—>Summary, W LLE B2 HE R, APFERESE, X
A7 B T RRATHEN S BOR DL . Ledn ] 18 M 2% B4 1.594Mbit/s, B RIS
R .
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-
[l Wireshark: Summary

= [ B [t |

File
Name:
Length:
Format:
Encapsulation:
Packet size limit:

C:\book\book_material\CIFS\xp.cap
552759 bytes
Wireshark/tcpdumpy... - libpcap
Ethernet

65535 bytes

h. RESLFHERIDEE

Time
First packet: 2013-10-06 16:17:01
Last packet: 2013-10-06 16:17:04
Elapsed: 00:00:02
Capture
Interface: unknown
Dropped packets: unknown
Capture filter: unknown
Display
Display filter: none
Ignored packets: 0
Traffic 4 Captured 4 Displayed 4 Marked 4
Packets 748 748 0
Between first and last packet 2.715 sec
Mvg. packets/sec 275.554
Avg, packet size 722951 bytes
Bytes 540767
Avg. bytes/sec 199211879
Avg. MBit/sec 1.594
L
18

SIRZHAM—Ff, Wireshark ] LUBRT “Ctrl+F” 2T, RUFA IR
B “error” —id], FLATLM%E N “Ctr+F” 2 Jikrp “String” FAIEFE, SRJS7E Filter

I “error” B TIEZR (LK 19),

IRZ N HIJZ R R AT LA

-
[l Wireshark: Find Packet = | B |

Find

By: () Display filter
Filter: errorl
SearchIn

@ Packet list

©) Packet details
(©) Packet bytes

L

(©) Hexvalue @ String

String Options Direction
[[] Case sensitive © Up
Character set: @ Down

ASCH Unicode & Non-Unicode [ ]

FEIXAN LB E ).

& 19

e SCEANTRER R T A BT, ASOREN N 1k )5 2=, 2N

ORI R RE B AR —EingR ] . A

HOT U SENE T

IR PIIXLE R I HRAL F > H5% s



Patrick B33

FIEAEN (I, Patrick CEeAEIITI T o BAFRIE I REAE LA Ao

S IRWT i Patrick 142 FIELE 6 FEAT. M FRAIANALAHI T, 00 4 44 2 ufe
RN . A7, BREHARHE AR Windows IEB 20T S 28 (NAS) |, A
FNE AT AT S R A2, R E BB A S ENE. Rl br, —
fr SR R4 TN A e LW ARG H WL R, Wi LAaEE
fibo AR ISR T —HREE, BARR LB AR . T
IR AL, SRS Wireshark B & XA AR AR 7R
I, RARAEX LS 5 3 Temporary J& 1. FIERKG, AR PR T .
e T Bl — kB fih Wireshark, 117 347 & 5l J& Patrick.

MIEFR X T Wireshark, BOYESEAEMRA ], B2z N3 T —
EFRTLr8o 1y Patrick FIPIHHHERE T HBF2 )5, BOCERIZFH A
B A5 SRS AR IR RE AT 1OMBYs, T 1. LR 2
PETT, PEREMH AT, AEF7 =R, X A OMRR LG L. XRHEEK
AR T Patrick, BEANEMMAESS RUE W, TR LA T — DM, TEbHT
Mo /NI EARE R, BB T AR AR o A BRI R

o TCP N ALK R RN AR, BEE— MR TA] AT LA S P g
(5 o

o LWL ITIEAMIE, PIE S LAE 32KB L W A R 5 1 PR IZE 32K B,
sl A DARE A bl 4P 2

B E A E XL 8T, NN E AR HIXARB IR ? i
HWH T —4 Wireshark T, JUTPRA SRR AR, HMORARIEG /N 7]

it

Patrick B9
e
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DA MANZE Rl ANRAT T BRI SIS, RovEd2 2l — MRRAR. £
BN AL N2 )5, BEREL RE ] 20MBY/s, LLZ Hif e 7 —ff. 1XAN4S
RYAERIAT N, —HZIORMIASE . TR MR ERILE D, BAURIPE6E
b T A%, I5E] 40MB/s. DL TREIIAN S T #AERRT, BAE il R AAA
RE~F o XN EA F AR Patrick (K52 TR, w45 A ARl i p gy
TLII DA, SRR RN R DT R, JIRE RIS 78 o A K
SRS, BB, A miE A CAIRARZ W, RAEAL R Sk FF .

SRR NAE Wireshark FHEIFER L, CEEPFERNF T HRFRIE R
7 Richard Stevens [¥] (TCP/IP Illustrated), % %E#E 152 Patrick. AhAEIR 1A
EHARAB LN S, IR A BRI, A kR 4E TR R
R o ARV L TR Co AN 20 SR A AR BRI AR B9 Bt i e o — A7
2, B K A AR o A . B T THE Outlook ML T —
A rule, UABF AT BEAFISAE AL, 24— BB M AEJEBOR M E, Patrick
MR F 4. TG4 fh: “Have you ever thought about writing a book?” 1R
faj Lt [e] %5 “T am not a good author.” 41 FARHIAEL good author [1iE, A LA
PR3 Ba? B FR OB X e pis AR gk ok, ot — AT .

PRI, Kok A —RAEARE 24 2 Patrick [F/KT-? BUAE BT FEIXAN W]
BT PR B IAB I HARAL P & AT T A — K, I Active Directory
B T U HE AT, AR TR T TG AT 3 AT, At RS AR A e T o A S kg
Windows Domain tIFATHI ST 2R A AFFIBIEAR R T T [R] 55— na ey, e n) i i
i T TN Patrick o AR BXAL [F] SF AR 100, “Ah X 4 202 T L AnTE A
IEAERS BATTAEBE AN ERAE R GER )8 7 M [R) SR AT b, FERSRF ) Patrick
WA AR T — AR AVE R G RN 8. X B A AR AR A 17 S 1 — RO
“Everybody has his expertise”s 7] & {1 A ARGUIRAZ IR expertise? FRARA Y
T 0] [ T 7 28 R T I ) 20T

JUE R R ENIPEWUT 2, 5 MR ABUZ Patrick. Jir 7 E LG, H
R LU AT MR BAT I B L. AR [, “ AT
WARABA WE] Patrick T, MAEZRHIp2, M0 HAEAERCHL . Wr i et A 5
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Wireshark BJgitt S &%

RN RBEARK NS G (HREAE N Wireshark 474, T ##— FIXAK
PERTAT A AR R K, WEAAEAE R /R AE] (ling) 5% (dao) — Mg BRI IR A%
PHAE NI, BTG B O SR IR A ?

W 20 4D 90 AT UG VAL o IR IT MERRRR )2 s BESE 2 hrE B0
PPN LTHCE TR Google WA G146 NILAE D7 AR I 22 FE LBF T4 R 5 18 . 3k
TR =N A Gerald Combs 38 ERERTG [ 1 74 o MU IAR 2 TR0 —
FE, Gerald HoAKEHE, TG BdE, Zh TR fam. AptiR T — K Mg fitny, o
Wl S AT AT R AR B A o AT IR AT R D T, 1 B license 512 80,000
Ko MMEASRIFEE, EhAR—ENEH.

AT IR Z AA—FE, Gerald W3 FEIEMUERAE, TH2E B S —1
i BEAR VG S5 T ILA H o FATA KA REAR WA R ——RIE 2 MOk 2 )
TR, AR 2 LR BRSO — AR, SNBSS RE A AT U ARAT T
AL CREITEEARE 2 i, X Re SRS, B2 AHE AR BT . (Hik
REM Gerald — EXTHLE VRS, “I spent several months doing research and making
notes.” | T 1998 4 7 [, XKML T T o Bk TRXFEMDIRE: MRiE
RN, ANEEEEE R0 F 1, 1 LRI . BT et
g, FADLTReEBE ML FR AN —Y). CARTHE A R, EE A
JEAE R TCI . AR TAURII TR, PO AR ARG v i R I [ RDN 1 )

S, IXMRIRCT SR AR B R I 2 L, AT 1A T 2 ) R At 4%

Gerald XKy 4 4 Ethereal, 1IEXTN T & I)RE I J5 DK Y 7
#H . Ethereal [FJACHRAL HARJE T Gerald, AL/ A A NIS (Network
Integration Services) W44 Ethereal fifr. It A AR, XANHER S
2 a5 . T Ethereal 514 K4F 1, 1 HAZLL GNU GPL FFJEVFH]



UERATH, R SHETFRELDGZHBXATH . Bl 2 A, Bl 7t
B ERZHOEAF I BN SRR R BT At . e DU T2, W2k iM
ZHUTRER B B, TSR St AR R . ] DU BY I ARt 214
TR PRI TR R RIS 2 K ) B K i i 2 21 ) 2
IR, LT R M R A e K sl . SEXERHI2, Gerald I
AATHNBRHH], AR e R, BRI 1 TR AT A2 28

A AR AL B P AT ARG, JEHRAE 1T Mo LRSI, SR TR0
JEAK " Google ZIK T e K4S A F] . R Gerald BeH 284k, — B AEm Mk
M2 Ethereal. BN H# A HOPRSCHIL, CAA MM AEHE B4, bk
AT o A AU AR — 44 RGBE : 2006 A 2T NIS, I T CACE.
T2 R K AL Ethereal ()R bR i) /@ FJCykk ie— 30, Gerald 50 H M4 A
Wireshark. MU Ethereal X/ KUEEZ 10 H =1k T, KB www.ethereal.com
B4 . TATRAIEREVS S, &€ W) 3 — 2K AOS AW« N AR
FE [ F NIS W ? DAk NIS 74 2011 4F4 AOS &9 7.

Wireshark %25 | Ethereal [¥%Y), IAEATRCT T TT R EAEIERE Gerald.
FIR AT IR A 4 K Sharkfest K 43,2011 4 Wireshark 7£ SecTools HEAT 25—,
2012 4% Insecure.org V¥4 “No. 1 Packet Sniffers”. 52 [F [IFEANE AT UG 4w %
Farud, o E R AR G [k CEE T A B B R RSckL 5 [3E P ) ( Wireshark £
PR BT S 2B 2 O o 15— 3212, CACE Jm K4 Riverbed Wit T, Riverbed
BT Wireshark 3 H (PRI RS . 1R 2 v [ TREITAT BE A Riverbed 44 AN L&A, fH
U3 Linux BHHT tepdump 2 iASPEE . tepdump [FF K Z — Steve
McCanne 4t /2 Riverbed ] CTO. Ifii WinPcap [¥]Ff & # Loris Degioanni t7E Riverbed
TAE. TP EEZ P HAKRE, Riverbed PRI T SCHA TR R T —ild. FA]
%in] Riverbed M, £ 75 JTIXLH KNI TH, ITATA S LLBIRM LS 1 LE .

Gerald AN AR £E Twitter |5 47 ,“ Wireshark is, and will always be open source. ”
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